An approach to quantitative analysis of resistance
of equivalent transformations of algebraic circuits

A.V. Shokurov

Abstract. A system of computations on encrypted data such that

— transformation of encryption is effective, i.e. can be performed in polynomial
time on the size of circuit C;

— the size of scheme A’ differs not essentially from the size of initial scheme A;

— lower bounds on resistance of circuit is exponential

is constructed.

1. Introduction

Tamper-resistant software technologies are intended for protecting software
programs from intelligent tampering attacks aimed at obtaining some extra-
knowledge about program structure and behavior (the key ideas of algorithms
used in a program and some specific data — passwords, constants, parameters,
etc.). To achieve these goals some specific semantic-preserving transformations
are applied to a source computer program that perform deep and sophisticated
changes in its control flow and data flow [9, 8, 5].

Tamper resistant software is one of the forms of software protection against
reverse engineering. Data protection is an important part of tamper resistant
software. This protection can be done in different ways and one of them which
uses data encodings |7, 5] is considered in this paper.

Formally model with transformed data can be described as follows. Let Alice
and Bob are two participants of a computation. Alice is the owner of some data
but has not enough computational resources. Bob possesses enough amount of
computational resources but Alice does fully not entrust Bob. Alice needs to
transform data, constants and computational circuit in such a way that the
needed by Alice result could be easily obtained from the result of transformed
computation over transformed data. Then Alice needs to send all transformed
data, constants and computational circuit to Bob. These transformations need
to be such that the second participant could get minimum information (in ideal
case nothing) from received data and circuit.
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Now we can state the following problem.

Problem. Let C’ be some transformed computational circuit. Find initial
computational circuit C corresponding to C’. How much computational circuits
C correspond to transformed circuit C'? It is suggested that the parameters of
given transform are not given.

To explain what are data encodings consider the problem of computation of
some arithmetical expression

y = F(x,c),
where x = (x1,...,x,) are input data and ¢ = (¢, ..., ¢y) are some internal
parameters which we need to protect against an adversary. Let y = (y1,...,y:)

be the result of this computation.

Encoding in general is a parametric collection of functions that map each
integer into some tuples of integers. Thus, any integer z will be converted
to ' = (2,25,...,2}). A simple example of it is so called linear encoding
' = a-x+b. Integers a, b are parameters of this encoding [7]. Formal definition
of data encoding will be given in Section 2.

The key idea of using such encodings is the following. Instead of computing
y = F(z,¢) we perform some distorted computation § = F(2/,¢'), which is
obtained from original computation F' by some rules and then apply decoding
(the inverse function to encoding) to obtain “real” results of the computation.

One of possible approaches to obtain F is constructing for every basic operation
(+,x, etc.) used in F' a corresponding sequence of operations over encoded
data. This is possible if any arithmetic operation on data can be expressed in
terms of encoded data. Such encodings will be called homomorphic (for formal
definition see Section 2). To clarify this notion consider the following example.
Let integers x1 and x2 be represented using linear encoding as

zh=a1-x1+ b

I/Q =as -T2 + b2

(1)

and
Al = al/m
2
As = az/m (2)
where
m = GCD(ay,a2). (3)

To calculate y = x1 + x5 in terms of linear encoding one can find its encoded
value by the formula
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Then
Y= Bay+ B (5)

where By = (biaz 4 baa1)/m and By = ajas/m and the value y can be decoded
from g as follows

y=(§— B1)/Ba. (6)

Hence the result of addition is represented in terms of encoded data by the
formula (4). In this example the arithmetic expression is y = F(z1,22) =

x1 + o2 and the distorted expression § = F (], 2%) is given by the formula (4).

Note that an adversary observes the values of parameters A; and As which are
related with encoding parameters by formulas (2-3), i.e. an adversary knowing
the values A; and A may try to guess the values of encoding parameters.
The main question is the following. Whether such information is enough to
find the values of all encoding parameters? Moreover it is clear that the more
operations on encoded data an adversary should observe the more information
he gets on encoding parameters. The aim of "good” encoding is to minimize
such information.

Local analysis of encoded procedures may give to adversary some information
about parameters of encoding. An example of such information is given above
where addition of two linearly encoded integers is discussed. Therefore the
problems of proper choice of encoding and of comparison of encodings are im-
portant. The solution of such problems should be based on a notion of measure
of resistance of data encodings against local analysis (when each encoded pro-
cedure is treated separately). These problems are considered in this paper.

We propose a notion of quantitative measure of resistance of encoded circuit
which we consider as our main contribution. This measure gives the opportunity
to compare different encoded circuits. Estimates for lower bounds of resistance
are obtained for relatively wide class of algebraic circuits. These estimates
show high security of computations performed in such encodings. Typically

such bounds are at least of order 2100,

The structure of the paper is the following. In Section 2 formal definitions of
encoding and homomorphic encoding are given. In Section 3 some examples of
homomorphic encodings are considered. A measure of resistance of computation
is introduced in Section 4. In Section 5 we present lower bounds of resistance
of different types of encodings for some algebraic circuits. The proofs are given
in the Appendix.
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2. Notion of data encoding

Now we give a formal definition of encoding.

Definition 1. FEncoding is a pair (p,1) of transformations of integer data
(x1,..., ) and constants (parameters of encoding) (¢1,..., ¢, ) into integer
data (2}, ..., ) such that

O(T1, . Ty Cly e Om) = (2,00, 2)) (7)
(.., 2,01, em) = (T1,. .., ),

where decoding v is left inverse of ¢, i.e.

Y(O(T1, ooy Ty Cly ooy Cm) s Cly v oy Cm) = (1400, T
The data (21,...,}) are called encrypted data (cryptogram), (z1,...,z, is a
plaintext and c1,...,¢,) is a key.

Now the problem is to find a proper circuit ' on encoded data for arbitrary
algebraic circuit F without multiplicity [1]. One of possible approaches is to
construct for every basic arithmetic operation (+,x, etc.) used in F a cor-
responding sequence of operations on encoded data. This is possible if any
arithmetic operation over original data can be expressed in terms of encoded
data. Such encodings will be called homomorphic.

Now we give a formal definition for such encodings.

Consider encoding (¢, 1) of two integers 21 and zo assuming n = 1 in formula

(7) and

o /
(@1, c11, -y 0m1) = (Tgy -+ Tpp)-
Let also
o /
(T2, c12, .+, Cma) = (Thg, -+, Tho)-
Integer numbers ci1,...,¢n1 and c1a,. .., Cma are parameters of encoding of x4

and xo respectively. Let xs3 = h(x1,22) be some binary operation on integer
inputs with integer outcome (say, addition, multiplication, etc.).

Definition 2. Encoding (¢, ) is called homomorphic with respect to h if there
exist functions A, C

(alv"was) = A(Cljh...,Cm17C127...,Cm2> (8)
(c13,--sem3) = Clein, - o Cm1,C12,- - Cm2)

and an arithmetic procedure (a sequence of arithmetic operations)

(yl,---7yk) = }Nl(l'lll,...,.%‘21,1‘112,...,.%22,&1,...,045) (9)
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with integer input data z/,,..., 2}, 2s, ..., &}y, 01, ..., s such that
h(x1,22) = 23 = Y(Y1, - Yk C135 - - -, Cm3)-

It follows from the definition that function C' computes the parameters of en-
coding of the outcome of operation whereas function A creates the parameters
of arithmetic procedure k. It is clear from definition that one can choose as
function A the identity function

A(C11> -5 Cm1,C12, - - -7Cm2) = (6117 -5 Cm1,C12, - - '7cm2)7

but in this case the aim of encoding should not be achieved, because all the
parameters of encoding should take part in computation. The aim of function A
is to decrease the information on encoding parameters and to show the possible
minimum. In ideal case function A minimizes information on these parameters.
It is also clear from the definition that & represents algebraic circuit. Note that
functions C' and A may be arbitrary but for practical use need to be efficiently
computable. To find encoded value of the result of operation it is not necessary
to know all the parameters of encodings but their transform aq, ..., as.
Linear encoding (1) gives an example of homomorphic encoding with respect
to operations of addition and multiplication of integer numbers. For addition
it follows from formulas (2-5) because

xll = S@(I],Gl,bl) =a1ri + b17
zhy = @(x2,a2,ba) = asxs + by,
(a1, 00) = A(a1, b1, a2,b2) = (A1, Az),

(az,b3) = C(a1,b1,a2,b2) = (B2, By),

where Ay, Az, By and By are given by formulas (2-3) and arithmetic procedure
h is given by formula (4).

3. Examples of homomorphic encodings

In this section we present some examples of homomorphic encodings with re-
spect to addition and multiplication.

e Linear encoding (see, Section 2).
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e Residue encoding of integer x is a tuple

/
Z;

=z (mod p;),

where p;, i = 1,..., m are coprime integers. The parameters of encoding
for all data are the same and are equal to

(Cla-'-’cm) = (plv--'vpm)-

The formulas for decoding function v are given in [2].

Addition and multiplication of integers in this encoding are performed
as follows. Let y. = y (mod p;), i = 1,...,k then z + y; (mod p;) is
the encoded sum z + y and z} - y; (mod p;) is the encoded product z -y
[1, 2]. The function A from formula (8) is a constant function

A(plv'-'vpm7pla"'7p7n) =0

because the formulas for addition and multiplication do not depend on
parameters of encoding p1, ..., Pm-

Mixed encoding is a generalization of linear and residue encodings. Fix
coprime integers p1,...,pm. Integer x is represented in mixed encoding

as

2y =a1-x1+b; mod py

(10)

b, = - Ty + by, mod pyy,

where GCD(ag,pr) = 1 for all kK = 1,...,m. The parameters of encod-
ings in this case are (a1,b1,...,am, byn). Now take two integers encoded
by parameters (a11,b11, ..., @m1,bm1) and (ai2,b12,. .., Gm2, bma) corre-
spondingly. Then addition y = x1 + x2 in terms of encoded data can be
made by formula

/ —1_ —1_
Y; = ViG; Ty + Vil Tip mod p;

for arbitrary «; such that GCD(v;,p;) = 1. So the function A from
formula (8) is

Alai1,bi1, .- @mi, b1, @12, 012, . ., Gm2, bim2) =
(allv cee O, 2, . . 7am2)7

where a;; = 'yiai_jl mod p;. Function C in this case is

C(a11,b11, - -, Am1, b1, a12,b12, . . ., Gma, bya) =
(71, —(a11b1 + a12b2), . .o, Ymy —(Qm1b1 4 @m2bs)).




The formula for performing multiplication in mixed encoding is given in
section 5 and multiplication also is homomorphic for mixed encoding.

e p-base representation gives an homomorphic encoding [11].

e Encoding based of Discrete Fourier Transform [11, 2].

One can try to protect data in a program using well-known cryptographic en-
codings. Let us consider the following example: RSA function 2’ = x¢ mod m,
where m = pq, p and ¢ are prime numbers [4].

Given encoded data 2’ and y’ it is easy to implement multiplication z = zy as
follows: 2z’ = 2'y’. So this encoding is homomorphic with respect to multipli-
cation.

But it is difficult to implement in the same manner the sum of RSA encoded
data. This is the answer to the question: “why we do not use well-known
cryptographic functions for encodings of data’™?

4. Resistance of data encodings

Firstly introduce the notion of the “observable” and the “real” worlds. The
“observable” world is a set of encrypted values which Alice sends to Bob. The
“real” world is a set of non-encrypted values of inputs and constants. Illustrate
this by the following example. Let z be encoded in linear encoding as ' = a-z+b
and assume that an adversary Bob observes only z’. The “observable” world is
2’ and a “real” world is a set (a,z,b) for which encoded z corresponds to the
observable value 2.

It is obvious that the same “observable” world can correspond to several “real”
worlds. And any of these “real” worlds can be the real world which we encode.
In the example mentioned above the number of the “real” worlds, which we
denote as R,,, can be estimated as R,, > K2, where K is the range of integers
we use.

Note that operations with encoded data can reduce the resistance because addi-
tional relations between parameters occur. It can be illustrated by the example
of the sum of two integers in linear encoding given in the previous section.
Let integers x and y be represented as 2’ and 3’ in linear encodings by formulas
(1-2). The sum z = z + y is given in terms of encoded data by formula (4).
The observable world is determined by the following parameters: z’, vy', Aj,
As and the number of “real” worlds is the number of solutions of the corre-
sponding system of equations (1-4). Additional relations which reduce R,, are
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equations (2-3). The solution (i.e., one of the possible “real” worlds R,,) is a set
of values for x,y, a1, a2, b1, bs. Let us denote the range of possible values as K.

We estimate now the number of “real” worlds in some cases.

Proposition 1. For fixed 2/, %', A1, A> and a1, as the number of possible solu-
tions R, > K?2.

To prove it note that arbitrary values of x or y are solutions of our system as
for any x (y, respectively) one can choose such by (ba, respectively) that the
value of o’ (y', respectively) does not change.

Proposition 2. For fixed 2/, 3y’, A1, A and x, y the number of possible solutions
can be estimated as R,, > K/max(a,as2).

Note that for some solutions of our system a1, as and for any ¢ the values
a1 = q-aq and as = q - as also give a solution because Ay, Ay are the same and
there exist b; and by such that 2’ and 3’ do not change.

Proposition 3. The number of real worlds is R, > K3/A, where A =
max(al,ag).

This follows immediately from Proposition 1 and Proposition 2.

As we can see in this example the procedure of estimating R,, (the number of
“real” worlds) can be rather difficult and greatly depends on the sequence of
the operations with encoded data.

The number of such “real” worlds which correspond to the same observable
world can be used for estimating the resistance of the encoding. We introduce
a measure of encodings resistance as a measure of uncertainty that is the number
of “real” worlds R,, which can correspond to the observable encoded world. An
adversary observing only operations in encoded world and inputs to encoded
world (i.e., all encoded input data) can not distinguish between any of “real”
worlds. Thus the more there is the number of corresponding “real” worlds the
more there are uncertainty and resistance of encoding.

Let y = F(z,c¢) be some algebraic circuit [1] and § = F(z/,¢) be its corre-
sponding encoded circuit.

Definition 3. A measure of resistance of observed encoded circuit §j = F(a',c’)
is the number of different “real” worlds (c¢,x) which correspond to the same
encoded world (', ¢, F).

We will denote this resistance by Ry (a’,¢"). Now take the maximum of such
circuits over all encoded data .
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Definition 4. A measure of resistance of encoded circuit § = F(a',c’) is the
maximum of all observed resistances. We denote the resistance by R, (F) or
simply by R,.

It is important to note that such measure characterize the resistance of encoding
to arbitrary attack which uses only information from encoded world. It means
that this measure characterizes absolute resistance.

Protection of data in encoded world will be guaranteed by lower bounds of
resistance of encodings which one can obtain. Typically the bounds we present
below are at least 21°° when the range of integers is 264.

5. Results
5.1. Mixed encoding

In this section some estimates of resistance of some circuits of computations are
obtained. Two algebraic circuits with encoded data are considered — the first
is a computation of second degree form and the second is some homogeneous
circuit without multiplicity. It is shown that for both cases we have the following
estimate of resistance

Ry > (w(p1) - v(pm))",

where v is the Euler function, pi,...,p, are mixed encoding parameters, and
n is the number of input variables.
Mixed encoding for a vector of data z = (z1,...,%,)" and coprime numbers
(p1,--+ ,pm) is given by equations

vy, = anr +bn mod  p;

I/Im = a1mT1 + blm mod Pm

. (11)
xhy = apnr1+byy mod py
Ty = Gpm®1 4 bpym mod Dy,

Then the encoded data are given by the matrix

/ !
Ty 0 Tim

nl nm
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The original data can be decoded from encoded data by the following procedure.
Let

T11 = 6111‘/11 + d11 mod P1
Tim =  Cim2y, +dim  mod pp,
(13)
Tnl - Cnlxlnl + dnl mod p1
Tnm = Cnmmglm 4+ dpm mod  pa,.
Then
1 = MZu+o+FApTim mod prc...cpm
. (14)
Tn = MTpi++AmTum mod D1 Pm
for some integer numbers A1, ..., An,.

How to perform operations over data in terms of encoded data?

To add two integer numbers x1 + x5 in terms of encoded data one may use the
following procedure

/ /
T11 + T2 = C11¥Yy + 217y + din + d2 mod  p;
(15)
’ /
T1im + T2m - Clmxlm, + CmeQm, + dlm + d2m IIlOd Pm-

For calculation of linear combination of two integer numbers Ay 21 + Aoz the
following formula can be used

Az11 + Aazor = Aicn12hy + Aecarwhy + Aidin + Aadoy mod  p;

MZim + AoTom = MCim®),, + A2ComTh, + Mdim + Aoday,  mod  pr,.

The products Aixdp; and linear combinations A1b1; + A2bg; can be calculated
during the compilation.

Now consider multiplication. To calculate the product of two integers x1xs
one may use the following formula

X1 - Lo, = (017;.%'/“ + dh) . (027;96’22- + d27) mod Di- (16)
Hence

! / / !
Ty Toi = (C1462:2Y; @5, + diicoith; + doic1ixh;) + diide;  mod p;.  (17)
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In observable world only the products ci;ca5, diicai, daic1; and dy;do; are given
in evaluation.

Now we show how to estimate the resistance of encoding computations consid-
ering (as an important example) an evaluation of the second degree form

flrr, .. xn) :ZZ%]’%‘% +Zﬁi$i+’7 (18)
i=1

i=1 j=1

using encoded data z’. How to find it in terms of encoded data? To do this let
us calculate its three summands using only encoded data.

Claim 1. Let

gijk = Ok CikCik for i,j = 1, o, (19)
n
Git, = Z(aijk + jik)Cindji + Bincir  for k=1,...,m (20)
j=1
n n
M= Gikdindie + Y Bindix + (21)
ij=1 i=1

where coefficients ¢;;, are given by formulas (13). Then

fel@r,mn) = Y Gl + > Grly + m (22)

i,j=1 i=1
The proof is given in Appendix.

Claim 2. The resistance of formula (22) in mixed encoding is

Ry > (v(p1) '-~~'V(pm))na

where v is the Euler function and n is a number of input variables.

Now consider algebraic circuits without multiplicity using operations of addition
and multiplication of integers and define corresponding homogeneous algebraic
circuits. We shall present such circuits as graphs of computation with opera-
tions of addition and multiplications as nodes and data and variables as leaves
(see [3, 1]). Let input variables z1,...,x, and the constant data ci,...,¢n
of this circuit have some weights such that deg(x;) = 1 and deg(c;) < 0. The
degree of the product is equal to the sum of degrees of multipliers. As usually
the degree of the sum is not greater then the maximal degree of the summands.

Definition 5. A circuit is called homogeneous without multiplicity if:
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(1) Addition is performed only for summands of the same nonpositive degree
and the result has the same degree as its summands.

(2) Each coefficient ¢; is used in the circuit only once.

(3) Multiple use of input variables is allowed.

Condition (1) means homogeneousity of the circuit. Condition (2) means that
each coeflicient is used only once.

Example 1. Consider Horner’s scheme of computation of polynomial
P(x) =t 4+ F ety = (..(az+ca_1)x+ - +c1)x+co.
Let deg(cx) = —k and deg(x) = 1. It is not difficult to see that corresponding

circuit is homogeneous without multiplicity.

Example 2. Sparse multivariate polynomial gives another example of homo-
geneous circuit without multiplicity.

Now encode a homogeneous circuit step by step using the encodings of opera-
tions in mixed encoding.

Claim 3. The resistance of any encoded homogeneous circuit without multi-
plicity in mixed encoding is

Ry, Z(V(pl)"""/(pm))n’

where v is the Euler totient function, n is the number of variables, and m is
the parameter of encoding which is a number of modules py.

Now we add to the algebraic graph of computations on integers the nodes
with one input and one output that correspond to exponents, i.e. if input is
k, then output is k™ for some integer m. Definition of homogeneousity is the
same as for ordinary homogeneous algebraic circuits. Such circuits will be called
general homogeneous circuits. As for homogeneous circuits without multiplicity
for general homogeneous circuits the following Claim holds.

Claim 4. The resistance of any encoded general homogeneous circuit without
multiplicity in mixed encoding is

Ry > (v(p1) "-~'V(pm))na

where v is the Euler function, n is the number of variables, and m is the
parameter of encoding which is a number of modules py.

Consider a circuit
ClCry ey Cny @1y e oy i),
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which depends on parameters c1,...,c, and inputs z1,...,T,. Some circuit
!
C'(Cly ey CryCrly e oy Ci ks Ty -+ s Ty
will be called a generalization of C if for some values of parameters

Cnt1,- -+ Cnik circuit C’ computes the same result as circuit C.

Theorem 1. For any circuit
ClCry .o yCny @1y ey T)
there exists some homogeneous circuit without multiplicity
C'(Cly ey Cry Crtly e oy Crtksy Tl v+ + s Ty

which generalizes the first circuit and contains extra multiplications that does
not exceed the doubled number of additions and £ is not greater then the
number of extra multiplication.

Then from Theorem 1 and Claim 4 follows the next Theorem.

Theorem 2. For any algebraic circuit without multiplicity there exists encoded
homogeneous circuit without multiplicity in mixed encoding which resistance is

Ry > (v(p1) - - v(om)",

where v is the Euler function, n is the number of variables, and m is the
parameter of encoding which is a number of modules py.

5.2. Multi-linear encoding

In this section for this type of encoding we propose some circuit of computation
of second degree form with n variables and show that its resistance satisfies the
inequality

Ry, > v(K)m™tm

where K is the range of integers used, m is the parameter of the encoding, and
v is the Euler function. This means that all computations are modulo K.

What is multi-linear encoding? Let x = (z1,...,2,)" be a vector of data
and
air -0 Qin
A= (23)
am1 e Amn
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and
by
b= (24)
bin
Then the encoded vector is
T3
i = Ax +b.
z,/

For matrix A there must exist left inverse

bir - bim
B = (25)
bnl e bnm
Then
r=BAx = B(z' —b) = B2’ — Bb= Bz’ - V. (26)

The elements of matrix B may no longer be integers. Then there exists such
integer m that matrix mB = By is integer. Then vector mb’ = by is also integer
and the following equation holds

mz = (mB)x’ —mb = Box' — by. (27)

How to perform operations over data in terms of encoded data?

To add two integer numbers x1 + x5 in terms of encoded data one may use the
following procedure

o1+ 22 = () + -+ bimay,) + (bn2y + -+ baay, ) — by — by

28
= (b1 + b21)x) + -+ + (bim + bam) ), — (b] + b5). (28)

For calculation of linear combination of two integer numbers A\jz1 + Aoxa
the following formula holds

Az +Aozo=N1 (bi1a) + - + bimal,)) + Ao (bor @)+ + bamal, ) —A1b] — A2l
:()\11)11 + )\2()21).1‘/1 —+ -4 (Alblm + )\zbgm)xin — ()\1[)/1 + )\zbé)

The linear combinations of coefficients A1b1; + A202; can be calculated during
compilation.
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Now consider multiplication. To calculate the product of two integers x1xs
one may use the following formula

m m

§ : / / § : / /
Xry - Tg = blil‘i — b1 . bgj.’]}j — b2

i=1 Jj=1

m

Ny (29)

ij=1 i=1

The products by;b2; and combinations b)by; + byby; can be calculated during
compilation.

Now consider calculation of the second degree form

flxr,. .. xn) zzzaijxixj+2ﬁi$i+7 (30)
i=1

i=1 j=1

using encoded data z’.
Claim 5. Let

gkl = Z Oéijbikbjl for k,l = 17 cees M (31)

ij=1

n

Ge=>_ Bibir — Y aij(bibjr + Vibix) for k=1,...,m (32)
i=1

i,j=1
n= > aybiby = > Bib]. (33)
i,j=1 i=1

Then the following formula for computing function f defined by equation (30)
holds

fl@n, o m) =) euatai + Y Geak +. (34)
k=1

k=1

Claim 6. The resistance of expression (34) in multi-linear encoding satisfies
the inequality

Rw 2 (l/(];())anrn7

where K is the range of integers used and m is the parameter of the encoding.
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For K = 2% (usual range for representing integers) the value v(K) = 253 and
so lower bounds of suggested circuit of computation of second degree form is
greater then 2!%° which seems large enough from the point of computational
complexity (enumerating all possible solutions is impossible) and from prob-
abilistic point of view (the probability to guess right parameters is less than

27100).
6. On “good” and “bad” parameters of encodings

The measure of resistance of encodings we introduced gives the possibility to
analyze encodings on a quantitative base and choose those parameters which
provide greater resistance. Moreover, such measure of resistance allows to com-
pare different algebraic circuits and choose those that have greater resistance.

6.1. An example of “bad” parameters in linear encodings

Let p1,po,p3, pa — be four different prime numbers. Let data z; = p3 and
2o = py are linearly encoded by formulas

Ty = piri+bh
xhy = poxy + ba.

Let adversary observes computation of their product x3 = x122 in terms of
encoded data made by the following formula

/ 1o / /
Ty = 1Ty — bixy — bax] + byba.

The result of encoded computation is connected with real product by relation
x%y = ajagxs. Therefore the adversary knows the values by, be, 2} and 2. So he
can find that

h—b = aim

I/Q — b2 = a2x3.

In our case the adversary finds that

airy = pi1ps
a2T2 = P2pP4.

Hence he obtains that there are 4 cases for a; and x1

e ay =1, 21 =pip3

® a1 =p1, 1 =P3
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® 41 =pP3, T1 =P1
® a3 = pip3, r1 = 17

and 4 independent cases for as and o

e ax =1, 23 =papy
® a2 = P2, T2 = P4
® a2 = P4, T2 = P2
® ay = pops, T2 = 1.

So there are only 16 possible cases in this example.

6.2. Resistance and comparison of algebraic circuits for en-
coded computations

Now consider multiplication of two integers and estimate its resistance. At first
consider linear encoding. Let encodings for ;1 and x5 be given by formulas

ZE/l =air1 + bl
xh = agwe + by

and m = GCD(ay, az). Then the product y = z122 can be encoded by formula
(see [10])
§ = xyxh — bax) — b17h.
Then an adversary observes the parameters of encoding b; and by and finds
that
ajag | (2)xh — baa — byah + biba).

In the example of Subsection 6.1 we obtain only 16 possibilities for parameters
ay, as, r1 and xs.

So in the case of linear encoding the upper bound for resistance of multiplication
is equal to 16. To increase resistance of multiplication it is necessary to make
restrictions on the encoding parameters.

Now consider a variant of mixed encoding. Let encodings for z; and x5 be
given by formulas

xh; = ariwr; + b1

Th; = ag;Ta; + baj,
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where
r1 =x1; mod p; for 0<xy; <p;
To = x9; mod p; for 0 < x9; < p;.

Then multiplication y = z1x2 can be expressed in terms of encoded data by
formulas (similar to linear encoding) (see [10])
§i = @,; — bait; — by, (35)
Than an adversary finds that
ariag; | (zh;ah; — bosxy; — briwh; + b1iba;). (36)

and we have the same problem as in case of linear encoding. In this case the
resistance is at most 16™. In the case m = 5 it is not more then 22°.

Now consider another variant of mixed encoding. In this case integers
and zo are encoded by the formulas

— !

a1ix1; + b = xf; mod p;
— /

a2iT2; + b = x5, mod p;,

where GCD(ag;, p;) = 1 and there are no other restrictions on z; and x5, and
coefficients ag; and b;. Then the product y = z122 can be expressed in terms
of encoded data by the formula (see [11])

~ ! ! / /
Y = 03l To; + Q1T + 2 Ta;, (37)
where
Q3 = Y A1;G24 mod  p;
;1 = yia15a2:b2  mod  p; (38)

Qi3 = Yia1;a2:b1  mod  p;

for some (arbitrary) «; such that GCD(v;,p;) = 1. Then adversary observes
parameters

11, 12, X135 - -+, A1, Om2, Am3.

In this case the function A of formula (8) is given by

A(a117 b117 ce ey Qlmy, blm) aai, b217 <.y A2my, b2’m) ==
(Oé117 12,013, -+ ., A1, Oém2706m3)~

It may be shown in this case that the resistance of such multiplication is at
least v(py1) - - - v(pm) where v is the Euler totient function.
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7. Conclusions

The main contribution of this paper is the notion of measure of resistance of
encoded computations we introduced. This gives the possibility to perform
quantitative analysis of encoding schemes and to compare different data en-
codings. The results presented here show sufficiently high level of protection
of data during the computations when one uses considered encoding schemes.
Protection of data in encoded world is guaranteed by lower bounds of resis-
tance we obtained. Typically the bounds are at least 2190
integers of range 264

when operating with
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Appendix

Proof of Claim 1. We have (all computations are made modulo py,)

n n
/ /
QijkTikTjk = ijk(Cikip, + dik) - (ki + djk)
i
=1 ig=1
n
_ / /
= Y aiplcncnrii+
ij=1

! !
Cikdjriy + Cirdinaly + digd;r)
n

’oo
= E 0 Cike CikTip Lyt
i,j=1

n n

!
E E ijkCikdir + agincindi | o+

i=1 \j=1
n

Z i dindj

ij=1
n

/ /
= E QijkCik CijkTi Tt

inj=1
n n n
/
g E (iji + ogir)cindr | @y, + E ik dindjk.
im1 \j=1 ij=1

For linear part of this expression we can write

> Biwi =Y Bl +die) = > _(Bincinaly, + Bixdir)- (39)
i=1 i=1

k=1

Now let

fijlc = 4k CikCjk for i,j = ]., Lo, n (40)
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n

Gik = Z(aijk + ajik)cindji + Bircie  for k=1,...,m (41)
=
=Y dijedindip + Y Bindik + . (42)
ij=1 i—1

Then the formula (22) for computing function f defined by equation (18)
holds. B

Proof of Claim 2. The observed data are coefficients &, Cir, M of formula
(22) and encoded data zf,. Take arbitrary numbers d;; mod pj that coprime
with py and change coefficients of the form (18) by relations &;jr = dirdjrijk
and Bik = 0;1x0ik- Then change the parameters of encoding by relations é;, =
5i_klcik and d;p = 6;kldik where (51-_,91 are modulo py inverse of d;,. Then from

formulas (19)— (21) for &y, and Bik

Eijk = QujkCinCil = Oik0k0iji07 Cird ! ik Cik = QijkCikCik = &ijk

n
Gk = Z(dijk + &jir ) Cikdjr + BirCik
le
Z(dik(sjkaijk + 5ik5jkajik)5ﬁclcik5ﬁ€1djk + 0iBik 0y, ik = Cik

j=1

e = Z &ijkdid;i + Zﬂlkdlk + Yk

7,]1

Z Oikin iy, dikd . djk + Zamﬁzkazk dik, + Yk = -

1,j=1 i=1

the coefficients of encoded form do not change. Thus encoded data and circuit
don’t change.

Prof of Statements 3 and 4 is similar to the proof of Claim 2.
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Prof of Claim 5. We have

Zn:aijxixj = iaw (szkxk ) (Zbﬂxl )

ij=1 ij=1
n
} : 2 : /i
= Ozij bikbljlmkxl_
i,j=1 5,j=1

b’Zb lz) — b, szkx’ker;b;) (43)

m
= E § Q4 1k:b]l xkxl

k=1 \i,j=1

ST i bibje + i) | 2+ Za”bb’
k=1 \1i,j=1 i,7=1

For linear part of this expression we can write

zm:z(zbzkxk—b) z(z@bm) A )
i=1 1 \i=1 i=1

=1

Now denote by

G =Y aijbiby for kil=1,....m (45)
=1
Cr = Zﬁibik - Z i (bibje + b jbik) for k=1,....m (46)
i—1 ij=1

n= z": ai;bib; — z": Bib;. (47)
i=1

i,j=1
Then the formula (34) for computing function f defined by equation (30) holds.
|

Prof of Claim 6 is similar to the proof of Claim 2.
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