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Example 1. Consider a function f(x) = xa mod N , where N is a production
of two prime numbers as in RSA cryptosystem. We can slow down computation
of f in the following way. We keep a in secret but announce b = a + kϕ(N) for
some integer k instead. By Euler’s theorem xa ≡ xb( mod N). To proof that
g(x) = xb mod N is guaranteed slowdown for f we should check to things: a) g

is slower than f and b) g is difficult to speed up. We have only informal evidence
for this statements. Firstly, b > a and, moreover, we are free to choose k as large
as we want; it seems very natural that raising to the larger power requires more
computation. Secondly, up to now there is no known polynomial algorithms to
compute ϕ(N) so we believe that given b to compute lesser degree c such that
for any x the equality xc ≡ xb( mod N) holds is also hard. However, we still
need rigorous proofs here.

Example 2. Take any trap-door function fk (see [9]). Knowing the secret key
k there is a polynomial algorithm A to compute f−1

k . As a slowdown version
of A we can take the following algorithm A′:

for y=1 to 2^n do
if f_k(y)=x then return y;
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Example 3. [1] Discrete logarithm. Let prime number p be fixed and g be
generator for Z∗

p . For every integer u such that (u, p) = 1 the value of discrete
logarithm function f(u) is the unique integer e ∈ [1, p − 1] for which ge ≡ u

mod p. Generalized encryption scheme for discrete log is as follows. Alice send
to Bob u′ = ugr (for random r), Bob send back discrete log e′ for u′, and
Alice get the answer e = e′ − r. Value of ugr is uniformly distributed on the
set [1, p − 1], therefore Bob get no information about u. Discrete log in usual
computation is believed to be a hard problem.

Example 4. Inverse operation in a group. Here we present a schema that could
be applied for many functions. Let G be any group such that inversion operation
as at least twice harder than multiplication. Then there is a fully encrypted
computation scheme for inversion. Alice asks Bob to compute inversion of rx,
receives x−1r−1 and multiply result by r. So Alice uses two multiplications
instead of one inversion. Bob get no knowledge about x. Multiplication group
of matrices over the finite field is a natural candidate for “inversion is twice
harder than multiplication” property.
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box security +0-� �� ������������ �� "���� �������� ��� ��*����� 
���� (x, f) ���
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�� �� ���� .)/ �� �� ���
�����

�

������ ������� 2������� ��� ������ �� ��������� F ������ �� � ��� �� ������� X �

3�� �� �� ���� pseudorandom function G !�����% ��� +1-$� 	
�� ��� ��� ������

r ��� ��� ���� k �� ����

f̃ = f(x 456 r) + Gk(x)

�� �� � prepared ���� �� f �

Proposition 1. Suppose for every prepared form of every function from F

there exists an obfuscation with black-box security. Then there is a GES for F
with cryptographic security.

Proof. Our construction is straightforward. We choose randomly r and k and
send to Bob string (x XOR r) and obfuscated f̃ . Bob send back f̃(x XOR r)
and Alice subtract Gk(x XOR r) from it to obtain f(x).

To get a security property we should combine two facts. First is that Gk

is computationally indistinguishable with truly random function. Hence f̃ is
also indistinguishable with random function. Second point is that it is com-
putationally hard to get any knowledge besides input-output behavior about
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function obfuscated with black-box security. Thus our GES is cryptographically
secure.
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f(x) ≡ Cf (Af (x), Bf (x)).
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Example 5. Let FN be the class of all functions f that there exists an algo-
rithm Algf computing it and that length of description of Algf is less than N .
Then there is a simple function sharing scheme for FN . We already have a good
developed theory of data secret sharing. Hence our idea is to treat a function
as a sort of data. So we write down a description string S of an algorithm com-
puting f . Than we generate a random string R of the same length. We send R

to left party, SXORR to the right one. They wouldn’t compute anything and
just resend x and their part of f coding to Third party. Third party recover S

end evaluate a universal circuit (universal Turing machine) on S and x.
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