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KnoueBble croBa:  WWGpoBaHne, TFOMOMOP(HOE LINDPOBaHME, OTKPbITbIA  KAtoY,
CEKPETHbII K/THOY.

1. BBepgeHue.

FomomoOp(HOe  LWM(poBaHME  MO3BONAET  MPOU3BOLUTL  BbIYWC/IEHUA  Haf
CEKPETHLIMWM  [aHHbIMK, 3aMEHSi UX BbIYUCIEHWUAMW HAL COOTBETCTBYHOLLMMM
JaHHbIMU B 3alUM(pPOBaHHOM BMAe. TOMOMOP(HOCTb LIMPPOBAHMS OTHOCUTENIbHO
onepauuy YMHOXEHWS ULEMbIX 4YMCeN MO HEeKOTOPOMY MOAY/H0 [OCTUraeTcH,
Hanpumep, B Kpuntocuctemax RSA, Onb-Mamans, [onbgeaccep-Mukanu (cm.,
Hanpumep, [5]) .

MoNHOCTbID FOMOMOPGIHbIE CXEMbl LUM(POBaHMSA, 061afarowne CBOMCTBOM
FOMOMOP(HOCT OTHOCWTE/IbHO OMepauuii  CNOXKEHWS W YMHOXEHUs, Oblan
npeanoxeHbl HegaBHO. MepBas M3 HUX Gblna npegcTaBneHa Kpeirom [pkeHTpu B
[1,2,3]. 9Ta KpunTOCMCTEMA WCMOMb3YET MAeabHble pewleTkn. Mo3xe Kpeirom
bkeHTpY 1 apyrumu B [4] Gbina NpeanoXeHa eLle oAHa NonHOCTb0 FOMOMOpPQHas
CXema LnpoBaHMs, 06M1afaroLlas CXOXMMU CBOCTBaMK, HO MpoBOAsLLas
onepauun Hag uenbiMK yucnamn. B gaHHoR paboTe npefnoXkeHa HoOBas cUCTeMa
nepewwngpoBaHMA BHELLHE MOX0Xasa Ha NPeAnoXeHHyto B [4] cxemy, OfHaKO He
TpebytoLas BBeAEHNS AONOTHUTENbHON MH(OPMALIMN O CEKPETHOM KJtoYe.

2. OCHOBHble 0603HaYeHNsI N onpeaeneHns.

OnpeaeneHune 1. CxeMoli WKGPOBaHUA C OTKPbITbIM KNHOYOM Ha3blBaeTCS TPOKa
anroputMoB E=(Gen, Decr, Encr) Takas, 4to

- Gen - NOMMHOMMA/bHBIA BEPOSTHOCTHBIA anroputM, Encr - NoNMHOMUaNbHBINA
anroput™ (1, BO3MOXHO, BEPOATHOCTHbIA, TOrAa cxema LWnpoBaHMs HasblBaeTCA
BEPOSITHOCTHOW), - Decr - NOANHOMUaNbHbI anropuTM;

- @IropuTM reHepaumm kmoya Gen, nosyyas Ha BXOf, HEKOTOPbIV napameTp A,
Ha3bIBaeMbI NapaMeTpoM 6e30MacHOCTU , CO3AAeT Napy K/kYeld: CEKPETHBINA KoY
k, € 3% 1 OTKPbITbI KNtoY k, € ) 2 £={01} rae.
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- aIroput™ LWNdpoBaHNA Encr, nonyvaa Ha BXO OTKPbITbIA k_ K14 K
OTKPbITbIA TEKCT M, BblJAET Ha BbIX0AE LU(POTEKCT C.

- aIropuT™M [JelmnippoBaHna, Mosyvan Ha BXOf CEKPETHbIA k. K4 U

LLUMPOTEKCT C, BbIAAET OTKPbITbIN TEKCT.

- ANS NHO6bIX OTKPbITBIX TEKCTOB 5 = 704 | rae f nonvMHoMuanbHas yHKLWS,

1 no6oii napsl knouen , (k.. k,) nonydveHHot ¢ nomolbio anroputMa Gen,
BbINO/THSETCS COOTHOLLIEHNE
Decr (R':,Ertcr'(fs',,.rrt)) =m

Beefiem criefytoLme 0603HaYeHNA 1 ONpeaeneHus.
OnpepeneHuve 2. MycTb faHa cxema LINMPOBAHUSA C OTKPbITbIM KoyoMm (Gen,
Decr, Encr) u nycTb gaHbl anroputM Eval n MHOXeCTBO (pyHKUMIA F Takue, 4To Ans
f€F No6OI (YHKUMM OT t MepeMeHHbIX W ANf MOObIX ¢y, ..., c,
¢, = Encr(k,m,), i = 1,..,t LIM(POTEKCTOB anroput™m  Eval(k,, f, ¢y, ..., c,)
BbIYMCSAET LWINGPOTEKCT C Takoi, uto Decr(k,c) = f(my,..,m.) . Torga
yeTBepka anroputmoB E=(Gen, Decr, Encr, Eval) Ha3biBaeTcd CXeMoi
LnhpoBaHNs, 061afatoLLeli CBOMCTBOM FOMOMOPGHOCTM Ha MHOXECTBe (hyHLuiA F.
OnpegeneHune 3. FOMOMOPGHOM CXeEMOV LUM(POBaHMS Ha MHOXeCTBe (pyHKUuIA F
HasbIBaeTCA Takas YeTBepka anroputmoB E=(Gen, Decr, Encr, Eval), gna koTtopoii
LUNGpPOTEKCTbI 06/1a4al0T CBOMCTBOM KOMMAKTHOCTM U anropuTm Eval sBnsetcs
abtheKTUBHLIM. ECIM MHOXECTBO F COBMafaeT ¢ MHOXECTBOM BCeX (YHKLWIA, TO
Takas cxema Ha3blBaeTCs MO/IHOCTbIO FOMOMOPKHON CXeMOI LUNGPOBAHUS.

3. HacTnuyHO romomMopdoHas cxema LumMpoBaHus.
MycTb 3ajaHbl HEKOTOpble NapameTpbl A, N,P,Q W r , N <« P

Q =f(P,logP) npuuem, a, rae gpyHkums f nonmHom. [0S No6bLIX LEMbIX X U Y

xmody 4epes OyAem MOHMMATb TaKOe YMCI0 Z, 4T0O WU X -y =Y/, «z<¥/,
[ennTcs Ha y. CumMTaem, 4to 6UTOBasA CTPOKA CEKPETHOrO K/toYa MMeeT

cTapLmii k, 27 = k< 2F*1 paspag 1, n .PaccMOTpuM CnegyloLlyto

5

OTKPbLITYHO cxemy WwnposaHms E*.

Anroputm 1. €7 (4) guinger Ha Bbixos cryvaiinyio P-GUTOBYIO HEUeTHYHO
1

1

cTpoKy s — cekpeTHbII Koy 1 Q- -6UTOBYIO CTPOKY Kp . OTKPbITbI KO,
Encr--(k,,m o
Anroputm 2. g P ) . BbIOMIpaeT Ans 6uTa m cnydaliHyto CTPOKY C
BMda
ot [} 7
c=m t+k;-q
rge umcno ™ vMeeT Ty e YETHOCTb, YTO W BUT M, @ YMCNO GWT croBa ¢ He

npesocxognT N, a uncno 6MTOB CNoBa C He npesocxoanTt Q.

Anroputm 3, Decrgs(k,,€) (¢ mod k,) mod 2
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BbIJAET Ha BbIX0f,



AnropuTm 4. Evalg(f,cy, ... C.) NepexoAnT OT MPeACTaBNeHNs (YHKLN
f(xg,nxe) g BUAE CXeMbl K NpeACTaBNeHMio B BuAe NOAMHOMA
F(my, ... M) g yonbue MHOrouneHos Han 2. 3ameHnm Teneps BCe Omepauym

Hag GuTaMu B 3TOM MOSMHOME, COOTBETCTBYIOLMMW WM  LIENOYNCIIEHHOTO
CNOXEHUS Y YMHOXEHS Hafl CTPOKaMU. Mbl NOJTyY M HOBbIV MONHOM

Fy(eyescy)

OT t MepeMeHHbIX CTPOK [MHBI Q. Ha BbIXOf aNropuTMa BblaaeTcs
¢ = Fy(cysensrcy)

YTBepxaeHve 1. (KoppekTHOCTb Ln(poBaHus)  [na mo6oro wmgpoTtekcra
= Encrz- 1 " =
¢ = Encrg-(k,,m) , 0.0 Decrge(k,c)=m

YTBepxaeHue 2. (CoiicTBo roMmoMopthHocTn) Cxema LNGPOBaHNS E obnasfaet
CBOICTBOM TFOMOMOP(HOCTM HA MHOXeCTBe (PYHUMIA F, KoTopble MOryT 6bITh

k

npeAcTaB/ieHbl MHOrOUYieHamMy CTeNneHu He Bbie ™ n cogepxawiyumu He 6onee |
claraemblix, s KOTOPbIX BbIMOHEHO COOTHOLUEHNE Nk +logl < P — 4
4. AnropyTmMm nepeLungpoBaHus.
OnpepeneHve 4. Ecim cxema wudpoBaHust E romomopdHa OTHOCKMTENbHO
CO6CTBEHHOL
Decrg (k) .

(hYHKLMM paclungpoBaHns E\"s , @ TaKke hyHKLMiA

’ , i I " 2

Decrg (k,¢q) Decrs(kslc:) mod 2 "

Decrs (k.,c,) - Decrg (ks_c:) mod 2

TO OHa Ha3blBaeTCA pacmmpﬂemof/’l.

YTBepxaeHue 3. [ns Toro, 4tobbl cxema wndposaHus E=(Gen, Decr,Encr,Eval)
ABNSANACL NOSIHOCTHIO FTOMOMOP(HON CXEMOIA LUINDPOBaHMS AOCTATOYHO, YTOObI OHa
6blfia rOMOMOp(HA OTHOCUTE/ILHO OMEPALIMA CNOXKEHWA U YMHOXEHMA N0 MOAY/HO
2 1 paclumpsema.

5. 3akntoyeHue. NMNocTpoeHne NoOSIHOCT b0 FOMOMOPIHOW
CXembl WndpoBaHuA.

O603HaumMM yepes LSB(C) dyHKUMIO YeTHOCTW uncna © € : T.e. Takylo, 4To

LSB(c)=0, ecnm ¢ 4eTHo, 1 LSB(c)=1, ecnm ¢ HeyeTHo. OBO3HAUMM Yepes [x]
1/

xER

6nvxaliluee Lenoe K uncny , €C/N €ro Apo6Has YacTb He paBHa / 2 .
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YTBepxaeHne 4. OYHKUMIO paclndpoBaHMs B KpMNTOCMCTEME E  MOXHO
npescTaBuTh B BUAE

Decrs (k,c) = LsB( xR L5 ([4 ])

YTBepxaeHne 5.  TycTb 3afaHbl 1% € {01} e (= L.omny,
}I: : — :1

2 romomopm3M Koney, npeobpasyowmii 1 B 1. Tlonoxum
t; = h(m,) npn £ = L™ Torpa cywecteyioT cummeTpureckme tyHKLM

[y, ) € To[xy, 0 X0 ] crenenn we moiwe 2k, ANs KOTOPbIX
BbINO/HAETCA PAaBEHCTBO
n _ wj<logn : -1 ;
iz=1 H'7»; as Z)=1 f:u (tit“) g 2“ (2)

MpyMeHnUM thopmyny (2) ans cyMmMupoBaHus Q K-paspsiiHbiX UMCesl B ABOUYHOM
MpeACcTaBNEHUM

K Q K j<logQ

imu-za"%z Zm:_‘; =Z Z Bt otpa it ligt, @
=1

=1 j=1 \i=1 =1

Lns  BbluMcieHW A ¢ nomolpto  dopmynbl (1), [OCTATOYHO MCMOMb30BaTh

rlle6f|V|)KeHHoe 3Ha4vyeHue Be.ﬂVlLlVlHEI _ sC 2Q ABONYHbIMA ouTamu. ,qflﬂ
Te / J
BblYNCNEHNA 3HA4YeHUA q)yHKU'VIVl = ;ki‘ Tpe6yeTC$=| 3HaHWe Mnagllero uenoro
paspaga U nepsoro ABONYHOIO ,qu6H0rO paspaga rlpOVlSBe,U'eHVlﬂ_ Ic. B‘ 3TOM
Te / J
Cnydyae CyMmMa no mMoAaysio 2 3TNX 6UTOB [aeT 3HayeHune prHKU'VlI/I = ;ki‘ . Aﬂﬂ
BbIUNCNEHUA 3TUX [AOBYX 6uToB [OOCTaTO4YHO WMCNOJ1b30BaTb q)OpMyﬂy (3) ana

snauermii K = 0(log@)

430



CnegctBue. [pefnoxeHHass B pasgene 3 4aCTMYHO TFOMOMOP(Has cxema
pacLuMpsieMa npu 3Ha4eHNsX

N = w(logi),P =N -0(Alog® 2), Q = w(P%logl), T = Q + w(logl)
1 NO3TOMY SBNSETCA NMOSHOCTHI0 FOMOMOPMHOIA.
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On Constructing a Fully Homomorphic
Encryption

Shokurov A.V., ISP RAS, Moscow, Russia
Sergeev K.V., MPTI, Dolgoprudni’j, Moscow Region, Russia

Abstract. Fully homomorphic encryption allows to perform calculations on private data,
replacing them by computing the appropriate data in encrypted form. Gomomorphic
encryption for one operation on integers is achieved, for example, by the RSA, El-Gamal,
Goldwasser-Micali cryptosystems. Fully homomorphic encryption schemes that are
gomomorphic over addition and multiplication were proposed recently. The first of them,
using ideal lattices, was suggested by C. Gentry in 2009. Later C. Gentry and others offered
another fully homomorphic encryption scheme with similar properties, but conducting
operations on integers. The crucial part of these construction is the description of re-
encryption procedure. In this paper we proposed a new system for the re-encryption that
looks like suggested by C. Gentry’s the scheme but, however, does not require the
introduction of additional information about the secret key. In our scheme we use arbitrary
representation inverse of private key that is represented using only logarithmic number on the
length of input for possible distinct encryptions of bits. The proof uses the representation of
the k-th bit of the integer sum of n bits as a symmetric polynomial on n variables of degree
less then 2% + 1.

Keywords. Encryption scheme, homomorphic encryption scheme, public key, secret key.
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