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AHHOTaumsi. B cTaThe paccMaTpuBAKOTCS METOIbI aHAIM3a HPOrPaMM M ONHCHIBACTCS
IPaKTHKa MPUMEHEHMS JaHHbIX METOJOB Ul aBTOMATH3aLMM 3aJa4yd IIOMCKAa OLIMOOK B
porpaMMHOM obecniedeHuH. II0JpOOHO PAacCMOTPEH METOA AWHAMHUYECKOTO aHalu3a
NPOrpaMM Ha OCHOBE MHCTPYMEHTAIWH, OTCIC)KUBAHMS IIOTOKA MOMEYCHHBIX NaHHBIX H
reHepauuu HaOOpOB YCIIOBHH JUIi ABTOMATHYECKOIO IIOCTPOCHHS BXOIHBIX JaHHBIX.
PaccMOTpeHBI  OCOOCHHOCTH — HPOBEACHMS OAOOHOr0 aHamu3a [Uisl  [PHIOKCHHIA,
HAaIMCaHHBIX Ha s3bIke Java. [IpuBeIeHO ONKCaHKue IPOTOTHIIA HHCTPYMEHTA, PEaln3yIOLIEro
OITMCAHHbIC MOJIXOAbI, MPEACTABICHBI PE3yJIbTAThl €ro0 NPUMEHEHHs s aHalk3a Habopa
[POrpamMM Ha 513bIKe Java 1 OLIeHKa MOJIYUYCHHBIX Pe3yJIbTaToB.

KiroueBble cj10Ba: WUTEpPATUBHBIM AMHAMUYECKUH aHAIW3 OpOrpamMM; aBTOMATHYECKHH
TIOUCK OIIMOOK; aHaIN3 Java mporpaMm.

1. BBepeHue

Ha ceropgnasamuunii 1eHp B 001acTH pa3padOTKH MIPOrPaMMHOTO 00ECTICUeHUST OTHOM
U3 BOXHBIX 33/a4 SABIETCS TapaHTHs KadecTBa KOHEUHBIX Hpoaykros. Ilox
KaueCTBOM  IIOHMMAeTCs  COBOKYIIHOCTb  XapaKTePUCTUK  NPOTrPaMMHOIO
obecrieueHnsi, a MMEHHO: HaJA&KHOCTh, CONPOBOXKAAEMOCTb, HPAKTHYHOCTH,
3¢ PEKTUBHOCTh, MOOWIBHOCTh W (YHKIHOHAJIBHOCTh. B 1000 nocTaTto4Ho
CIIOXKHOH INpPOrpaMMHOM CHCT€ME MPHCYTCTBYIOT PAa3HOTO pPOJAa  OIIMOKH.
[Mockonbky mporpamMMmHOe OOeclieueHHe HCIOJIb3YEeTCs M B KPUTHYECKUX cdepax
YEJIOBEUECKOH JIESITENEHOCTH, HAINYNE OJIOKMPYIOIINX WM KPUTHYECKUX OMINOOK B
MIPOrpaMMax MOXET IPUBOAUTH K KaTaCTPO(UUECKUM TTOCIIEICTBUSIM.

1 Pabota npoBoautcs npu ¢punaHcoBoii noxnepxke Poccuiickoro ponma
(yHIaMEeHTAIBHBIX HCCIeN0BaHUH, HoMep npoekTa 11-07-00466-a

[TosTOMY HeEoTheMIIeMO# 4acThliO Mpolecca pa3paboTKH MPOrpaMM CTAaHOBHTCS
aTan oOHapykeHus: omnOok. Cpeau pa3IMyYHbIX METOAOB MOHMCKA B IPOTrpaMmax
Je(EKTOB MOXKHO BBIJICIUTh PYYHOE U aBTOMATHYECKOE OOHAPYKECHHUE OIIUOOK.
OO1asi cTpyKTypa CTaThl UMEET ClieAyrouuid BuJ. Bo BBeneHHWHU HatoTcsi o0Iue
CBEIICHUsI O MPEANOChUIKAX 3aJa4yd MPOBEACHHUS JTUHAMUYECKOTO aHajiu3a, Haércs
KpaTkasi apryMeHTanusi BEIOpaHHbIX 1M0X0/10B. Bo BTopoii yacti Gosee moapoOHO
paccMaTpUBAIOTCST BHIOPAHHBIC METOJBI, UCXOIs M3 OCOOCHHOCTEH s3bika Java. B
TpeTbeﬁ YaCTH OIIMCBhIBACTCA CO3JIaHHbII>i MMPpOTOTUIT U HCIIOJB30BAHHBIC IIPHU €TO
co3gaHuu pemieHus. YerBépras, W 3aKIIOYUTENbHAs, 4YacTh IOABOIUT HTOT
HCCIICAOBAHMS U ICMOHCTPHUPYET OCHOBHBIE PE3YJIbTATHI, MOIYYCHHBIC PH HOMOILH
MPOTOTHIIA.

1.1 Aemomamudyeckuli nouck deghekmos

OcCTaHOBHUMCS Ha PAaCCMOTPEHUU CIIy4Yasi, IPH KOTOPOM HCIOIH30BAHNE TOHUMAHUS
JIOTHKH pabOTHI MPUIIOKEHISI HEBO3MOXKHO MITH HEXKENATENFHO N3-3a 3HAYNTEIEHBIX
BpPEMEHHBIX 3aTpaT. IIpm sToM Takke OymeM CUHMTaTh, YTO WM3BECTEH HMCXOIHBIH,
WCTIOTHAEMBIN MITH HHTEPIIPETUPYEMBIH KO MPHUIIOKECHHUS.

IMoxxompl K pemieHuro 3aJa4d aBTOMATHYECKOTO MOWCKAa Ne(EKTOB TPaIHIIMOHHO
Pa3mensgoT Ha JBE TPYIIBl — METOIBl CTaTUYECKOTO W METOIBI JHHAMHUYECKOTO
aHanmm3a. B cioydae CTaTHMYECKOro aHamM3a TIOMCK BO3MOXHBIX — OIIHOOK
OCYIIECTBIISIETCST 0€3 3allycka MCCIeILyeMOro NPWIOKEHHUS, Hampumep, o
HCXOJTHOMY KOy .

IIpm »3TOM cieayeT MOMYEPKHYTh CIEOYIONIME XapaKTepHBIE OCOOEHHOCTH
CTaTUYECKOTO aHAIN3A:

e [loreHUMATILHO BO3MOKEH MOJIHBIA aHAJIU3 BCero npuiiokeHus. [Ipu satom
BO3MOYKHO, YTO Ha JFOOBIX BXOJHBIX JaHHBIX PEATbHO BBINOJIHACTCS JIUIID
HeOOoITbIIIas 9acTh KO/ MPIIIOKEHHS.

e  BO03MOXXHBI JTOKHBIE CpabaThIBAHMUS.

I[Ipn oOHapyxeHun nmedekTa BO3ZHHKACT, BO-TIEPBBIX, INpobIeMa IPOBEPKHU
HUCTHHHOCTH OOHapy>KEHHOTO JieeKTa, M, BO-BTOPHIX, MPOOIeMa BOCTIPOU3BEACHHUS
HalJIeHHOTO JedeKkTa MpH 3alycKe MNpOrpaMMbl Ha ONPEAENEHHBIX BXOJIHBIX
JIAHHBIX.

1.2 [uHamu4eckuu aHanu3
JrHamuueckuil aHanu3, NOAPa3yMEBAIOLINK 3aMyCK MPUIIOKEHUSI HAa UCIOJHEHHUE,
B CBOIO OUYE€PE/lb, XaPAKTEPU3YETCs CIECLYOIIMMHU IPUHIUIIAMU:

e Jlna 3amycka mporpaMMbl TPEOYIOTCS HEKOTOPBIE BXOIHBIC TaHHBIE.

e Jloxuple cpabaThIBaHHUS MPAKTUYECKH OTCYTCTBYIOT (HCKIIOYCHHEM B
JAaHHOM CIIy4ae MOXXET OBITh, HAIpUMEP, YTBEP)KICHHE O 3alMKIUBAHUH
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MIPOTrpaMMBbI TI0CIIE UCTEUCHHUS ONpEAEIEHHOT0 BPEMEHHOTO MHTEpBaja, B

TeYeHHe KOTOPOro NporpamMMa He 3aBepIIaeTCst).
OCHOBHBIM JJOCTOMHCTBOM JIMHAMHYECKOTO aHAllM3a MOXKHO CYHUTATh OTCYTCTBHUE
npobiemMbl  Bocmpom3BeneHus: nedexkToB. OOMMPHBIA  OMBIT HMCIOJIB30BAHMS
METO/IOB O0EUX TPYMI IOKa3bIBAET, YTO IMPOBEACHHE IMHAMUYECKOTO aHajIu3a,
00ecIeunBaoLIero KaKk MOKHO 00Jiee TIOJIHOE TIOKPBITHE UCCIIelyeMOM ITPOrpaMmBbl,
Tpe6yeT 3HAYUTCJIbHBIX 3aTpaT BPECMCHHU.
Jnsi METOZI0OB CTAaTMYECKOro aHaimM3a 3Ta MpodiieMa BBIPAXKAETCS B MEHbILEH
CTENeHH, YTO BO MHOTOM CIOCOOCTBYeT 0ojieeé aKTHBHOMY pa3BUTHIO HOBBIX
HOAXOJ0B B 3TO# oOnacTu. Tem He MeHee, 0COOEHHOCTH TUHAMHYECKOT0 aHaJIN3a, B
YaCTHOCTH, OTCYTCTBHC HpO6ﬂeMbI BOCIIPOU3BECACHUA [leq)eKTOB U OTCYTCTBUE
JIOXKHBIX  CpabaThIBaHWiA,  SIBJISIOTCS  JOCTATOYHBIMH  OCHOBaHUSAMH  JUIS
NPEIOCTABICHUSI BPEMEHH UM PECYpCOB Ul HCMOJB30BaHHS 3TOro crocoba
BEISBJICHUS OIIHNOOK.

1.3 UHcmpymeHmayus koda

OnmHUM M3 BO3MOJKHBIX METOJOB HPOBEICHUS JHHAMHYECKOTO aHAIM3a SBISCTCS
MHCTPYMEHTALUs aHAIM3UPyeMOil mporpamMmsl. [lox HHCTpyMEHTaeH IPOrpaMMBbl
MIOHUMaeTCAd YaCTHYHOE HM3MEHEHHE, NPH KOTOPOM OHa (MM €€ 4acTh, KOTOPYIO
HEOOXOIMMO HCCIENOBAaTh) COXPaHACT CBOIO (YHKLUHOHAIBHOCTb, HO TaKXKe
IIPOU3BOJAUT JOIOJHUTENBHBIE ACHCTBHS, LEIbI0 KOTOPBIX SBIAETCS H3BIECUYEHHUE
uH(pOpMalMK O COCTOSHMM NpOrpaMMbl B XOJi¢ €€ BBINOJHEHHS, NpPOBEpKa
OTJeNbHBIX 3HAYCHUH U T. 1.

Hanpumep, B HMHCTPYMEHTHPOBAaHHYIO IIPOrpaMMy MOTYT OBITb J10OaBICHBI
YTBEPXKIEHHsI, KOTOpbI€ JMOJDKHBI OBITh BEpHBI BCErla, KOrzja HCClieayemMast
IporpaMMa HaxOJWTCA B 3aJaHHON Touke BBINOJIHEHUSA. OIHAKO Takoi Moaxon
TpeOyeT 3HaHWS JIOTMKA TIPOrpaMMbl M IOHUMAaHHUsI TOTO, KaKHE COCTOSHUS
MIPOrpaMMBI SIBJISIFOTCS. JOIYCTUMBIMU. DTO O3HAYaeT, YTO €ro Helb3sl UCIIOJIb30BaTh
JUI aBTOMaTHYECKOrO aHaJIH3a.

OCHOBHBIM HEJOCTaTKOM IPHUMEHEHHs HHCTPYMEHTALMH B IHpOILecce aHaln3a
IIPOTPaMMBI SBIISIIOTCS BpEMEHHBIE MTOTEPH NP paboTe MporpaMMBbl, BO3HUKAIOIINE
13-32 BHEIPEHHBIX JOMOJIHUTEIbHBIX HUHCTPYMEHTUPYIOIUX HHCTPYKIUH.

1.4 BxOOHbIe OaHHbIe

[TockonbKy TIpH TWHAMHYECKOM aHAIN3€ MPOTPAMMEI OMPEICISIONINM SBIISIOTCS
pe3ynpTaThl e€ 3amycka, BaKHO MMOHWMATh, OT YEro 3aBUCAT STH pPe3yNbTaThl. B
caMOM TIPOCTOM CIlydae IIOBEIEHHE MPOTpaMMBI 3aBHCHUT OT 3apaHee
(UKCHPOBaHHBIX BXOJHBIX JaHHBIX, HampuMep, (aioB WIW apryMeHTOB
KOMaHIHOUW CTPOKH.
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Crnoxsee 1e70 OOCTOMT C MHTEPAKTVBHBIMI TPHTIOKECHISIMY, TIOCKQIIEKY B TAKOM CITydae 3aiada
OIMVICAHKST TIOCTIENIOBATEITBHOCTH COOBITHI, KOTOpasi ObI TIONHOCTHEO ONPesIeTisiia MOBETICHHE CHCTEMBL,
CTAHOBHTCSI HETPHBHATHHOM. ITO BEPHO, HAIPUMED, [YTSI TPIIIOMKCHIN C TpadHueckiM HHTEPQRricoM,
BEO-TIPIIIOYKEHVI U T. /T,

Jlnist IpoCcTOTHI U3JIOKEHUs Jjaniee OyleM HMCXOJHUTh M3 TOrO, YTO aHaJIM3UpyeMast
nporpamMMa HE  ABJISCTCA HHTepaKTHBHOﬁ U €€ BBINOJIHEHUE IOJHOCTBIO
OINpeCACIACTCd KOHECYHbBIM Ha60pOM BXOJHBIX JaHHBIX. B sTtom CJlydya€ BO3HUKACT
BO3MOXHOCTb BJIMATH Ha BBIIOJHCHUC IIPOTIPaMMbl HyTéM U3MCHCHUA BXOHHOﬁ
HHpOpMAIHY.

B cBere omMcaHHBIX OrPaHUYCHUN PACCMOTPHM MPOMEKYTOUHYIO 3a7ady:
OIMpCAC/IUTh Ha60p BXOJAHBIX JaHHBIX, Ha KOTOPLIX BBIIIOJHCHUC IIPOTrpaMMbIl
MOMIET Mo 3apaHee ompenenEHHOMY IyTH. [locKoimbKy BXomHas HH(OpMAIHs
SIBIISICTCS TUCKPETHOW, OHA MOYKET OBITh MPECTABICHA B BUJIC HEKOTOPOH OyIIeBoit
(dopmyiibl. B OnmcaHHBIX YCIOBHSX, JIF00ash HCIOJIb3yeMasi B XOJE BBIMOIHEHUS
MpOrpaMMbl TIEpeMeHHasi JIM0O0 MMEeT KOHCTAHTHOE 3HauyeHue, Tub0 3HaYeHHE,
LIEJIMKOM 3aBHUCAIIEE OT BXOJHBIX JAHHBIX M MYTH BBIMOIHEHUS MPOrPAMMBbI,
[IPEALIECTBYIOIIEr0 NCIIOJIb30BaHUIO ITOW IEPEMEHHOM.

MoOXHO MOKa3aTh, YTO JIOOOW IyTh BBITIOJIHEHUSI MPOTPAMMBI  OMPEICISETCS
Ha0OpPOM YCIIOBHBIX TIEPEXO/I0B U BBHIOOPOM BETOK, CICAYIOIUX 32 HUMHU. Takum
00pa3oM, MyTh 3aBUCHT OT HEKOTOPOro HabOpa JIOTHYECKUX OrpaHMYCHHH Ha
3HAYEHHs HUCIOJb3YEMbIX B ITHX YCJOBHBIX IE€PEeX0jax NEePeMEHHBIX, a 3HAYUT
MOJIHOCTBIO  ONPENENSeTCS] HEKOTOPbIM OyJIeBbIM OTPaHHMYEHHEM Ha BXOJHBIC
JaHHBIC.

3ajaya MOMCKAa BXOJHBIX J@HHBIX, HEOOXOJMMBIX Ul TOTO, 4TOOBI MporpaMmma
npouuia 1o 3aJaHHOMY IYyTH, MOXeET OBbITh CBEJeHa K 3ajaue MpPOBEPKH
BBINIOJTHUMOCTH OyJieBbIX opmyd [1] ¢ momorsto pemareneii (solver).

1.5 UHeepmupoeaHue ycrioeull u o6HapyxeHue deghekmoe

PaccmoTrpuMm Goree KOHKPETHO, KaK METOIBI PEIIeHHS OyJIeBBIX (HOpMYIT BMECTE C
BBIYKCIICHHEM BXOJHbBIX JAHHBIX Ui HHBEPTUPOBAHUS YCIOBUI MOXXHO MPUMEHSThH
Ui OOHapyXeHus OmHMOOK B mporpammax (yIOBIETBOPSIONINX yKa3aHHBIM
OTpaHUYCHUSIM).

[Ipeamnonaraercsi, YTO CyLIECTBYET CPEICTBO, CIIOCOOHOE TIOCHEe  3amycka
NpOrpaMMbl Ha KOHKPETHBIX BXOJHBIX [aHHBIX OINpPENEIUTh, MPOU30LLIA JIH
omnbKa, OOHAapyXeHa JIM YS3BUMOCTh WIM 3a(UKCHpPOBaHA yTe4Ka IaMsITH.
VYka3zaHHBIM CpEJICTBOM MOXKET ObITh, Hampumep, WHCTpyMeHT Valgrind [S5] mms
NporpamM, IMPEJCTaBIEHHBIX B BUJE Habopa IPOLIECCOPHBIX HHCTPYKLMH, JIMOO
Java-mammHa A MHTEPIIPETHPYEMOro e€ro 0alT-Koja, KoTopas B ciydae
0OHapyKEHUI OIMOKH BEIOpPACHIBACT UCKIIFOUCHHE B TIOTOK OIITUOOK.
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Toraa cnepsa mporpamMma 3aIycKaeTcsi Ha Ha4aJIbHBIX BXOJHBIX JAHHBIX, KOTOPbIE
MOTYT OBITh KOPPEKTHBIMH (TO €CTh COOTBETCTBOBAaTh OXHIaeMOMY (Gopmary
BXOJHOTO (aiiyia mporpaMMbl HJIM MPOTOKOJNY) TaK W HE KOPPEKTHBIMHU. 3aTem
IIPOUCXOJUT aHAJIU3 IIyTH, 10 KOTOPOMY IPOLUIO BbluMcieHue. s Kaxaou
BCPUIMHLI ITYTH, COOTBCTCTBy}OIHeﬁ YCIOBHOMY H€pexoay, MpoOrU3BOJUTCA IMONBbITKA
W3MEHUTh BXOJHBIC JaHHBIE TAaKUM OOpa3oM, 4YTOOBI NpH 3alycke Ha HHUX
BBIYKCJIEHHE NPOTPaMMBl B JIAHHOW BEpIIMHE IIOLLIO [0 AJIBTEPHATHBHOMY IYTH
(uMeeTcs B BUIY, YTO B HOBOM ITyTH BBIYMCIICHUS, HCXOJISIIEE U3 JAHHOH BEPIIMHBI
pebpo OyAeT OTIIMIHO OT TOTO, YTO OBLIO B MPEABIIYIIEM ITyTH) [4].

Puc. 1: Hneepmuposanue ycnosuti

OueBHHO, YTO TaKWE BXOJHBIC IAaHHBIC ymacTcs Mmomobparh He Bcerma. Ecom,
BXOJHBIC JaHHBIC YIaJI0Ch O6Hapy)KI/ITb JJIA HECKOJIbKUX YCJIOBHBIX IMEPEXOI0B, HA
CJIE/IIOIIEM IlIare MPOMCXOAUT BHIOOP TaKOro HabOpa BXOJHBIX JAHHBIX, KOTOPbIil
M03BOJIMT Hamboisiee 3(P(HEeKTHBHO NMPOAOIDKUTH aHAIM3 NporpaMmbl. B kadecTtse
mpuMepa  MOXeT  OBITh  HCIIONIB30BaHA  METPHKA,  KOTOpas  IO3BOJIUT
MIPOAHAIM3UPOBATh  KaKk  MOXXHO Oosibliee  KOJIMYECTBO emé  He
MIPOaHAM3UPOBAHHEIX pE&Oep rpada IMOTOKAa YHpaBICHHS WM Tex pédep, Ha
KOTOPBIX BEPOSITHOCTh BOSHUKHOBEHHMSI OIIMOKH HanOoJiee BBICOKA.

C IOMOIIBIO OIMCAaHHOTO METOA MOXKHO

®  [IPOM3BOJAUTH IiEJICHANPABICHHBINA 00X0/ AepeBa Iy Teil BBITOTHEHHS,

® [pPOBEpATh HaAIMYME OIIMOOK Ha 3apaHee ONpPEACIEHHOM IyTH
BBINOJTHEHUSL.
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2. AHanus nporpamm Ha fAi3blke Java

OnucaHHBI BBHIIIE METOA MPOBEACHUS AMHAMHYECKOTO aHalIn3a MOXET OBITh
OpUMEHEH U1 aHajh3a [IMPOKOTO Kiacca WMIIEPAaTHUBHBIX  SI3BIKOB:  OT
aHAJIM3UPYEMOro Koja TpeOyercst CTporas JIeTepMUHHPOBAHHOCTbH BBIITOJHEHHS
MOCTIEI0BATENbHOCTH IEHCTBUM, BKITIOUAs YCIOBHBIE TEPEXOIBI.

B 37001 cTaThe MBI PaCCMOTPUM NPHUMEHEHHE OMMCAHHOTO MOIX0Aa K IMporpaMMam

Ha s3blke Java. Java — WMIepaTUBHBI OOBEKTHO-OPHEHTHPOBAHHBIN SI3BIK
BoICOKOrO ypoBHA. Ilockompky Java o0nagaer cpeacTBamu  paboThl ¢
MHOTOIIOTOYHOCTBIO, CpeICcTBaMuU reHepaLnuu MICEeBIOCTYYaHbIX

II0CJIEZIOBATENEHOCTEH M IPOYMMH 3JIEMEHTaMH, BHOCSIIMMH HHJICTEPMHHH3M B
paboTy mporpaMmbl, OCTaHOBUMCS Ha IOAMHOXKECTBE IpOTrpamMM, HeE
UCIIOJIB3YIOLIMX JaHHBlE cpencTtBa. TakuMm oOpasoMm, OyaeM CcYUTaTh, 4YTO
aHaNM3MpyeMasl porpaMMa MMeeT B KayeCTBE BXOAHBIX JAHHBIX OrPaHHYCHHBIN
Ha0oOp MHPOPMALIMHU U Pe3yNIbTaT PaOOTHI MPOTPAMMBI 3aBUCHT UCKIIOYUTEIHHO OT
BXOJHOro Habopa. CTOUT OTMETHTh, YTO B CHJY LIMPOKOI PacnpocTpaHEHHOCTH
MHOTOIIOTOYHBIX HPHJIOKEHUH, TaKUM OIPaHHUYCHUSM YAOBJIETBOPSET JIMIIb
HEeOOJIBILON KJIacC MPOrpaMM, OJHAKO 3a4acTy0 ONMCAHHBIM CBOMCTBOM 00IafaroT
3HAUUTENbHBIE YaCTH IPOrpaMM, TPeOYIOIMX aHaINU3a, TMOO0 CYIIECTBYIOT IPOCTHIE
npeoOpa3oBaHMs, He Hapymamnpe (OyHKIMOHAIBLHOCTH, KOTOPbIE IPHUBOJIST
AJITOPUTM B COOTBETCTBHUE C Tpe60BaHI/ISIMI/l ACTEPMUHU3MA.

2.1 UHcmpymeHmauyus

Jns  BBINONHEHWST Ha BHUPTyalbHOW MallMHE TMporpaMma Ha s3blke Java
TpaHCIHUpyeTcs B 0alT-KOJ — MPOMEKYTOYHOE HHTEPIPETHPYEMOE NIPE/ICTABIICHUE
porpamMMmbl B Buae Habopa MHCTpyKuuil. Kak BHIHO W3 HasBaHus, JIIOOOH Kon
orepanyu 00s3aH yMeIaThCcsad B OAWH OalT, M, CIIE0BATENBHO, YHCIO BO3MOXKHBIX
orepannii He mpeBhImaeT 256.

B cooTBeTcTBUM C OIMCAHHBIM BBILIE MOJXO0JO0M, JUIS M3BJICUCHHST MH(OPMALUH O
XOZA€ BBIMOJHEHUS] TNPOrpaMMbl OyIEeT MPUMEHATHCS WHCTPYMEHTALMs, T. €.
M3MEHEHHE aHAIM3UPYEeMOH MPOrpaMMBl, C HeNblo cOopa WHPOpPMAIUU O padoTe
TIPOTPAMMBI.

CymiecTByeT ZjBa OCHOBHBIX CIIOc00a IMPOBEICHNSI HHCTPYMEHTALMH: CTATHYECKUN U
JUHAMUYecKuil. JlnHaMuuYecKkas HHCTPYMEHTAlIMs 3aKJ04aeTcs B IPOBEICHUH
JIEUCTBUI MO M3MEHEHHUIO MPOrpaMMbl B XOJ€ €€ BBIIIOJIHEHUS, HETIOCPEICTBEHHO
nepen HHTEPIIPETaLUCH. OCHOBHBIM JIOCTOMHCTBOM JUHAMHYECKOH
MHCTPYMEHTAIlUA SBISIETCS TO, 4YTO M3MEHSIOTCS TOJNBKO JEHCTBUTEIBHO
BBITMIOJIHACMBIC YaCTU IMPOTrpaMMbl, T. €. HC MPOUCXOAUT I/l36blTO‘iHOFO U3MCHCHUA
kona. OpHako, B CBeTe IIOCTABJICHHOW 3a/laud, 3alyCK IPOrpaMMbl JIOJDKEH
MMPOUCXOAUTH HCOJHOKPATHO, 4qTo JOJIZKHO MPpUBOAUTH K HOBTOpHOﬁ
MHCTPYMEHTAIMN YacTel MporpaMMBbl KaXIbIi pa3, KOraa OHU OyIyT BBIITOJIHSTHCS.
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IIpumenuTenbHO K MporpaMmaM Ha si3bIKe Java 3TO 03Ha4aeT BHECEHHE M3MEHEHUH
B Kiacc-¢aiiibl ((ainbl, coxepxkaiiue 0aWT-KOI) aHAIU3UPYEMOW MPOTrPaMMbl,
BKJIIOYAst KJacc-(haiiyibl MCIOJIb3yeMbIX OHOIMOTEK. B OONBIIMHCTBE CilydacB B
NporpaMMe HCIOJIB3YETCsl TOJIbKO HEKOTOPOE MOJMHOXKECTBO KJIACCOB U METOJIOB
JUIL KQXKJOro Kilacca W3 MNOAKIoYaeMblx Oubmuorek. I[loaTomy, mpexne uem
MPHUCTYNUTH K HHCTPYMEHTAIINU, HEOOXOAUMO ONPEACTUTh 3TO IMMOJAMHOMXKECTBO.

2.1.1 OnpedesieHue criucka Memodoe 0711 UHCmpyMeHmauyuu

CymecTByIoT Ba crocoba ompeAeNeHns] CIIMCKa METOJOB KJIACCOB, IS KOTOPBIX
HE00XOANMO MTPOBOIUTH HHCTPYMEHTALIUIO!

e Ormpenenars CTaTHYECKH IO HCXOZHOMY OaWT-KOIy H IO 3aIrycKa
OCHOBHOTO IIHKJIa IPOTPaMMEL.

e JIMHAMUYECKH HWHCTPYMEHTHUPOBATH METOJbI, KOTOPbIE BCTPETHIHCH B
Tpacce, Ha KaXI0# UTepalii OCHOBHOT'O LIUKJIA POrPAMMBI.
Kakoit m3 xaByx MeronoB paboraer ObIcTpee, 3aBUCHT OT OCOOEHHOCTEH
AHAIM3UPYEMOr0  HPWIOKEHUs.  BiusHue  JUHAMHYECKOro  crocoba  Ha
[IPOM3BOIUTEIBHOCTh MPOTPAMMBI M aHalk3a OyJIeT BBINIC B TOM Cilydyae, eCiid B
MIPUIOKEHUU B OOJIBIIMHCTBE CJIy4aeB HCIIOJIL3YETCsl TOJBKO HEOOJbINas 4acTh
onpeneNnéHHbIX B HEM MeTojoB. Hampumep, eciin B NPUIOKEHUU PEATM30BaHbI
HECKOJIbKO HE CBS3aHHBIX (DYHKIMOHAIBHOCTEH, BBHIOOp OMHONH W3 KOTOPBIX
IMPpOUCXOOUT B Ha4YaJIC BbIIIOJIHCHUA.
OnHako 3TOT MeToA He OyAeT MocTaro4yHO A(G(GEKTUBHBIM Ui HCIOJIb30BAHUS B
HWHCTPYMEHTE, MOCKOJIbKY TI0CIe U3MEHEHHs] BXOJHBIX JaHHBIX METO/IbI, KOTOPbIE
HC BBIZBIBAJIMCH IPU HaYaJIbHBIX BXOAHBIX AAHHBIX, MOTYT IIOIIACTb B TpacCCy. B
9TOM ciydae MpHUAETCS CTPOMTH CIIMCOK KJIACCOB M METOJOB 3aHOBO Ha KaKIOi
HOBOW WTEpalii NPOBEJCHUS aHajiu3a M, B Cly4yae OOHApyKeHUS HOBBIX
HCIIOJIb3yEMBIX METOJIOB, IPOBOJUTH UX UHCTPYMCHTAITHUIO.
Jis peanu3anuu B MHCTPYMEHTE ObUI BBIOpAH BTOPOW CHOCOO — CTaTHYeCKOe
OIpe/IeJICHUE CIHMCKa METOJIOB 110 KOAY MPOrpaMMbl. DTOT METOJ MMEET MEHbIEee
BIUSHHE HAa TIPOM3BOIWTEIBHOCTh MPOrpaMMBl W aHAIKW3a B ClIy4ae, CCIH
JIOCTATOYHO OOJbIIIAas YaCTh METOJOB IIPHIIOKEHHS BBITIOIHICTCS TIPU JIFOOBIX
BXOJHBIX JAHHBIX. KpoMme TOro, yMEHBIIaeTCs BIMSHUC HA MPOU3BOIUTECIHHOCTD
€aMoro MpolEecca MHCTPYMEHTALIUH KOJA TPOTrPAMMBI.
[ocTpoenue crycka METONOB, KOTOPHIE MOTYT OBITH HCIOJIB30BaHbI, [TPOMCXOAUT
nTepatuBHO. M3HayanbHO B CIHCOK J00aBISIOTCS BCE METOIBI U3 OCHOBHOTO
KJlacca M CUYMTAIOTCS HemoMedeHHbIMH. Ha Ka)oM Iare UTepaTHBHOTO aHAIn3a
MpoCMaTpUBaeTCs OaWT-KOJ HEIMOMEYCHHBIX METOJOB M3 CHHCKA W B CIHCOK
HEIMOMEYCHHBIX J00AaBJISIOTCS BCE METOJbI, BBI30BBI KOTOPBIX BCTPETHIIHCE.
[IpocMoOTpeHHbIE METO/AbI TOMEYAIOTCS KaK HWHCTPYMEHTUPOBaHHbIE. AHaIM3
3aBepuIaeTcs MO0 KOorja B CHHCKE HE OCTAHETCS HENOMEUYCHHBIX METOZOB, JIMOO
Koraa 6y)leT JOCTUTHYTO OI'paHUYCHUEC YHCJIa IHaroB HUTEPATUBHOI'O aHaJIM3a.
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OtnenpHO TpeOyercss JOOABUTH B CIHMCOK BCE METOIBI WHHUIMAIHM3ALUU KJIaCCOB,
MOTOMY YTO UX BBI30BBI MOTYT OTCYTCTBOBaTh B 0aiiT-KOJIe APYrUX KIACCOB, HO OHH
MOFyT BBI3bIBATHCS HEC AIBHO CaMOﬁ cpeuoﬁ BBIIIOJIHCHUA HpOFpaMMbI.

2.2 NeHepayus ycsoeul Ha 8xX00HbIe OaHHbIe

Crioco6 WHCTpyMEHTAllMKd OaiT-KoJa MPOTPaMMBI TOJHOCTHIO 3aBHCHT OT TOTO
Habopa uHPOpMAIUH, KOTOPYI0 HEOOXOAWMO TOJIYYHTH O XOJC BBHITIOJHEHUS
nporpamMMbl. C TOYKHM 3peHHsT O00pabOTKHM WH(POpPMAIIMU, MOXKHO BBIJICIHTH JIBA
OCHOBHBIX CIOCO0a HWHCTPYMEHTAUWH: 00paboTKy 10 XOAy BBITOTHEHHUS
IporpamMMbl M 0OpabOTKy TOCIE BBINOJIHEHHA mporpamMMel. IlepBblii moaxon
o3HauaeT 00pabOTKy HWHGPOPMAMK B MOMEHT € TMOJydeHHs, HE HI0KHUIAsICh
OKOHYaHHMs pabOoThl aHATM3UPYEMOT0 NPUIIOXKEeHUs. Bo BTopoMm citydae B Impoiiecce
BBITIOJIHEHHUS TPOTPaMMbl MPOMCXOIUT JHIIL cOOp MH(OPMALUM B HEKOTOPYIO
Tpaccy, KoTopas OyJIeT NpoaHaJM3MPOBaHA I[OCIE 3aBEPIICHHS BBIOJIHEHHMS.
[epBr1ii noaxox siBisiercst Oojiee TMOKMM, IOCKOJIBKY B XoJe cOopa nHdpopmMannu
MOJKHO OTIEPHPOBATh YK€ M3BJICUEHHBIMU JAHHBIMU M MPOU3BOIUTH Ha UX OCHOBE
ONTHMHU3AIMI0 CcOOpa OCTaBIIMXCS JAHHBIX, OJHAKO MOXKET JIONOJHUTEIHHO
YBEIMYMBATH BPEMS BHITIOIIHEHNUS TIPOTPAMMBI, YTO MOXKET OBITh HEXXENNATEIBHO.
Jlns mpuMEHEeHHsI OMMCAHHOTO IMoAaXo[a OyleM HCIOIb30BaTh MEPBBIH crIocod —
00pabOTKy [aHHBIX B TMIpoIlecce BBINOIHEHUS mporpammel. HeoOxommmo
MPOMU3BECTH HMHCTPYMEHTAMIO MPOrPaMMBbl TaKUM 0O0pa3oM, 4YTOOBI B XOZe
BBITIOJTHEHHS ITPOTPaMMBbI IPOU3BOJMIOCH OTCIIEKUBAHUE TIOMEUEHHBIX JaHHBIX (TO
€CTb TaKMX JAHHBIX, 3HAYEHUE KOTOPBIX 3aBUCUT OT BXOAHBIX JAHHBIX MPOTPaMMBI),
OTIPEICTSUINCh YCIOBHBIE MEPEXObl, 3aBUCALINE OT IIOMEYECHHBIX [aHHBIX, H
MPOU3BOJIMIIOCH IOCTPOSHUE HAOOPOB YCIIOBUH JUIsl UX MHBEPTHPOBAHUSI.

YcnoBus, nobapnsemMple B TEKyIIMA HAOOp, TEHEPUPYIOTCS UL BCEX OMEparui C
namMsATeIo (TIepeMenieHre, KOnupoBaHue, apuhMeTHIECKIE ONepalldy U T. 1.), €CIH
B HUX YYaCTBYIOT IOMCUYCHHBIC JJaHHBIC.

2.2.1 YcnoeHbie nepexolsbl

Oco0ble neliCTBUS BBIIONHSAIOTCS, €CIIM B TPACCE BCTPETHIIACH OTEPaLs yCIOBHOTO
nepexona. B repMuHax GalT-KoJa 3TO OIEpalMy, B KOTOPBIX NEePeX0.l MPOUCKOIHUT
B 3aBUCHMOCTH OT 3HAYCHHUIl ONEPaHIOB — 3TO MOTYT OBITh 3HAUCHHUS PETUCTPOB,
BEPILHHBI CTEKA, HJIM NepeJaBaeMbIX apryMEHTOB, B 3aBUCUMOCTH OT BHPTYaJIbHOU
MAIlMHBI, Ha KOTOPOH 6aiT-Ko1 OyAeT HCIIOMHATHCS.

Ecnam sra omepanus 3aBHCHT OT IIOMEUCHHBIX JAHHBIX, CTCHEPHUPOBAHHBIA Ha
JTAaHHBII MOMEHT Habop ycinoBWil ayOomupyercs. B mepByro Komuro noOaBIseTcs
yCIOBHE IIepexoja, BO BTOPYID — €ro oTpuuaHue. Eciu ycioBue TaHHOTO
nepexoja ObUIO MCTHHHBIM Ha TEKYIIMX BXOIHBIX IAaHHBIX, BTOpas Komus Habopa
YCIIOBHH COXpaHseTCs OTHEIbHO, Kak Ha0Op, MHBEPTUPYIOIIMH 3TOT IIE€PEeXO.
[TepBast xe KOMUS UCIIOJIb3YETCs JJIsl TATbHEHILIET0 MOCTPOSHHsT Habopa.
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Iocne storo, mubo moOcCie 3aBEpIICHUS BBIMOJHEHHUS MPOTPAMMBI, MOCTPOCHHBIH
Ha0Op OrpaHUYEHHI NODKEH ObITh MPOBEPEH Ha BHIOJHUMOCTD, YTO PABHOCHIBHO
MPOBEPKE  CYIIECTBOBAHMS  BXOJHBIX  JIAHHBIX, YJOBJETBOPSIOUIUX  ATHM
OTpaHUYCHUSIM.

2.3 MmepayuoHHbIU MexaHU3M

[NepBsIii 3ammyck aHanM3a MPOUCXOIUT HA HAYAJIbHBIX BXOIHBIX JAHHBIX. JTO MOTYT
ObITb KOPPEKTHBIE, YAaCTHYHO-KOPPEKTHBIE WM COBEPIIEHHO IPOHU3BOJIEHBIC
BXOZHBIE JaHHBIE. B Xoe mepBoro 3amycka (PMKCHPYIOTCS BCE BCTPETHBIIMECS
YCIOBHBIE TIEPEXOAbI M 3HAYEHHS YCIOBHBIX BBIP@KEHHMH B O3THX IEpexonax.
[ocnenoBarenbHOCTh TaKMX 3HAYECHWI IpEICTaBIISiET COOON JBOWYHBIA BEKTOP.
s kpatkocTd OyaeM HMCHoib3oBaTh () B 3HAYCHUM «IOXKB» U | B 3HAYCHUH
«HUCTUHAY.

Jonyctum, nocie 3amycka BEKTOp Nepexo/10B BBIIAIUT cieayromuM odopasom: (1,
0, 1, 0) — mepBbIif yCIOBHBIN MEPeXo BBIMOIHMICS, BTOPOH HE BHIIOTHUIICS U T. A.
ITo yncy nepexomoB CTPOSATCS BEKTOPBI, HHBEPTHUPYIOLINE KAXKABIN U3 HUX:

o (0)

e (11
e (1,0,0)m
o (1,0,1,1).
j©)
0. 1
L
NS
\\
0. N\ 1
/I
0o/ 1
'\

Puc. 2: Hneepmuposanue nepexo0os. CniowiHoti tunuel u300paxcét xoo0 8binoIHeHUs
NPUNOIHCEHUS, NYHKIMUDHBIMU — B03MOICHbLE BEMETIEHUSL.
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Kaxxmprii BEKTOp COOTBETCTBYET OYEpemIHOMY IIary paboThl aHanmmM3a W Habopy
YTBEP)KACHHUH, KOTOpPBIE B CIy4ae BBITOJHUMOCTH OOECIICUMBAIOT TAKHE BXOIHBIC
JaHHbIC, Ha KOTOPbLIX BBIMIOJHUMOCTL HEPBLIX 7 YCJIOBHBIX IIEPEXOI0B (F,He n —
JUIMHA BEKTOPA) COOTBETCTBYET 3HAUEHHSIM BEKTOPA.

Ecnu paccMaTpuBaTh HadalbHBIM BEKTOP WHBEPTUPOBAHHBIX IEPEXOJOB Kak
BEpIIMHY HEKOTOPOro rpada, a HOCTpPOSHHBIE BEKTOPHL, KaK €€ JoUYepHUE BEPLINHBI,
TO UMEEM YIOPSIOUEHHOE KOpPHEBOE JIepeBO. II0OTOMKH yHOpsIOUEHBI IO AIUHE UX
BEKTOPOB.

()

(1,0,1.0)
(0) (1, 1) (1,0,00 (1.0,1,1)

0,1,1,1) (1.L1,1.1) (L.0,0,1) (1,0,1,1)

Puc. 3: [lepeso nepexodos nocne nepgozo wiaza. B eéepuunax uzobpasicenst uneepmupyoujuii
6EKMOp U BEKMOpP 3anyCKd.

J11st KaXK10ro U3 MOCTPOCHHBIX BEKTOPOB (T. €. ISt KaXKI0H IOCTPOCHHOM ToYepHei
BEPIIUHBI) OYyJEeT NPEANPUHSITA IOMBITKA T'€HEPAIUH BXOJHBIX JAHHBIX TAKHM
o0pa3oM, 4ToOBI B Tpacce 3alycka NpOrpaMMBI Ha 3TUX [AHHBIX IEPBBIC 1
MepPexX00B COOTBETCTBOBAIM YKA3aHHBIM B BEKTOPE MHBEPTUPOBAHHBIX MEPEXOIOB.
[Tocne 3amycka BHOBB IOJIy4yaeM BEKTOp IepexojoB. Eciii BXonHbIE AaHHBIE OBUTH
MIOCTPOEHBl BEPHO, MEPBBIE 7 3HAUYEHUN B HEM COBMAJAIOT CO 3HAYECHUSMU
HMHBEPTUPYIOILEr0 BEKTOPA.

Ecnu nnuHa HOBOro BekTOpa OOJIbIIE JUIMHBI MHBEPTHPYIOLIETO, BCE 3HAUYCHUS,
HaunHas ¢ (n + 1) mOmKHBI OBITH MHBEPTHPOBAHBL. Ecny ke NIMHBI BEKTOpPOB
PaBHBI, BEpIIMHA CYUTACTCS JIMCTOBOM U pa300p NaHHOM BETKHU 3aBepIIAcTCs.

Honyctnm, crepyromieii Oynet packpbita BepurHa ¢ BekTopoM (0).
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()

(1, 0,1, 0
(0} (1, 1) (1,0,00 (1,01, 1)

(0,1.1,1) (1,1,1,1) (1,0,0,1) (1,0.1,1)

(0, 0) (0,1,00 (0,1,1,0)
(0,1,1,1) (1,11, 1) (0,1,1,0)

Puc. 4: Jlepeso nepexodoe nocne emopozo wiaza.
Ha pucynke BugHo, uto BepummHbl ¢ Bektopamu (1, 0, 1, 1) u (0, 1, 1, 0) —
JMcToBEle, a BepiuHsl (1, 1), (1, 0, 0), (0, 0) u (0, 1, 0) KOIKHBI OBITH PACKPBITHI.
IMonyuaem nepeBo pa3dopa BCEBO3MOXKHBIX MyTeH BBITOJHEHUS MPOrpaMMbl. Eciu
B IIpOrpaMMe NPHCYTCTBYIOT 7 YCJIOBHBIX IEPEXO0JI0B, YHCIO BEPIIMH B JIEpPeBE

pasGopa MoxeT mocturath 2. COOTBETCTBEHHO, AHATH3 BCEX ITyTeil BBIIOTHEHHS
IIPOTPaMMbI MOXKET TOTPEOOBaTh CIMIIKOM OOJBIIOr0 BpEeMEHH. B cBs3M ¢ 3TUM
HEOOXO0MMO HAMTH 3BPHCTHKH, KOTOPBIE TIO3BOJIAT IIPOBOANTH LIEIEHANPABICHHBIH
MONCK e(EKTOB Ha HanOoJIee BEPOSTHBIX MM MHTEPECHBIX C TOUKH aHAIIN3a IyTAX
WCIIOJIHEHUS! TPOTPAMMBI.

2.3.1 Jepucmuku

[Mocie KaXa0ro O4YepeHOro HIara UMeeTcss Habop BEKTOPOB U COOTBETCTBYIOIINE
UM yTBepxkaeHus. HeoOX0AMMO HMETh CTPATErdio OIPEACICHUS CIEAYIOIIEro
BEKTOpA JUlsl aHajn3a — HauboJjiee MePCIeKTHBHOTO C TOYKH 3pEHHsT 00HAPYKEHUsI
omu0OoK. Takas cTpaTerdsi MOXKET OBITh BbIOpaHa, HCXOI M3 OCOOCHHOCTEH
AQHAIM3UPYEMOTO TPHIIOKEHUSL.
Hawubosee npocTbie cTpaTerun — CTPaTerny, He OCHOBBIBAIOLIMECS HA KaKOH-JIMO0
nHbOpMaIIHH:

e 00Xx0J JiepeBa Mepexo 0B B LIUPHHY,

e 00xon BriayOb (C OorpaHHYCHHEM IITyOUHBI WK 0€3).
Taxoke MOXHO THPEATIOXKUTH IPOCTHIE IBPHCTHUYECKHE OLIEHKH JISl OIpEeICHUS
Haubojiee MEepPCIEKTHBHOW BETKM — METPUKH TPAacChl, TMOJYyYCHHOW Ha
MPEAbIIYIIEM IIare:

®  YHCJIO HHCTPYKIHNH,
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®  UHCIO MOTEHIMAJIBHO OIACHBIX ONepaluii (HarmpuMep, IeI0YHCICHHOES
JIeTICHHE),

L4 YHCJIO BCTPETUBIINXCA YCIIOBHBIX IIEPEXOI0B.

3. Mpototun

st mpoBepKH MPUMEHUMOCTHU NPEJIOKEHHBIX METOJO0B K aHAJIU3y IIPOrpaMM Ha
sa3b1Kke Java ObUT pa3paboTaH MPOTOTHII HHCTPYMEHTAa AWHAMHYECKOro aHann3a. B
JTOU YacTH OYIyT PAaCCMOTPEHBI OCHOBHBIC UCIIOJIb3YEMBIC CPEIICTBA U TIOAXO/IBL.

3.1 Obuwas cxema uHcmpymeHma

B o0mux yeprax cxema HHCTPYMEHTa MOXKET OBITh MPEICTAaBIICHA CIICIYOLIHNM
00pa3oM: Iar CTaTHYCCKOW WHCTPYMEHTAIMM W Jajee BXOJ B OCHOBHOW ITHKII
paboTHI, B X0Ji¢ KOTOPOTO IPOHM3BOIUTCS BEITIOJHEHUE HCCICIYyEMON IPOTPaMMBI,
WHTEPIPETAIHS U TeHepaIis BXOIHBIX JaHHBIX.

WHCTPpYMEeHTaLUWA
ofiHApY ®EHnE
owwhor
. BEINOIHEHKE
WHCTRYMEHTHROBAHHBIR YTREQH LEHWA
BadT-kon mna 5TP STP
HOBLIE reHepaumns P
Bm";"h'e I BKDFHHK MPACBANBAHAR
Panny dannos

Puc. 5: Obwas cxema uncmpymenma

3.2 UHcmpymeHmauyusi

OnuceplBaeMblii  HpOTOTUN ~ pabOTaeT €O  CTaHJApTHBIM  OalT-KOIOM,
TpaHCIMpyeMbIM, Hanpumep, yrtwiuroir JDK javac u  HHTepnpeTupyemsim,
Hanpumep, JVM (Java Virtual Machine).

OrpaHuuuB WHCTPYMEHTAIMIO OIpPEACIEHHBIM CTaHAApTOM OalT-KoAa, CTOUT
OTMETHTb OCHOBHOE MPEUMYIIECTBO CTaTUYECKOM WHCTPYMEHTAUUH Iepen
JuHaMudeckod. JluHaMudeckas UMHCTpYMEHTalUsl MPOHUCXOAMT BO  BpeMs
BBITMIOJIHEHUS IPOrPaMMbl 1 MOKET MPOBOAUTHCS TOJIBKO MPH 3aITyCKe MPOrpamMMBbl
Ha BHPTYaJIbHOW MAaIllMHE, HHTEPIIPETUPYIOMIEH COOTBETCTBYIOIINI CTaHIAPT OANT-
koga. Ilpu 3TOM, B Cilydyae CTaTH4ECKOH WHCTPYMEHTALUH, €CIU CYLECTBYIOT
CpeAcTBa  MeEpeBoja  MEXKIy  PasIMYHBIMM  CTaHAapTaMu  OalT-Koja,
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WHCTPYMEHTHPOBAHHBIA KOJ| MOXKET ObITh MPpeoOpa3oBaH B HEOOXOMUMBIN (opMaT
6e3 motepn HEOOX0ANMOW (PYHKIMOHATHHOCTH M aHAJIN3 MOXET OBITh MPOM3BEAEH
Ha BUPTYQJILHOM MalllMHE, HE MOJIEPIKUBAIOIIEH NCXOIHBIH (hopMaT OalT-Koa.
[IpumepoM HCMIONB30BaHKS 3TOrO MPEUMYILECTBA MOXET OBITh aHAIU3 MPOTrPaMMm
Ha 1uiatdopme Android, mpuokeHUsT Ha KOTOPOH HCIONHSIOTCS Ha BHPTYaIbHOM
mamuHe Dalvik u, Takum oOpa3oM, 00s3aHBIl UMETh HMHOW (opMaT OalT-KOjA.
WHcTpyMeHTHpOBaHHBIN OalT-KOII MOXKET OBbITh NpeoOpazoBan B ¢popmar DEX nus
aHaJM3a Ha 1ieJIeBoi miardopme.

I[.]'DI IMPOBCACHUA CTaTUYECKOU HWHCTPYMCHTAMU B TMPOTOTUIIC HCIIOJIB3YECTCA
oubmioreka BCEL — Byte Code Engineering Library [6]. Dta OuGmuoreka
NO3BOJISIET W3BJIEKaTh W3 Kiacc-(ailyioB MHOOPMALMIO O COIEpXKAIIMXCS B HUX
MeTo/ax:

®  CUTHATypy METOAa,
®  CIHCOK KOHCTaHT, UCHOJIb3YIOLIUXCS B METOJIE,
®  CIIMCOK WHCTPYKIMHU M UX MTapaMeTpHl.

Taxke BCEL mnpenocraBinsieT BO3MOXHOCTH TI0 HM3MEHEHHMIO OalT-Koza:
Jno0aBJIeHUE, yIAJICHUE, W3MCHCHHE WHCTPYKLHMH; M3MCHEHUE CIMCKAa KOHCTAHT;
TeHepalurda HOBbIX METOIO0B.

Ha nepBoM sTame paboTsl HHCTPYMEHTA MPOUCXOAUT

®  [IOCTPOEHHE CIUCKA UCIIOJIb3yeMbIX B OaiiT-KOae METO/IOB,

®  UHCTpyMEHTalus OalT-Koja MCXOAHOTO Kiacc-(hailna u BceX METONOB U3
CIIHCKA.

B cBa3u ¢ TeM, uTo 00paboTKa HHGOPMALUK IPOUCXOJUT B IPOLIECCE BHIIOIHEHHS
IIPOTPaMMBbl, B MPOTOTUI BKJIFOUECHBI KJIACCHI, MPEIOCTABIIIONINE HEOOXOIUMYIO
(YHKIHMOHAJIBHOCTH 110 00paboTke MH(POPMAIMK O XOAE BBIIOJIHEHHUS TPOTrPaMMBI.
WHcTpymeHTans  3akiroyaercss B J00aBieHMM B OaiiT-koj Uil KakAoi
UHCTPYKIMHU, €CIIM 3TO TpeOyerTcsi, MpeABapUTEIILHOTO W/WIM 3aKIIOYUTEILHOTO
Habopa MHCTPYKIMH, 100aBIIsIEMbIX JI0 U IIOCJIE ATOH WHCTPYKIIMU COOTBETCTBEHHO.
Kaxnplit U3 3THX HaOOPOB COCTOMT M3 MHCTPYKLMH, IPOU3BOJSIINX COXpaHEHHE,
KONHMPOBaHNWE W MUHHMMAJIbHOE NMpeoOpa3oBaHHE pa3lIMduHOrO poOia apryMEHTOB, a
TAaK)K€ WHCTPYKIMH-BBI30BOB METOJIOB KJIACCOB, IPOM3BOMIMX 00pabOTKy
CKOTIMPOBAaHHON MH(OpPMAITHH.

3.3 leHepauyusi oepaHu4YeHul

3amyck  aHaIM3UPYEeMOW  NPOrpaMMbl  HPOUCXOTUT C  HCIOJIB30BAaHUEM
WHCTPYMEHTHPOBAHHBIX OMOJIMOTEK Kiacc-(aiinos.

I[.]'IH OTCJIC)KMBAHUA IMMOMCUYCHHBIX JaHHBIX U I'CHEpallun orpaﬂnqeﬂnﬁ Ha BXOJIHBIC
JaHHBIE B MPOUECCEC BBINOJHCHUSA MMPOrpaMMbl KaXKAOMY 3HAYCHUTIO STYCUKH TaMSTH
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(37eMeHT CcTeKa WM PErucTp) CTaBUTCS B COOTBETCTBHE  HEKOTOpas
MeTanepeMeHHas. 3HayanbHO MeTalepeMEHHBIE  COMOCTABISIOTCA — OalTam
BXO/HBIX (aisioB. Eciii B X0Jie BBINOIHEHUS NPOrPaMMBbl BCTPEUAETCs Oepanus,
BO3BpAllAloNIas 3HAuU€HUE, I KaXKA0ro OolepaHja MpPOBEPSIETCs, CYILIECTBYET JIH
JUIs HETO COOTBETCTBYIOIIAs MeTanepeMeHHas. OTCyTCTBHE MeTalepeMEeHHON Ul
BCEX apryMEHTOB O3HA4aeT, 4TO B ONEpalMd HE YYacTBYIOT IIOMEUYECHHBIE
NepeMeHHbIe ¥ OHa JIOJDKHa OBITh IpoMTrHOpHpoBaHa. Ecim ke Takne aprymeHTHI
CYILIECTBYIOT, TO CO31a€Tcd HOBas METallepeMEHHas Ui pe3yJibTaTa ONepalud U
COIIOCTABJISIETCS C STYCHKON IMaMATH, B KOTOPYIO pe3yJIbTaT 3amuchkiBaeTcs. B Habop
YCIIOBUH N0OABISETCS IOTMYECKOE YTBEPKICHHE — TOXKIECCTBEHHOE PAaBEHCTBO, B
JEBOM YacTH KOTOPOTO pAaCIIONIaraeTcsl CO3/aHHAs MeTallepeMEHHas, B IPaBOM
YacTH — METalepPEMEHHBIE, COOTBETCTBYIOIINE apIyMEHTaM, WM UX U3BICUEHHBIC
3HA4YEHHs MEPEMEHHBIX, €CIIM METAallePEMEHHbIE AJSI HUX OTCYTCTBYIOT, CBSI3aHHBIC
COOTBETCTBYIOIIIUMHU OIlCpalusIMU.

Jns KaxIoi omepany YCIOBHOTO Iepexojia, Kak ObUIO CKa3aHO paHee, Habop
MOCTPOEHHBIX OTPaHWYEHHH HyOIMpyeTcsi, €ClIM B YCIOBHE IEPexona BXOISIT
NepeMEeHHbIe, KOTOPHIM COIOCTaBJIEHBl MeTanepeMeHHble. Kak u B ciydae ¢
onepaurusaMu, reHepupyrommuMu 3Ha4CHUEC, CTPOUTCH JIOTUYECKOE BBIPAKCHUE Hall
METAnCpEMEHHbIMU 1 HU3BJICYEHHBIMH 3HAaUYCHUSAMHU, COOTBETCTBYIOIIEC YCJIOBUIO
repexoJia B MIEPBOH KOMMU HA0Opa M COOTBETCTBYIOIEE OTPULIAHUIO ITOTO yCIOBUS
BO BTOPOM.

3.3.1 [Ipoeepka ebinosIHUMOCMU O2paHUYeHul

i1 TmpoBEepKM  BBHIIONHUMOCTH TOCTPOCHHBIX OTPAHWYCHUH HCHOIB3YETCs
nHCTpyMeHT STP — yHHMBepCanbHBIN pemaTens JOTHUECKUX OTpaHuIeHu [2].

Ha Bxox STP mnpuHHMaeT mociegoBaTeNbHOCTh JIOTHUECKUX YTBEPKICHUHA —
OyneBpIX omepamuii Haj OyNeBBIMH BEKTOPAaMH — W KaK pPE3ylbTaT BBIIAET
COOOIIeHNE O TOM, UTO JaHHAs MOCIEAOBATENFHOCTD SBIISIETCS. HEIPOTUBOPEUNBOH,
100 ero OTBETOM SABIISETCA KOHTPIIpUMEp — HaOOp 3Ha4eHUi OyJIeBBIX BEKTOPOB,
IIPU KOTOPBIX LENIOUKA yTBEPKACHUN JI0XKHA.

IIpuanmn paboter wmHCTpymMeHTa STP 3akimrodaercss B MepeBoIe EMOYKH
YTBEpKIIEHHH B KOHBIOHKTHBHYIO HOPMAaJbHYIO (opMy, IOCIe dYero 3agada
CBOJIMTCSI K OIIPEEIICHUIO BBITIOJIHUMOCTH Oyi1eBoi (hopMyJibl, paboTa 1o MpoBEpPKH
KOTOpPO# nepenaéres aApyromy, oosiee obmeMy perrarento [2].

B s3eik 3ampocoB STP crernuansHO pa3paboTaH A MOAACPKKH OCHOBHBIX
JIOTUYECKUX OIepaluii, TAKUX KaK JIOTHYECKOe YMHOXKEHHE U CIIOKEHHE, a TakKe
psan apudmMernyeckux omepanuid, koHCTpykims if — then — else u npenukarsl
CpaBHCHUA YHCEII, YTO JACJA€T €ro noAXOoAsAlnuM g pCuICHUA MOCTaBJIECHHON
3aJa4M.
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4. Pe3ynbTatbl

4.1 Pacxo0 namssmu npu uHcmMpymMeHmauyuu

B srom pa3acic MpuBOAUTCA OLCHKA YBCJIMYCHUA pa3Mepa KHaCC-(baﬁHOB II0CJIC
HUHCTPYMCHTALIMU Ha IPUMEPC Ha6opa ITIaK€TOB.

Tabn. 1: Usmenenue pazmepos ¢haiinos nocie uHcmpymenmayuy

Maxer Pa3mep nocie Pazmep 1o Koomuuent
UHCTPYMEHTALUH HHCTPYMEHTALIMU

applet 20,2 Kb 7,3 Kb 2,7
awt 13,1 Mb 1,9 Mb 6,9
beans 1,9 Mb 359 Kb 5,3
io 2,3 Mb 352,2 Kb 6,5
lang 3,2Mb 583 Kb 5,5
math 1,1 Mb 101,3 Kb 10,9
net 2,1 Mb 346,0 Kb 6,1
nio 2,1 Mb 376,5 Kb 5,6
rml 411,7 Kb 111,3 Kb 3,7
security 2,2 Mb 456,5 Kb 4,8
sql 283,7 Kb 102,4 Kb 2,8
text 2 Mb 279,6 Kb 7,2
util 11,1 MB 1,9 Mb 5,8

B memnom maker yBenmumics B 6.16 pas. IToxoxwii k03pPHUIIHESHT MOXKHO OXHIIATh
OT NIPAaKTHYECKH IIPOU3BOIIBHOTO Kilacc-(aiia.

4.2 Ckopocmb pabombi

4.2.1 NUHcmpymeHmayusi

CxopocTh HHCTPYMEHTAllUK IIPOBEPSAIach Ha Kilaccax M3 IakeTa rt.jar (peaausaius
CTaH/AapTHOH OMONMOTEKH KilaccoB Java Jurs BUpTyasbHOI Mauabl HotSpot). Otot
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apxuB cofiepkuT B cebe 17 073 xmacc-aiinoB. Hwke mpuBeneHbl BpeMEHHBIS
OTMETKU MHCTPYMEHTAILIMHU ITHX KIJIACCOB:

Tabn. 2: Bpemsa uncmpymenmayuu

Apxus Hucio knaccoB Bpews Cropocth
(cexyHmpI) (xaccoB B CEKyHIY)
rt.jar 16 796 96,220 174,55
tools.jar 3679 21,623 170,14
ServeceabilityAgent 1909 7,6 251,18
BCEL 383 2,568 149,14
JConsole 220 1,807 121,74
HTML Converter 52 1,353 38,43
dtjar 47 0,878 53,53

Takum 00pa3oMm, 3a CEKyHy HHCTPYMEHTHPYETCS MOPSAAKA COTHU Kiacc-(haiios.
Takas  CKOPOCTh  SIBISIETCSI  NPHUEMIIEMOH,  MOCKOJBKY  HHCTPYMEHTALHSI
NPOM3BOJUTCA OAMH pa3 B XOJA€ TMOJArOTOBKM K WTEpald aHalInW3a W
MHCTPYMEHTUPYIOTCS HE BCE MOAKIIOUEHHBbIC Kiacc-(ailibl, a Te, YbM METOJbI
MOT'YT OBITh BBI3BaHbBI B XO/I€ BBITIOJIHEHHUS! TPHIIOKEHHS.

Takke Ha OCHOBE OCOOEHHOCTEH MeTola W HPUBEAEHHBIX PE3YJILTATOB MOXHO
c/leNnaTh BBIBOJ O TOM, YTO CKOPOCTh HMHCTPYMEHTALMH JIMHEHHO 3aBUCUT OT
pasmMepa kinacc-(hanioB.

4.2.2 BbinosniHeHue

[MpoBepka  a>ddektuBHOCTH  pabOTBl  MHCTPYMEHTa  OCYIIECTBIsIach  Ha
MIPUIOKEHUSX C NCKYCCTBEHHO BHECEHHBIMH OIIMOKaMH (pe3yJIbTaThl IPUBEICHEI B
tabmuie 6.3).

TecroBblii mpuMep. J[eMOHCTpUPYET OCHOBHBIE BO3MOXXHOCTH MHCTPYMEHTA I10
HaXO0>/ICHHUIO OIHOOK, BOCIPON3BEICHHE KOTOPBIX TPeOyeT UCTUHHOCTH OOJIBIIOTO
yucna ycJlioBUd B mporpamme. [yt Takoro NpuiIoKeHHs caMbiM 3((EeKTHBHBIM
Oyzner o0xox AepeBa pa3dopa B rTyOHHY.

CSVReader. Ilpexacrasnsier coboii cpencrtro pa3dopa npocroro popmaTa JaHHBIX
CSV — nabopa cnoB u paznenureneid. Ommoka 3aKimroyaeTcs B yKa3aHHH pa3Mepa
Habopa CJOB NP IIOMOIIM KOHCTAHTHOTO 3HAa4Y€HHS B KOJE IPOTPaMMBI.
WHcTpyMeHT 0OHapyKHBaeT BXOIHbBIC JaHHbIE, YUCIIO CJIOB B KOTOPBIX IPEBHIIIACT

24



JAHHYI0 KOHCTAHTY M BBI3BIBACT MCKIIOYECHHE, CBSI3AHHOE C BBIXOJOM 3a TPAHMIIBI
MaccuBa. B »3TOM ciywae HambOomee 3¢ ¢EeKTUBHONH OKa3bIBA€TCS IBPHUCTHKA,
OCHOBBIBAIOIIASACA Ha MOJCUETE YHMCIIA YCIOBHBIX IEPEXO/I0B.

Mouck nmytn B rpage. Bo Bxoauom daiine 3amares rpad B BuAE MaTpPHUIIBI
CMEXHOCTM U HOMEpa IByX €ro BeplIMH. [Iporpamma Bo3Bpamaer KpaTyaniiuii
IyTh W3 MEPBOI BEpUIMHBI BO BTOpY0. OuIMOKa 3aKJIF0YaeTcsl B TOM, YTO HEBEPHO
olieHuBaeTcs pasmep Oydepa a1 xpaneHus pEoep HalICHHOTO My TH.

CpenctBo pa3oopa apudgMeTHUeCKHUX BbIpakeHuii. OmubOka 3aKI0YaeTcsl B
OrpaHMYEHHOCTH pa3MEpoB JepeBa pazbopa. 31ech Takke MOJACUET Yucia
YCIJIOBHBIX IIEPEXOI0B AAET HAWIIy4IIUH pe3ysbTar.

Tabn. 3: Bpems uncmpymenmayuu

Howmep utepanuu n
BpeMsi OOHapyIKESHHS

IIporpamma OBpHCTHKA Tun ommoku .
MIEPBO OMIHOKU
(cek.)
TecroBbliil mpumep B rny6uny Jenenue Ha HOJB 40,32 ¢)
Hucno UHCTPYKLIUI 7 (0,54 ¢)
B riy6 Beixon 3a rpa
CSVReader HIYDHEY BIXOL 34 TPAHHIEY 43 (5,06 ¢)
MaccHBa
Yucno HHCTPYKLUH 39 (4,78 ¢)
Yucno ycnoBHBIX 39 (4,78 <)
Mepexo/10B
B riy6 B
INouck myTu B rpade rybuty BIXOAL 33 TPAHHLET 30 (6,51 ¢)
MaccHBa
B mmpuny 30 (6,5 ¢)
Y
HCJIO YCIIOBHBIX 3271 0)
Iepexo/IoB
Paz6op B mmpuny
Beixon 3a rpa
apuMeTHIECKHX BIXOZL 34 TPAHHLEL 29 (4,8 ¢)
o MaccuBa
BBIPaKCHUH
Yucno ycnoBHBIX 27 (4.6 ¢)

Hepexo10B
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Ha ocHoBe npuBenEHHBIX PE3YJILTATOB MOXHO CAEJIATh BBIBOJ O TOM, YTO IIPOTOTUI
MHCTPpYMEHTa JeMOHCTpupyeT 3ddekTuBHyI0 paboTy MO OOHAPYKEHHIO OLIMOOK,
BOCIIPOM3BEIICHUE  KOTOphIX  TpeOyeT  OOJBLIIOro  4ucia  OJHOBPEMEHHO
BBIITOJIHAIOILINXCA yCHOBMﬁ. HpI/I 9TOM IPOTOTUIl MHCTPYMCHTA HE HCIHOJIb3YCT
HH(POPMAILIUIO O JIOTUKE PA0OTHI IPOTPAMMBI.

5. 3aknrouyeHue

B pesynbrare mpoBeAEHHOTO MCCIEIOBaHMS ObLT pealn30BaH NMPOTOTHUI CPEICTBA,
OCYLIECTBJIAIOILErO JUHAMUYECKUN aHAJIN3 NIPUIIOKEHUM Ha s13bIKe Java.

B mHCTpyMeHTe mpHMEHEeHa cTaThdecKash WHCTPYMEHTalus OalWT-Koma ¢ IEIbio
MOJTyYeHHsl TPacchl BBINOJHEHUS IPOrpaMMbl. B Xone aHamm3a HOPOHCXOIUT
U3BJICUEHHE TPACChl, YaCTUYHAas MHTEpPHpETanus M OTCIECKHBAHHE IOTOKA
INOMCUYCHHBIX JaHHBbIX, CO31aHHuC Ha6opa JIOTUYCCKHUX yTBep)KI[eHI/Iﬂ JUIA
HWHBCPTUPOBAHHS YCIOBHBIX IMEPEXOJ0B U I'CHEPAIUA HOBBIX BXOAHBIX HTAHHBIX HJISA
MOKPBITUS HOBBIX ITyTE€H BBIIIOJHEHUS IPOTPaMMBL.

[Tocne npoBeeHus psizia TECTOB ObLIa MOATBEPKACHA YPPEKTUBHOCTh CTATHYECKOM
MHCTPYMEHTALUH, TPOBOIUMON OJIMH Pa3 Mepe] BHIIOTHEHUEM aHaIn3a.

B  pesymprare 3amycka ~aHanmu3a  TECTOBBIX  INPWJIOKEHUH  MHCTPYMEHT
NPOJIEMOHCTPUPOBAI  CIIOCOOHOCTh  A((PEKTUBHO OOHApPYXKMBATh OINUOKH H
CcOo31aBaTb Ha60p1>1 BXOJHBIX JIaHHBIX IJId WX BOCHPOU3BCACHUA 663 HaJIM4Yus
UCXOJHOTO0 KoJa M WH(OpMalMU O JIOTHMKE padOThl NpHUioKeHHs. | eHepanus
BXOJHBIX  JaHHBIX HCKJIIOYaeT BO3MOXHOCTh JIOXKHBIX  COOOImIEHMH 00
00Hapy)KEHHBIX OMINOKAX.

s yckopeHus TMpOBEACHUS aHalIM3a pPealu30BaHbl 3BPUCTHYECKHE METOMbI
BBIOOpa HAOOPOB BXO/IHBIX JaHHBIX.

B kauecTBe HampaBieHMM JUId JAJIBHEHNIMX HUCCIECJOBAHMM MOXKHO YKa3aTb
CJIeIyIOLIHE:

L4 Pa3pa60T1<a IMOJHOUCHHOT'O MHCTPYMCEHTA, IMO3BOJIAIOMICTO aHAJIU3UPOBATH
BXOJHBIC JOAaHHBIC IPOTrpaMM H3 pPa3IMYHbIX HCTOYHHUKOB: NEPEMCHHBIC
OKPYIKCHUSA CPCAbl BBIIIOJIHCHUA, COKCTHI U T. II.

e Pa3paboTka 3BPUCTHK M ITOPUTMOB AJISI OBICTPOTO IIETICHANPABICHHOTO
aHaJ W32 WHTEPECYIOMNX 4YacTed MPWIOKEHHs, HalpUMep OTAEIBHO
B3ATON (DyHKIMH WM TTOACUCTEMBI B paMKax MPUIOKEHHS
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Applying dynamic analysis for defect
detection in Java-applications
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ISP RAS, Moscow, Russia

Abstract. This paper provides an overview of program analysis techniques, and highlights
details of practical implementation of static and dynamic approaches for automatic software
defect detection, their pros and cons. The paper focuses on dynamic program analysis
technique. The major advantage of this technique is the absence of defect reproduction
problem. This approach is based on tainted data flow tracing, instrumentation and constraint
set construction for automatic input generation.

An overview of practical considerations for developing a dynamic analysis tool for Java
applications is given. The paper describes distinctive feature of Java bytecode static
instrumentation approach and related static dependencies detection problems. It provides
details of path conditions generation (set of Boolean formulas), paths coverage-based
iterative mechanism. Input generating problem is solved using solver for checking Boolean
constraints satisfiability. Heuristics are used for exponential growth problem solving.

It is complemented by a detailed description of actual prototype implementation created
within the scope of this project. The prototype uses BCEL for static instrumentation and STP
solver for path condition solving. Finally, the paper features an overview of practical results
obtained on a number of Java applications and provides an evaluation of these results.
Keywords: software iterative dynamic analysis; automatic defect detection; Java bytecode
instrumentation
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