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AnHoTanms. 3amurta WHQOpPMAIMKH B OONAYHBIX BBIYHUCICHHUAX AKTHBHO HCCIEIYETCS
MHUPOBBIM HAy4YHBIM COOOLIECTBOM. OTH HCCIEIOBAaHHUS IOKa3add, 4YTO O0O03HauCHHAs
mpobjieMa HAaMHOTO CIIOXKHEEe TeX 3agad 3auMThl MHPOPMALUH, KOTOPbIE PELIaloTCs
W3BECTHBIMU KpUNTOrpaduuecKuMu cpeacrBamu. Tak, Hanpumep B pabote [1] paccmorpeHa
MaTeMaTH4YecKas: MOJENb OPraHM3alMy OOJAaYHBIX BBIYMCICHHHA M JO0KAa3aHO, YTO yKE B
clydae JBYX I[OJb30BaTeNeld  3amuTa WH(QOpMAanMM  HEBO3MOXKHA. Ilpemmaraercs
IbTCpPHATUBHAS MOJIENIb OPraHW3allMd OOJIAYHBIX BBIYMCICHHH, B KOTOPOH YKa3aHHBII
OTPHIIATEIBHBIN PE3yIbTaT HE UMEET MecTa. VCClenyroTcss METOIbI 3aIlUThl HHPOPMAIHH B
3TOI HOBOW MOJICIIH.

KiroueBble ciaoBa: 3ammra uHGOpMauuy, oO0JayHble BBIYMCICHMSA, BBIYMCICHUS HaL
3ain(POBaHHBIMU TaHHBIMU, TOMOMOP(HBIE BHIYHCIICHHSI.

[Ipobnems! 3ammTel MHGOPMALMKM B OOJAYHBIX BBIYMCICHHUSX CTaIM aKTHBHO
HCCIIEIOBATHCS CIUIIKOM TO3QHO, KOT/A 3TH BBIUYUCIICHUS YK€ CTANN (aKTHYECKH
peanu3oBaHHON TexHoJoruei. ToabKo MpakTUUECKUE NPUMEHEHUS paccesild paHee
OBITOBABIINE WILTIO3UH, YTO B 3TOM CIy4ae IS 3alIUThl HHPOPMAIMK JOCTATOYHO
YK€ UMEIOLIUXCA KPUITOTPahUIECKUX CPEICTB.

ClOXXHOCTP BO3HHMKAIOMIMX MPOOJIEM MOXHO TIOHATh YXE Ha IPOCTEHIINX
npuMepax. OOpatumcs K cienyromeil moxenu. OO0mako paccMaTpuBaeTcs Kak
equHas cymHOCTh. OOo3HaumM ee depe3 S. B cucreme umerorcs Takxke
MOJ30BATEN M KIWEHTHL. [l TPOCTOTHI OyAeM cuuTaTh, YTO MHOXKECTBO
N0JIb30BaTENeH P, .. P HEM3MEHHO. KOIMYECTBO KIMEHTOB HE PErJIAMEHTHDPYETCH.

V monbp3oBaTeis })l HUMCIOTCA KOHCI)I/II[CHLII/IEUIBHBIG JaHHBIC xi, XpaHAIIueCs Ha

o0iake (TaKOﬁ METOA HMCIIOJIB30BaAHHA o0ilaka B JIATEpaTypeC Ha3bIBAOT «0a3bl
JAaHHBIX KakK CCpBI/IC»). B umcno monn3oBaTenell MOXKET BXOIUTH TaKXE CaMoO

00/1aK0 € JaHHBIMM Xg. JII0OOH KineHT C wmoxer o0patuThcs K O0JIaKy ¢

3alpOCOM Ha BBIUMCICHUE 3HAUYCHUS HEKOTOPOi (GYyHKIHK f , 3aBHCAMEH OT

KOH(HACHIMANBHBIX JaHHBIX. HekoTopsle monb3oBaTes o0siaka MOTYT OBITH €ro
KIIMeHTaMHu. MHOecTBa M0JIb30BaTeIe M KIMEHTOB MOTYT MEpeceKaThes. 3ampoc
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COCTOMT U3 ONHCaHMs HYHKIHU f , WIeHTH(UKaTOpa KIMEHTa W €ro OTKPBITOTO

KJII04a kC. O0J1aK0 TOJDKHO MPOBEPUTH TIOJTHOMOYHS KIHEHTAa C Ha BBIYHCICHUE

f(xg,x),..0,x,)
n/ Takas NpoBepKa pPEaTU3yeTcs ¢ IMOMOINBK CTaHIaPTHBIX
KpUnrorpaduueckux CpeicTB M B JaHHOM cTaThe He obcyxkaaerca. Ecnu kauent C

¥MEeT NPABO BHIUUCIATH DYHKIHMIO [ , TO 061aKO JOIKHO BBIMHCIIHTH 3HAYCHHE
E(k, f(xg,X,,...,X,)) ¥ OTHpaBUTh €ro KimMeHTy. 3mech E - ¢yHKkius

mH(poBaHUS KaKOH-TMO0 KPUIITOCUCTEMBI C OTKPBITHIM KIIIOYOM, Haripumep, RSA.
OmnucaHHas CUCTEMa MOXKET paccMaTpuBaTeCd U KakK MOJCIIb BBIYMCJICHUH Hanq
KOHq)I/l[leHIJ,l/IaHbH])IMI/I JaHHbIMH, u Kak MO/J€CJIb 633]:-1 JaHHBIX C
koHhuIeHMaTbHOH uH(bopManueil. B nocnegHem ciywae ¢QyHkumm - f
TIPENCTABISAIOT CO00#1 3ampockl K 6a3e JaHHBIX.

[None3oBaTenb, KOTOPBHIA IOMellaeT B 0a3y INaHHBIX CBOM KOH(UACHLHATbHbBIC
JAaHHEIE, HE JOBEPsET 00JaKy M JOIDKEH O0SCIIEYHTh KPUNTOrPAPUICCKYIO 3aALIUTY
naHHbIx. Kpunrorpadus nmoackassiBaeT, Ka3ajuoch Obl, HAZIEKHOE pEeLICHHE: JaHHbIC
cnenyer 3ammdpoBare. Ho 3mech Bo3HMKaeT ciexnyromas npobmema. Eciu Ha
o0J1aKe XpaHATCs HE JAHHBIE x,, @ MX KPUITOIPAMMBI, TO KaK BBIYMCIUTE (HYHKIHIO

f

B nuTepaType MOXXKHO HaWTH ONMUCAHUS MMOJXOAOB K OPraHU3aUK BEIYUCICHUHA HAT
KOH(OUACHIIMAILHBIMA ~ JaHHBIMA. HoO 1pM 3TOM COBEpIIEHHO YyIycKaercs
BO)XHEHIIMH HAay4YHBIH BOIPOC: a Takas 3aliuTa HHHOpMAaLKu BO3MOXKHA?
[Ipennonaraem, 4To MPOTHBHUK MMEET BO3MOXKHOCTH 00pammaThCs K 60a3e JaHHBIX C
KOH(UACHIIMAILHON HHpOpMalKeii ¢ 3apocaMu JBYX THIIOB:

—  3ampochl Ha J100aBJIcHKE B 0a3y HOBOTO JJIEMCHTA;

—  3ampochl Ha CPAaBHEHUE 3HAYEHUH JIByX DJIEMEHTOB.

Ecnu unTEepecyromuii NpOTUBHUKA 3JE€MEHT AAHHBIX SBISETCS LEIbIM YHCIOM M3
WU3BECTHOIO JMAaNa30Ha, TO XOPOIIO M3BECTHBIM METOAOM JAEICHUS MOIOoJaM
3HA4YEHHE ATOrO JIEMEHTa OyIIeT OINpEeJEIeHO BHE 3aBUCHMOCTH OT HCIIOJIb3yeMOMH
CHCTEMBI 3aIIUTHI HHPOPMALINH.

[Tono6Hyr0 yrpo3y MO>KHO TBITAThCS IPEIOTBPATHTH, BBOJIS 3aIIPETH HA HEKOTOPBIE
THUIIBI 3alpocoB. MBI Jajee paccCMOTPUM MpEAENbHBINA Cilydadl CTaTHYHON 0a3bl
NaHHBIX — 3HAYEHHA X,,...,X,, XPaHAIMecs Ha obnake, HE MEHAIOTCA. Takum

00pa3oM, pedb UIeT IMEHHO O BRIYUCICHUAX HaJ KOH(QUACHIINATHHBIMI JaHHBIMH.

B cratbe [4] nas ONMMCAHHOHM BBINIE MOJEIH OOJAYHBIX BBIYHCIACHHM JaHO
(hopMasibHOE OTpeieNICHHe CTOMKOCTH CHCTEMBI 3alIUTHl HHPOPMAIIUN U JOKa3aHO,
YTO YK€ B Cilydae ABYX NOJb30BaTeNel CTOWKas 3amuTa KOH(DHUICHIIHMAIBHBIX
JIAHHBIX HEBO3MOYKHA.
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OTOT pe3yibTaT ONPOBEPracT IPOYHO YKOPEHHUBIIEECS NPEACTaBICHHE, YTO
HEJIaBHO MPEIOKEeHHAs [2] KpUITocKucTeMa roMOMOPGHOTO MIH(PPOBAHUS PEIAET,
1o KpaitHel Mepe, TEOPETHUYSCKH BCE MPOOJIEMBI 3allIUThl HHGOPMAIIUU B 00JTaYHBIX
BBIYHCIICHUSX.

MsI mpejyiaraeM HCCIeIOoBaTh albTCPHATHBHYIO MOJETb OOJAYHBIX BBIYHUCIICHUI.
OHa oTauM4aeTcs OT  BBIIICONMMCAHHOM  TeM, UTO  KaXIbll  CYOBEeKT,
3aMHTCPECOBAHHBIH B 00eCHeUeHHM KOH(UICHIMAILHOCTH, CO3JaeT  CBOM
kpurnirocepep. O003HaUMM 3TH KPUOTOCEPBEPHI S S . C ToYku 3peHus

IERERTXS ™

MOJIb30BaTeNei KpHUITOCCPBEPLI ABJIAIOTCA 4aCTbIO o0J1aka.

Z[J'ISI 3alllUThl JAHHBIX, XpaHAIIUXCA Ha 06.]'[211(6, HCIOJIB3YETCA IOPOTroBad
FOMOMOp(i)HaSI KpUIITOCUCTEMA C OTKPBITBIM KIIFOYOM. I[J'IH €€ HHHUIHUaJIM3aluun
KPpUIITOCEPBEPLI BBLINIOJIHAIOT CIICIATbHBIN IIPOTOKOJI, KOTOpLIﬁ CO34acT Mnapy

kmoueit (k;,k,). Kinod k, - OTKpBITBIA: OH JOCTYIEH Ul BCEX MONb30BATEICH.

Kntou k, - CeKpeTHbIH, OH HEM3BECTEH HHKOMY. B pe3yibrare BBIIOIHEHHs
i

IpOTOKONA CepBep S, MOMydaeT AOMO K, CEKPETHOro kmoda k,. Ilapamerpom

KPHUIITOCHCTEMBI ABJSETCS Yncio I, ¢ < m , KOTOPOE Ha3biBaeTCs MOPorom. CMbICI
sToro mapamerpa Takos. I[lycts E' u D' ¢yHKIMH COOTBETCTBEHHO IH(POBAHUS
u nenmdposanus kpunrocuctems, u nycts £ (k,,m) - kpunrorpamma semenTa
naHHBIX m . Torga M0G0E MOJIMHOKECTBO M3 HE MeHee 4eM [ CepBEPOB MOJKET,
HCTIONb3ys CBOM JONMM CEKPETHOTo KJIH04Ya, BBIUMCIHTH (yHKmHi0O D', To ecTh
U3BJIeYb JAHHBIE U3 KPUITOrpaMMbL. A 1r00as KoaIHIMs U3 He Ooiee, yeM (7 — 1)
cepBepa, CIOKHB CBOM JOIH k) CEKPETHOrO KIH0Ya, HE CMOKET 3TOTO CHCIATh.
JIpyruMu cioBaMu, KPUIITOCUCTEMA OCTAETCS CTOMKOI B PUCYTCTBUH IIPOTUBHHUKA,
KOTOPBIil KOHTPOJHUPYET HE Oosee (¢t —1) cepBepoB.

Heo0xoauMo  MOAYepKHYTh, YTO B  MPOLIECCE BBIMOJHEHHS MPOTOKOJIA,
BhluMCIsIIOMero  GyHkumio D', cekpeTHslii  kmo4 Kk,  HUKOra  He

BOCCTaHABJIMBAECTCA M3 €ro poned. Bce naHHble mosb3oBarened  X,...,X,

mrppyroTCs BCE Ha OAHOM Kimode k,. Ha oOmake XpaHATCS KPUITOrPaMMBI
t

E'(k.x,).

CrolKOCTh TpeJlaraeMoll CHCTEMbI 3allWThl MH(OPMAlKM OCHOBBIBAETCS Ha

CTOMKOCTH TIOpPOTOBOH TOMOMOP(MHON KpPUNTOCUCTEMBI M Ha CIEAYIOIEM

NPEJTIONIOKEHNN: HUKAKOE MOIMHOKECTBO U3 HE MeHee ueM | CepBEpOB HE MOXKET

BCTYNIHTh B CrOBOp C 1IEJbI0O HApyHICHUS KOHOGHICHIUAIbHOCTH JIAHHBIX
MOJIb30BaTENCH.

Brnaromapst sTOMy MpEONOIOKEHUIO OTPHLATENBHBIA pe3ynbTar [l] Ha Hamry
MO/IeITb HE PACHPOCTPAHSIIOTCSL.
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Bampoc xmienta C  BemonHsercs cremyrommM oOpasom. CHawana o6nmako,

MCIIONB3ysl ~ FOMOMOP(HOCTb  KPHUITOCHCTEMBI,  BBIYHCISET  3HAYCHUE
E'(k,,E(ke, f(xg,%,...,X,))). 3aTeM  cepBepbl  BBINOJHAIOT  IIPOTOKON
nenpoBaHus, M3BJICKas u3 3T0M KPHIITOrPaMMBI 3Ha4YCHHE

E(kc, f(xg,X,,...,X,)).
[TonHOE M MaTeMaTH4YeCKH CTPOroe H3JI0KeHHe OyJIeT NPHBEICHO B OTIENbHOM
CTaThe.
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A Threshold Cryptosystem in Secure Cloud Computations

Varnovskij N.P. (ISI), Martishin S.A. (ISP RAS), Khrapchenko M.V. (ISP RAS),
Shokurov A.V. (ISP RAS)

Abstract. Information security in cloud computing technology is actively investigated by the
world scientific community. They uses the internet and the central remote servers to provide
and maintain data as well as applications. This users' data files can be accessed and
manipulated by any other users. So the problem of secure data storage and computation is
actual. The modern studies in this field shows that the indicated problem is much more
complex than any of the other information security problems, which are solved by well-
known cryptographic methods. So, for example M. van Dijk and A. Juels in the paper "On the
impossibility of cryptography alone for privacy-preserving cloud computing”" described a
mathematical model of the organization of cloud computing and proved that in the case of
two users information protection is impossible. This result refutes the well-established point
of view that the recently proposed by C. Gentry construction for fully homomorphic
encryption solves at least theoretically, all the problems of information security in cloud
computing. We offer an alternative model of cloud computing, in which the specified
negative result does not holds. It differs from the above in the point that each subject
interested in privacy, creates his own crypto server. From the point of view of users these
cryptoservers are the part of the cloud. The methods of information protection, using
threshold cryptosystem in this new model are investigated.

Keywords: Secure Cloud Computing, Cryptographic Protocols, fully homomorphic
encryption
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