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AnHoTanms. B craTthe paccMaTpHBaeTCsi METO OLIGHKH 3KCIUTYaTHPYEMOCTH IPOrPaMMHBIX
necdexToB. IIpuMeHeHHME MaHHOrO TMOAXOAA IO3BOJSIET OCYLIECTBUTH MPHOPHTE3ALHIO
HaMICHHBIX OMIMOOK B Mporpammax. OT0 NaéT BO3MOXKHOCTH pa3pabdOTUHKy MPOTPaMMHOTO
obecredeHus] HCIPaBIATh OMIMOKH, KOTOphIE MPEACTABIIOT HAaHOONBIIYIO YIPO3y
0€30MacHOCTH B IIEPBYIO odepenb. MeToJ NpeacTaBiseT co00i COBMECTHOE IPHMEHEHHE
MIpeABApUTEIILHON KIIacCH(UKAIMK aBapHIHBIX 3aBEPIICHUH M aBTOMAaTHYECKYIO T'€HEepaIHIo
skciuioiToB.  IlpenBapurenbHas — KiIacCUpUKALMs — UCIONB3YyeTCs s (uiIbTpanuu
HEIKCIUTyaTUpyeMbIx omubok. Eciy aBapuiiHOe 3aBeplieHHE CUYHTACTCS IOTEHIUAIBHO
9KCIUTyaTHPYEMBIM, TO BBIOMPAETCSI COOTBETCTBYIOLIMI alTrOPUTM TeHepaluu 3Kcioiita. B
Cllyyae YCHEHIHOM TeHepaluu OSKCIUIOWTa MpPOUCXOAUT TIPOBEpKa pabOTOCIIOCOOHOCTH
MOCPEAICTBOM OKCILUTyaTal[Md aHAIM3UPYEeMOH MporpaMmbel B dSMmynsTope. Jiust momcka
MIPOTPaMMHBIX J€(EKTOB MOXKHO HCHONB30BaTh Pa3IWYHBIC METOABl. B KadecTBe Takmx
METOJJOB MOKHO BBIJEIHTH (DA33UHT M aKTUBHO PAa3BUBAIOMINIICS B HACTOSAIIEE BPEMSI IIOIXO.
K TOMCKY OMMOOK Ha OCHOBE IHHAMUYECKOTO CHMBOJIBHOTO BBINTOJIHEHHS. [ JIaBHBIM
TpeOOBaHNEM JUTS HCIIOIb30BAHMS ITPEAIaracMoro MeTO/a SBJISETCSI BO3MOXKHOCTD IOy YSHUSI
BXOJHBIX IaHHBIX, Ha KOTOPBIX MpOSBIsIETCS HaleHHBIH nedekt. Pa3paboTaHHbIA MOAXOX
npuMeHsieTcs K OMHapHbIM (aiiinaMm mporpaMM M He TpeOyeT TOIOJHUTENBHOM OTiIag0uHOM
nHopmarmu. Peanmzanus MeTona mpejacTaBisieT cOO0OH COBOKYMHOCTb IPOTPaMMHBIX
CPEACTB, KOTOpBIE CBSI3aHBI MEXAy COOOH yMpaBiAOIIMMU cKpuntamu. MeTon
MpeIBapUTENbHON KIacCH(UKAIMA W METOJX aBTOMAaTHYECKOH TIeHepalud JKCIUIONTOB
peann3oBaHBl B BHAE OTACNBHBIX IPOTPAMMHBIX CPEJCTB, KOTOpPBIE MOTYT paboTaTh
HE3aBUCHMO Jpyr oT npyra. Merox Obul ampoOupoBaH Ha aHanm3e 274 aBapHHHBIX
3aBEpIICHUI], MOJyYeHHBIX B pe3ynbTate (aszsunra. B pesymprare aHanmmsa ynanoch
oOHapyXUTh 13 SKCIUTyaTHpyeMbIX Ie(eKTOB, IJIsi KOTOPBIX B IOCJICACTBUH YCHELIHO
CreHepHpOBaHbI PA0OTOCIIOCOOHBIE IKCILIONTHI.
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9KCIUIOUT; OMHAPHBIN KOJI.
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1. BeedeHue

B mHactosmiee Bpemsi mpoOiema 0€30MacHOCTH IMPOTPAMMHOTO  00eCTIeUeHHsI
CTaHOBUTHCA BCE OoJiee akTyalabHOH. PacTéT KOMH4eCTBO MpOrpaMMHBIX MPOAYKTOB,
KOTOpbIE NMPHUMEHSIOTCS B Pa3IM4YHBIX OTpacisfx MpOMBIIUIEHHOCTH. Kpome Toro,
MOBCE/IHEBHAS JKM3Hb YEJIOBEKa TECHO CBs3aHA C HCIOJIb30BAHUEM IIPOrPaMM.
CoBpeMeHHbIE ObITOBBIE MPHOOPHI, Tele(OHbI, AaBTOMOOWIN HCIIONB3YIOT B CBOEH
pabore nporpaMMHOe oOecriedeHne, KOTOPOe MOKET UMETh BBIXOA B MHTepHET. COon
B paboTe MOIyT MpPHBOIUTH K CEPbE3HBIM IIOCIEACTBHSIM, a OKCILIyaTalus
YSI3BUMOCTEH MOXKET HAHECTH HEToNpaBUMBIH yuiep0d. KpynHblie koprniopanuy, Takue
kak Google, Apple, Microsoft, Cisco u T.1. yAeIsroT O0IbIIOe BHUIMAaHUE Pa3paboTKe
CPEICTB, KOTOPbIE 00ECTICUHBAIOT MOKCK NE(PEKTOB, a TAKKE BHEAPAIOT UX B ITUKII
paszpabotku I10.

CyIecTBYIOT pa3inyHble IMOAXOIBI K IOUCKY OIIMOOK, KOTOPHIE MPUMEHSIOTCS B
nuKiIe paspaboTke mporpamMMHOro obecriedueHus. OIHUM W3 TakKdX MOIXOIIOB
sBysiercst (ha33uHr. [JIaBHBIM MPEUMYILECTBOM (ha33uHIra — SIBISETCS BO3MOXHOCTh
MONy4YeHNsI BXOMHBIX MAaHHBIX [UIA BocmpousBeneHus omuoOku. CoBpeMEHHBIE
(hazzeprl HAXOOAT JOCTATOYHO OOJBIIOE KOIUYECTBO aBAPUIHBIX 3aBEPLICHUN BO
Bpemsi cBoeil pabotsl [1,2,3,4]. Kpome Toro, B Hacrosiee BpeMs MEePCHEKTUBHBIM
HalpaBJICHUEM ITOUCKA OHJI/I6OK ABJIACTCA JTUHAMHUYCCKOC CUMBOJIBHOC BBITIOJTHCHUC,
KOTOpOe Takxke Kak M (a33uHr crocoOHO OOHapy>KMBAaTh OIIMOKH M CHAa0XaTbh
BXO/IHBIMH JIAaHHBIMH, Ha KOTOPBIX 3TH OIIHOKH IPOSIBISIOTCS. BaskHO OTMETUTB, YTO
9TH TIOAXO/bI IPUMEHSIOTCS K OMHApHOMY KOy, YTO TO3BOJISIET MCKATh OMIMOKH B
MporpamMmax, AJIsl KOTOPHIX OTCYTCTBYIOT MCXOIHBIE TeKCThl. s a¢dexTuBHOTO
HCIPAaBJICHUS OMHOOK pa3paboTIMKaMi HEOOXOIUMO O0ECIICUHUTh MPHOPUTHIAIIIO
HaliteHHBIX OedekToB. Hambomee BBICOKMI MPHOPUTET CIEAyeT HA3HAYUTH
omuOKaM, KOTOPBIE MOTYT IMPUBECTH K BOSHUKHOBEHHUIO YSI3BUMOCTEH, IIPUBOISIINX
K BBIIOJHEHUIO TPOHM3BOJIBHOTO Kona. VcmpaBieHWe TakuxX OIIMOOK B IIEPBYIO
ouepeIb, MO3BOJINUT HOBBICUTH 0€30ITIaCHOCTH HCITOMHAEMOTO KOJIa.

Hammune skcruioiTa, KOTOPEI aKTHBHPYET YSI3BUMOCTH — SBISICTCA OHO3HAYHBIM
MOATBEPKIEHHEM e€ TPUCYTCTBUS B mporpamMe. CyIIeCcTBYIONIHE MOIXOMBI K
aBTOMAaTHYECKOH reHepalliy SKCIIOMTOB, ONMMCaHHBIE B pabdoTax [5-7] mo3BodstoT 6e3
OCO6OF0 BMCHIATCIILCTBA aHAJIMTHKA IMOJYYUTb BXOJHBIC JAaHHBLIC JI aKTHBAllUH
ys3Bumoctd. Kpome Toro, pabotsl [5,6] MOMHUMO 3KCIUTyaTallid OOSCIICUYHBAIOT U
IMOUCK YSA3BUMOCTHU. B ocHoBe 3THX IoaAXO0A0B JICKHUT NJUHAMHWUYECCKOE CUMBOJIBHOC
BhINIoJHeHWEe. Ilpy aHaim3e OONBIIOrO KoOJMYecTBA AE(EKTOB, HCIIOJIB30BAHUE
BBICOKOTEXHOJIOTHYHBIX BHJOB aHAJINM3a, TaKMX KaK IMHAMUYECKOE CHMBOJBLHOE
BBITIOJIHEHHE, BJICYET 32 COOOM POCT BPEMEHM aHaM3a M IOTPEeOJICHHUsT PECypCOB.
Janexo He KaXIelid AeeKT ABISICTCS YSA3BHUMOCTHIO, IPUBOMAIICH K BBHITIOJHESHHIO
TIPOM3BOJIEHOTO Koaa. [ToaToMy, Ipexkae YeM HCIOIh30BaTh PECYPCOEMKHUI aHATIH3,
CTOUT MPOU3BECTH JIETKOBECHYIO MIPEIBAPUTENHHYIO (QMIBTPALNIO OIIHOOK, C LIENBI0
UCKITIOYUTH 3aBEIOMO HEIKCIUTyaTHpyemble OmmOKH. B  kadecTBe Takmx
HEAKCIUTYaTHPYEMBIX OITHOOK MOXKHO BBIICNUTH JAEJICHNE Ha HOJb, PAa3IMCHOBAHHE
HYJIEBOTO yKa3aTelns U T.A. B cTaThe mpemmaraercsi moaxoa, KOTOPBIH COBMEMIAET B
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ceOe mpeaBapUTEIbHYI0 KIACCH(DUKAIIUIO OMMOOK U aBTOMATHYCCKYIO TCHEPAIUIO
9KCIUIONTA. 32 OCHOBY INpEBAPUTENILHOM KitaccuuKkauuu 1e(eKToB HCIOIb3yeTCs
MMOIXOJ TPEICTABICHHBI B HMHCTPYMEHTE C OTKPBITBIM HCXOIHBIM KOJOM
lexploitable [8]. B xadecTBe MeTOAa reHepary SKCIUIONTOB OBLI BHIOPAH METO,
ornMcaHHbIH B padote [9]. Knaccudumumpyemslii nedext Oyaetr nMeTh MaKCHMaIbHbIH
MIPHOPUTET, €CIH OMMOKAa CYUTACTCS MOTCHIMAIBHO OHKCILUTyaTHPYeMOH Iocie
MPEeIBAPUTEIIFHOW CTaAWM, W 3aT€M BIIOCIEACTBHU yIAIOCh CTEHEPHUPOBATHh
PpaboTOCTIOCOOHBIH SKCIIIONT.

CraThsi opraHu3oBaHa clexyrIuM oOpa3oM. Bo BTOpoM pa3zmene paccMOTPEHBI
CYIICCTBYIOIIME  HWHCTPYMEHTHI,  KOTOpPBIE  TPUMEHSIOTCS UL  OICHKH
AKCIUTYaTHPYEMOCTH OMIMOOK. B TpeTheM pa3mene mpencTaBieH METOH OICHKH
SKCIUTYaTHPYEMOCTH MPOrpaMMHEIX AedekToB. B weTBEpToM pasmerne mpuBEICHBI
OCHOBHBIE pPE3yNbTaThl MPHMEHEHHS MeTolna. B mocimemHeMm, IIECTOM pasjene
paccMaTpUBAIOTCS TOJTYYECHHBIE pPE3yJIbTaThl M OOCYXIAIOTCS MEPCHEKTHBHEIC
HallpaBJICHUs UCCIIEJOBAHUMN.

2, 0O630p cywiecmeyrouw,ux nodxodoe K oueHke
3KcnslyamupyemMocmu npozpamMmbix deghekmoe

B kadecTBe OCHOBHBIX IOJXOAOB K OLEHKE S3KCILIyaTHUPYEMOCTU NPOrPaMMHbBIX
Je(eKkToB MOXKHO BBIJENHUTH /IBa HANPABJICHUS: aHAIN3 aBapUHHBIX 3aBEpLICHUH U
aBTOMAaTHUECKasl TeHepalts 3KCILIONTAa ¢ IOMOLIbI0 JUHAMUYECKOTO CHMBOJILHOIO
BBIIIOJIHEHUS.

2.1 AHanu3 aBapunHbIX 3aBepLIeHUN

Bo Bpems aHanu3a aBapUHHBIX 3aBEPUIEHUN H3y4yaeTcs COCTOSIHHE MPOTrpaMMBbI
(3HaYEeHUs] PErucTpoB, IAMATH, CTEK BHI30BOB) HAa MOMEHT cpadaThIBaHHA
nckimodeHus. K 3ToMy cocTosHUIO MpUMeHseTcs HaOop MpaBmil, KAKI0€ MPABUIIO
KOTOPOTO ONHMCHIBAET KIIAaCC aBapMHHOTO 3aBepIIeHNs. B kauecTBe mpuMepa Takoro
Kjlacca MOXXHO TIPHUBECTH HCKIIOUCHHE, BBIPAOATHIBAEMOE IIPOLIECCOPOM IIPH
TIOTIBITKE BBIMOJHUTh MHCTPYKIHMIO IO aJpECcy, JOCTYH K KOTOPOMY 3alperiéH, a
TalKKe cpadaThblBaHHE 3aIlUTBl OT IEpernojHeHus Oydepa, BOBpeMs BBI30Ba
Oe3onacHbIX (YHKIMH KOmMpoBaHHs. Kakapli Ki1acc UMEeT paHr, YeM HIDKE PaHTr
TE€M, TEM BBIIIE BEPOATHOCTb, YTO HAPYLIUTENIO yIAcTCi MPOIKCIUTyaTHPOBAThH
JISKAIIYI0 B OCHOBE ysI3BUMOCTh. Kpome Toro, kaskaplil Ki1acc MPUHAAISKUT OJHON
U3 YETBIPEX TPYMIL: IKCIUTyaTHPYyEMbIE, BO3MOXKHO JKCILIyaTHPYEMbIE, BO3MOXKHO
HEAKCILTyaTUpyeMble M HEJOCTAaTOUYHO M3y4eHHbIE. B mocneqHuil kiacc monajgarT
aBapHiHBIE 3aBEPLICHUS], P aHAIN3€ KOTOPBIX OBIJIO CIIMIIKOM Majlo HH(pOpMAIIHH,
JUIL TOTO YTOOBI CIENaTh BBIBOJBI 00 3KCIUTyaTHPYEMOCTH IAHHOTO aBapHHHOTO
3aBepuieHus. Hampumep, ecnM eOUHCTBEHHOE, 4TO YAAJIOCh Y3HaTh IIPH
BO3HMKHOBEHHH HCKIIIOUCHHS, YTO 3TO HCKIIOYCHHE BO3HUKIO IIPU HAPYIICHUH
JOCTyNa K MaMATH, TO OCHOBBIBAACH TOJBKO Ha ATOW MH(OPMALUK HEBO3MOXKHO
crenaTb BBIBOJ 00 O3KCIUTyaTHPYEMOCTH IOTCHLIHUAIbHOW ys3BUMOCTH. OmHOMY
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aBapUIHOMY 3aBEPILIEHUIO MOXET COOTBETCTBOBATh HECKOJBKO KilaccoB. BbiBox 00
9KCIUTyaTHPYEMOCTH TPOM3BOAMTCS Ha OCHOBE HMH(GOpPMAalM O Kiacce, paHr
KOTOPOTO MHUHHMAaJIEHBIH.

Peanuzanusi omucaHHOrO MOAXO0Ja TMpeAcTaBieHa B wuHcTpyMeHTtax [8, 10].
WHCTpyMEHTBI SIBIISIIOTCS CXOXKMMH M MMEIOT OJUH M TOT jXe¢ HaOop mnpaBuil.
Wnctpyment [8] aHanmmsupyeT Iporpammbl, padoTaroliye oA YHpaBICHHEM
OIepalMOHHBIX cucTeM cemelictBa Windows, a mactpymenT [10] pabortaer ¢ Linux-
nporpamMmaMy. OHUM U3 JOCTOMHCTB JAHHOTO MOAXO0JA CTOUT OTMETUTh CKOPOCTh
aHanm3a. Beicokast CKOPOCTh paboOTHI JOCTUTAETCS Oarofapsi TOMy, YTO ITPOBOANUTCS
aHAJIM3 TOJIBKO COCTOSIHMS ITPOTPaMMBI B MOMEHT aBapHHHOTO 3aBEpILICHUS, a HeE
nccnenyercs Bcé BBINONHEHHWE mporpamMmbl. Kak cieacTBwe, OT 3TOTO MOTYT
BO3HUKHYTh  JIOXKHbIe  cpabarbiBaHus.  CyInecTByeT  BEpOSITHOCTb,  UTO
HE3KCIUTyaTHpyeMble OIIMOKM OLEHMBAIOTCS KaK 3KCIUIyaTpHUpyeMbIe, HO OIIHOKH,
pacro3HaHHbIE KaK HEIKCILUTyaTHpPyeMble, KaK IPaBHJIO, TAKOBBIMU M SIBIISIOTCA.
[ToaTOMy HaHHBIA METOJ XOPOLIO IMOIXOAUT [Ulsl (PMIIBTPALIMK HEIKCILTYaTUPYEMBIX
Je(PEKTOB.

2.2 Aemomamu4eckKasi 2eHepayusi 3Kcrnaoumoas

MeToa aBTOMATHYECKOW T'CHEpaldd 3KCILUIOWTOB IIO3BOJISICT IIOJYYUTH HAOOD
BXOJIHBIX JJAHHBIX, KOTOPBIM aKTUBUPYET CYIIECTBYIOIIYIO YS3BUMOCTh B IPOrpaMMe.
Takum 00pa3oM, MOKHO YTBEPIKAATh, YTO YSI3BUMOCTh SIBJISETCS SKCIUTyTUPYEMOH.
JlaHHBIM METOJ OCHOBBIBAETCA HA HCIONB30BAaHUM JUHAMHYECKOTO CHUMBOJIBHOTO
BBINOJIHEHMS. BO BpeMsl JUHAMUYECKOTO CUMBOJBHOIO BBIIOJIHEHUS KOHKPETHBIE
3HA4YEHHs IePEeMEHHBIX, KOTOpbIE Yy4YacTBYIOT B 00pabOTKe BXOIHBIX JaHHBIX,
3aMEHSIOTCS CHMBOJIBHBIMU  3HAU€HMsAMH. B  KauecTBe BXOJHBIX JAaHHBIX
HCHOIB3YIOTCS  pa3iW4yHble HCTOYHHMKH: apryMEHTBl KOMAaHJHOM  CTpPOKH,
NepeMeHHbIE OKpYKeHHs, (haiinsl n ceTh. Onepanny HaJ CHIMBOJIbHBIMU 3HAYEHUSIMHI
npencrasisiiorcs B Buae ¢opmyn mina SMT-pemarens. Kaxmoe serBieHue B
IporpamMMe, pe3yibTaT KOTOPOTO 3aBUCHT OT CHMBOJBHBIX [JaHHBIX, HOOaBIsET
OTpaHWYCHHE B OOLIYI0 CHCTEMY. OTO OrPaHHYEHHE OTPAXKAaeT NPOXOXKICHUE
yIpaBieHUs] 10 KOHKPETHOM BeTBM TmporpamMMbl. Habop Takux orpaHuueHuit
Ha3bIBAETCS MpeauKkaToM NyTH. lIpeaMkar NMyTH ONKMCHIBA€T OIHO BBINOJIHEHHE
nporpammbl. Ecnii naHHBI HaboOp oOrpaHWYeHH mnpemocTaBuTh Ha Bxox SMT-
pemarento, TO pe3yJbTaToM ero paboTbl Oyner HAOOp BXOAHBIX JAHHBIX, JUIS
aKTHBAIlMM TOTO CLEHApHs PadOTHI MPOrpaMMBbl, HA KOTOPOM ObUI ITOJTydeH Habop
OTpaHUYEHUH.

Jnst yernenmHoi sKcrutyaTay ys3BUMOCTH, HEO0X0IMMO OITUCATh JOTOIHUTEIbHbIE
OrpaHUYEHUs], KOTOPbIE MO3BOJAT €€ akTUBUPOBaTh. DopManu3aiysl HKCILUTyaTaluy
YSI3BUMOCTH SIBJISIETCS cama 110 ceOe OTAeNbHON CII0KHOM 3amadeid. 1 HEeKOTOPBIX
BUJIOB YS3BUMOCTEH 3Ta 3a/1a4ya yXKe pelieHa U ommcaHa B pabdorax [5,7,9,11,12]. B
Ka4yeCTBE TAaKWX YSI3BHMOCTEH BBICTYNAIOT IEperoyiHeHne Oydepa Ha CTeKe M
ySI3BUMOCTB (DOPMATHOM CTPOKH.
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Cy1iecTByrolue MHCTPYMEHTH aBTOMAaTHYECKOW TI'eHepalluu JKCIUIOWTOB HMEIOT
HECKOJIBKO pa3zinyuid  Mexny coboi. HWMucrpymentst [7,9,11] wucnons3yror
MOJHOCHCTEMHYI0 OMYJSIIUIO, YTO IO3BOJISIET AHAIM3UPOBAaTh HE  TOJBKO
MOJTb30BATENbCKHE TPHIOKEHUS, HO W HPOrpaMMbl YPOBHS sapa OIEpalMOHHOM
CHCTEMBI, TOTJja KaK MHCTPYMEHTHI [5,6] aHANIU3UPYIOT TOJNBKO IMOJB30BATEIbCKHE
nporpammbl. HCTpYMeHTHI [5,6] KpoMe 3KCILTyaTalui OCYIIECTBISIOT eI U MOUCK
VS3BUMOCTH, HO, K COXKAJICHHIO, 3TH WHCTPYMEHTBI HEJOCTYIHbBI. BaXHbIM
JIOCTOMHCTBOM HHCTPYMEHTOB SIBJISIETCS, TO, YTO Y4YaCTHE aHAJIWTHKA B UX pabore
SIBJISIETCSI MUHUMAJIbHBIM. B KauecTBe He0CTaTKOB MOYKHO OTMETUTh 3HAYMTEIIbHbIH
pOCT MOTpebSeHUsT PeCypCoB, PU aHann3e OONbIIUX nporpamMM. Takum oOpaszom,
B&)XHO  O0ECHEeYWTh  MPAaBWIBHYIO  MPEIBAPUTENBHYI0  (QUIBTpAlMIO |
KiIaccupuKanuio 1eeKToB, A 00eCeueHus! MPOU3BOIUTEIBHOCTH.

3. PazpabomaHHbIl memod

Pa3paboTaHHBI METON MpEACTaBIsAeT COOON COBMECTHOE MPUMEHEHHE aHAIN3a
aBapHUIHBIX 3aBEPIICHUN U aBTOMATHYECKON FeHepaIluu SKCIUIoNTa. Meto pa3ienéH
Ha Tpu dtamna (puc.l).

ABTOMaTHYECKas reHepaums
3KcnnonTa
A . MeTopn
33‘:2?)“:::; , npeasapuTensHoi > Habop anropuTmos
Knaccudpukaumm aBTOMAaTUYECKOIA
nechekToB reHepauiu
SKCNNOUTOB
Mposepka
paboTocnocobHocT | +———
3KcnnonTa

Puc. 1. /lexomnosuyus memooa Ha mpu smana
Fig. 1. The method decomposition into three stages

AHanu3  aBapuUHHBIX  3aBEpIICHUN  NPUMEHSETCS Ul OCYIIECTBJICHUS
IpeIBapUTENbHON KIacCH(HUKAMU OLMIMOOK, C IeNbl0 OT(OUILTPOBATH 3apaHee
HE3KCIUTyaTHpyeMble Je(eKThl, TaKue Kak JeJIeHHE Ha HOJb, Pa3bIMEHOBaHHE
HYJIEBOTO yKasaTels, cpabaTblBaHWE 3allUThl BO BPeMs KOINHMPOBAHUS C
UCIIONIb30BaHUEM  Oe3omacHbiX  ¢yHKImMHA. Kpome Toro, mnpensapurenbHas
ki1accuukays TO3BOJIAET BBIOpATh aITOPUTM JUIS JAJIBHEWIIEH TeHepauuu
sKkcIuloiita. Hampumep, ecnu nocne aHalu3a aBapUiHBIX 3aBEPILIEHUH CTallo
H3BECTHO, YTO MPOU30LUIO0 UCKIIIOUEHHE MIPH MOMNBITKE BHINOJIHUTH HHCTPYKLUIO MO
azpecy, JOCTyI K KOTOPOMY 3alpeli€H, a TAKXkKe CYIIEeCTBYET IOBPEXKIEHHUE CTEKa, TO
JUISL TEHEPALUH SKCIUIONTA CIIeyeT 3aIlyCTUTh aJITOPUTM T'eHEepauy SKCIUIONTA IS
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YSI3BUMOCTH IepenoyiHeHus Oydepa Ha creke. [locie ycnenHol reHepayn cienyer
9Tall MPOBEPKU pabOTOCHOCOOHOCTH SKCIUIONTa. B ciywae ycnemHoit paboTh
9KCIOiTa, MOXXHO OJIHO3HAYHO yTBEPKJIaTh O HAJIMYUU 3KCIUTyaTHPYEMOro JieeKra
B IIpOrpaMMe.

3a OCHOBY MeETOAa NPEABAPUTEIBHON Kiaccu(UKanuu ObLT BBIOpAH IOIXO,
peanu3oBaHHbIM B HMHCTpyMmeHTax [8,10]. ns ycHemHoW MHTErpanuu MeToja
oTpeboBaock nepepadoTaTh PaHTH U TPYIIIBI JUII HEKOTOPBIX KIIACCOB aBapUHHBIX
3aBepuieHui. Tak Kak B peajn3aliy MHCTPYMEHTa HEKOTOPBIE KIACChl aBapUITHBIX
3aBEpUICHUH HE TOAJek)aT OKCIUIyaTallud B paMKax TeKyIIeH pealn3annu
aBTOMATHYECKOH 3KCIUTyaTanMu. B KadecTBe mpuMmepa MOXKHO HPUBECTH KJIACCHI
aBapUUHBIX 3aBEpIICHHUH, CBSA3aHHBIX IIepernonHeHHeM Oydepa Ha kyde. B
HACTOSAIIMI MOMEHT aBTOMAaTHUECKas HKCIUTyaTallusl YS3BUMOCTH IEPENOIHEHHS
Oydepa Ha Kyde OTCYTCTBYET, I03TOMY 3TH KJIACChI IEPEHECEHBI B TPYIIITY BO3MOXKHO
HE JKCIUTyaTHUPYEMbIX aBapUHMHBIX 3aBepllieHU. Takke B 3Ty IpyNIly NEPEHECEH
KJIacc, KOTOPBI OTBEYaeT 3a cpadaThlBaHHME 3AIUTHBIX MEXaHM3MOB: TaKMX Kak
"kaHapeiika" U Oe3omacHble GYHKIMU paboThl co cTpokamu. Kiaccel, oTBeuaromue
3a HCKIIOYCHHA, BO3HHUKANOMIWE IMPU YTCHUU W3 NaMATH WJIM 3allUCH B IaMATb,
MIEPEeHECeHbl B I'PYIIY BO3MOKHO 3KCIUTyaTHPYEMbIX, T.K. peajlM30BaH MOIXO0J K
HCIIPaBIICHHUIO TTEPe3alCaHHbIX yKa3aTeseil Bo BpeMs IepenoiHeHus oydepa.
[TpoGnema nepe3anucaHHBIX YKa3zaTeleldl BO3HUKAET, €CIIM II0CJe Mepe3anucH
yKaszareJsisi OCYIIECTBISIETCSI K HEMY JOCTYI, B Pe3yJIbTare KOTOPOTO BO3HHKAET
HCKIIIOYEHUE, KOTOPOE, B CBOIO OdYEpeab IPHBOAUT K JIOCPOUHOMY aBapHHHOMY
3aBepUICHU0. TEeXHOJIOTHS NCIPaBIICHNS TIEPE3anCaHHbIX yKa3aTeneil 6asupyercs
Ha METOJie, KOTOPBIH omucaH B padboTe [9]. DTOT METOX HCIONB3yeT TUHAMUIECKOE
CHMBOJIHOE BBINTOJTHEHHE 10 OWHApHBIM TpaccaM IporpamMM. B mpemmaraemom
MOAXO0JIE TIPOUCXOAUT MOCTPOEHHE NMPEJUKATa MyTH OT TOUYKH IOJIyYEHHUS] BXOAHBIX
JAHHBIX 10 TOYKH CpabaThIBaHMS HMCKIIOYEHHUS JOCTyna K mamsatH. Kpome storo
J00aBIISIETCS OTPAaHUYEHHE Ha TO, YTO yKa3aTellb PaBEH aJipecy, AOCTYII II0 KOTOPOMY
He BBI3BIBAET MCKIIOueHMs. [IpumMepoM Takoro ajapeca MOXXET OBITh aapec H3
Jana3oHa aJpecoB CEKIMW JAaHHBIX aHAJIU3HUPYEMOro HCIIOJIHIEMOro (aiiia.
PesysnbraTom perieHus mosryqaercst HabOp BXOJHBIX JaHHBIX, KOTOPBIH TPOXOJIUT I10
TOMY JK€ IyTH M HE BBI3BIBaCT CpalaThIBaHUs HCKIIOYEHMs. 3aTreM 3TOT Habop
BXOJIHBIX JaHHBIX BHOBb IIOJIBEpraeTcs IpeIBapUTENbHON KIacCU(UKALNH, B
pe3ynbTate KOTOpPOH BO3MOXKHBI TpH ciydas. IlepBelii ciydali, koraa aBapuiiHOe
3aBepUICHHE KIACCH(OUIMPYETCs KaK HIKCINIyaTHPYyEeMOE, HalpHMep, Mepexol Io
HETPaBHIBHOMY aJpecy IOCIIE BBITIOJIHEHNS! HHCTPYKIWH TIEpEeaadn yrnpasieHus. B
TaKOM cllydae, OyJeT MPOUCXOAUTh TeHEPALHsI SKCIUIONTA C YYETOM NpEbIIyIIIX
OTpaHMYEHUI Ha yka3aTenu. Bropoil ciaydail Bo3HHKaeT, eciau emié cpabaThIBacT
UCKIIIOUYEHHE IpU AOCTyNe K APYroMy ykaszaremro. B stom ciyuae mpomecc c
HCIPABJICHUEM YKaszaTelisl NOBTOpsieTcs. TpeTuil ciydail BO3HUKAeT, TOTJa, KOraa
MOCJIe MCHPABJICHHsT YyKasaTessl aBapuilHOE 3aBeplleHHe KiIacCH(UUUPYETCsl Kak
BO3MOXKHO HEJdKCILTyarupyemoe. TakuM o0pa3oMm, oOecrieunMBaeTcsi WCIPaBICHUE
Nepe3anycaltblX yKaszareneil. Takke CTOMT OTMETHTh, YTO CYIIECTBYIOT KJacc
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aBapUiHBIX 3aBEpIIEHHUM, MPU KOTOPOM Iepe3anucaH yKa3aTelb CTeKa B MOMEHT
BbI30Ba MHCTPYKIMM Bo3Bpara u3 ¢(yHkumu. Mcrpasienue 3Toil cuTyauuu
UIEHTUYHO C MOAXOIOM K UCIPaBICHUIO NEPE3alluCaHHbIX yKa3arenel. B kauecTe
3HAUEHMs yKazaTelsl CTeKa HCIOJb3YyeTcsl 3HaueHHe, KOTOpoe ObUI0 Ha MOMEHT
BbI30Ba TEKyIeH QyHKINH.

[IpuMeHeHMEe  BBINICONUCAHHBIX METOAOB  IO3BOJSIET IPOM3BECTH  OLIEHKY
9KCIUTYyaTHPYEMOCTH ITPOTrPaMMHBIX J1e(peKTOB.

4. Peanuszauyussi Memoda u pe3ysbmambl MPaKMU4YeCKO20
npumeHeHus

[IpeanoxenHslii MeTon OBUT peann30BaH B BHAE COBMECTHOTO HCIIOJIB30BAHUS
HECKOJIBKUX MTPOTPAMMHBIX CPEACTB. MeTo I MpeaBapuTeNbHON Kilaccu(prKanuy ObIT
peammzoBan Ha ocHoBe yTwiuThl gdb exploitable [10]. [ns aBTOMaTHuyecKoin
TeHepaly SKCIUIONTa ObUI MCHOJIB30BAaH MOJYJIb-PAaCIIMPEHHE U3 CPpelbl aHaIu3a
ounapaoro koma[9]. Jus npoBepkH PabOTOCIIOCOOHOCTH — HCIIOJIB30BANICS
MMOTHOCUCTeMHBI sMyisiTop Qemu[13]. Mexanusm oOecriedeHns COBMECTHOI
pa6OTI)I BCEX IMPOIpaMMHBIX CPEACTB HNPEACTAaBJICH B BUAC CKPUIITOB Ha A3BIKC
Python.

s momydenust HaOopa aBapHUHBIX 3aBEPIIEHHMH ObUT HCIOJB30BAH ITOAXO,
ornucaHHbIi B padore [5]. Ha ocHOBe 3TOr0 noixona Ol peanu3oBaH (azzep yTHIHT,
KOTOpBIE HCIHOJIB3YIOT MHTepdeic KOoMaHIHOH cTpoku. B kauyecTBe oObekra s
(da3s3uHra ObUIM BBIOpaHBl TNpHIOXKEHHs u3 aucTpuOytmBa Debian6.0.10. B
pesyibrare Qasz3uHra ObUIM OOHApy>KeHbl 274 NpPUIIOKEHHUS, IUII KOTOPBIX €CTh
BXOJIHBIE JIaHHbIE, TPUBOIAIIIE K aBApPUHHOMY 3aBepIICHHIO. [IJIs 3TUX MPUIIOKEHNH
MPOBOIMIIACH OICHKAa HAHACGHHBIX JePEeKTOB. Pe3ynpTaTel mpeaBapUTEIHHOI
KIaccu(hUKAIH TTPEICTaBICHBI B Ta0M. 1.

Tabn. 1. Pezyromamol npedgapumenvHou Kiaccu@urkayuu

Table 1. Results of the preliminary classification

I'pynna aBapuitnbix | Kiace aBapuitHblix | KomnuecTBo aBapuilHbIX
3aBepLIEHUI 3aBEPLICHUI 3aBEPLUCHUI
3KCILLyaTUpyEMbIE Hckmrouenue npu | 13

JOCTYIIE K NTaMSTH, aipec
KOTOpPOM COBHANaeT Cco
CUYETYMKOM KOMaHJ

Bo3MoxHO [epenonnenue Oydepa | 23
DKCIULyaTUPYEMBbIE Ha Ky4e

He nocraTouno Hapywenue nocryna 238
H3yYeHHBIE

Janee nns rpynmnbl 3KCIUIyaTUPYEMbIX aBapUMHBIX 3aBEpPLICHUN IIPUMEHSIACh
aBTOMAaTH4eCKas IeHepalus 3KCIuloiTa. Tak Kak Kilacc aBapUUHBIX 3aBEPLICHUM
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COOTBETCTBYECT CHUTYyalllH, Koraa MpouCXOAUT m€pe€aada YyHOpaBJICHUA 10
Mepe3auCaHHOMY aJIPeCy BO BpeMs BbIXO/[a U3 (DYHKIIUHU, TO IPUMEHSIICS aITOPUTM
AaBTOMATHUYECKOI I'eHepalluy SKCIUIONWTa 11 nepernoyiHeHus Oygdepa Ha creke. J{s
JIAaHHBIX aBapUHHBIX 3aBEpIICHUH ObIIIM CreHepHPOBaHbI HKCILIONTHL. K coxanenuto,
JUIS YCHEIIHON 9KCIUTyaTaluy ySa3BUMOCTEH NMPUIUIOCh OTKIIOUUTh PAHJOMU3ALNIO
a/IpECHOTO TIPOCTPAHCTBA, 3alllUTa BBIIIOJIHEHUS [aHHBIX ObLIa OTKIIOYEHA 10
YMOITIaHHIO.

Tak kak HeT anropuT™Ma reHepanny SKCITIONTOB s iepenoiaHeHus Oydepa Ha Kyue,
JIAHHBIA KJIaCcC aBapUMHBIX 3aBEPLUEHUI OTHOCUTCA K TpPYIIE BO3MOXKHO
HEIKCIUTyaTupyeMbIX aedekroB. Jlnsd OONBIIMHCTBA aBapUIHBIX 3aBEpIICHUH,
€IMHCTBEHHOW MH(OpMAaIHeil, KOTOPYIO YAaJI0Ch M3BIICUb, OKA3aJ1ach HH(OPMAIIHS
0 TOM, YTO HMPOU3O0ILIO TOJIBKO HapyIlIeHHe AocTyma. OCHOBBIBASICH TOJIBKO HA 3TOH
UH(OPMaLKY HEBO3MOXKHO ClIeNIaTh BBIBOA O AKCIUIYaTHPYEMOCTH JaHHOTO edeKTa.
Ha TectupoBanme Bcero Habopa mpuMepoB OBIIO MOTpadeHo mpuMmepHO 10 gacos.
Cpennee BpeMs IPOBEACHUS IPEABAPUTEIBHON IKCIUTyaTallil COCTABIIIO | MUHYTY.
CpenHee BpeMsi T€HEpALWU IKCILIONWTA C MOCIEAYIOMIeH MPOBEpKoil cocTaBmio 21
MHUHYTYy. TakuMm 00pa3oM, HCIIOJb30BaHHE NPEIBAPUTEIBHON KiIacCHUKALMN
Je(eKTOB TMO3BOJISIET CYIIECTBEHHO COKPAaTHTh BpEMs, MMOTPAYCHHOE Ha OLEHKY
IKCIUTYaTHPYEMOCTH Je(PECKTOB.

5. 3aknroyeHue

B crarbe npencTaBieH METOT OLICHKH SKCIUTyaTHPYEMOCTH IIPOrPaMMHBIX JIe(heKTOB.
MeTo/1 OCHOBaH Ha COBMECTHOM HCITOJIb30BAaHNUH MTPEABAPUTENHHON KiTacCH(UKANT
aBapUIHBIX 3aBEPLUEHUI M aBTOMATUYECKOM IeHepaluu S3KCIUIoiTa. Peanmsanms
METoJla MpelCTaBiseT coOol HabOp NMPOTPaMMHBIX CPEICTB CBA3AHHBIX MEXIY
c0o00i1 yrpaBisonuMi CKpuntamu. JlaHHbIi METO] IPUMEHSIETCS HEOCPEICTBEHHO
K ucronHseMbIM ¢aiinam. [IpuMmeneHue 3Toro Merona mo3BoJseT pa3padoT4UKaM
IIporpaMMHOTO o6ecneqeﬂnﬂ IIOHATH, KaKHueg OIINOKHU MMpeACTaBIIAIOT Hal/l60ﬂb1HyIO
yrpo3y st 6e3onacHoctu I10O. IlpensapurenvHas KiacCUQHKAIMs ITO3BOJISET
OTCCATHL HCOKCIITYaTUPYCMBIC }Ie(l)eKT])l, a Uil NMMOTCHIUAJIBHO SKCIUTYaTUPYCMBIX
3allyCTUTh HYXXHBI  aITOPUTM  ABTOMAaTHYECKOH TeHEpaluu  3KCIUIOMTOB.
[IpencraBneHHble B JaHHOM paboTe pe3ysbTaThl MpeUIaraloT 3aKOHYCHHBIH METO/,
TTO3BOJISIOIINIT OIIEHUBATH IKCILTYaTHPYEMOCTh HAICHHBIX OIIMOOK.

B xauecTBe manpHEHIINX pabOT CTOUT BBIAEINTH aBTOMAaTHUYECKYIO T€HEpaLuIo IS
JPYTHX TUIIOB IIPOrpaMMHBIX Ae()EKTOB, HAPHMeEp NeperoHeHne Oydepa Ha Kyde.
B coBpemeHHBIX ammokaropax u3 OmOmmorekm glibc, mpucyTcTByeTr OoIbImoe
KOJIMYECTBO PA3HOTO poJa IMPOBEPOK, KOTOPHIE 3HAYMTEIBHO YCIOXHSIOT
SKCIUTyaTallnio ys3BUMOCTeH mepernonHeHust Oydepa Ha Kyde. Taxoke OTHETBHBII
MHTEPEC TMPEJCTABIAIT CHUTYyalMH, KOTJa HapyIIUTElIb MOXET KOHTPOJIHPOBAThH
azipec, 1o KOTOPOMY IPOUCXOIMT 3allUCh U JaHHBIE, KOTOPBIE OYIyT 3alHCaHbl 110
KOHTpOJIUpyeMoMy azpecy. Takue CUTyalu OTKPBIBAIOT MacCy BO3MOXKHOCTEH IS
HAPYIIUTENS: IEPE3aIuch ajipeca Bo3BpaTa 13 (HyHKIIMU WM yKa3aTesst Ha (GYHKIIUIO
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aZpecoM B MaMsATH, IZIe paclojlaraeTcs KoJ IMOJEe3HON Harpy3ku. DKCILTyaTauus
TaKOTro pojia YA3BUMOCTEH MO3BOJISIET OOOMTH 3alIMTHBIN MeXaHu3M '"KaHapenka',
KOTOPBIN NPHU3BaH 3aIUIIATh aJIpec BO3BpaTa n3 (GYHKIMH OT IIEpPE3aIicu BO BpeMs
nepenosiHeHus Oydepa Ha creke. BakHbIM HaIlpaBIEHHEM HCCIIEAO0BAHUS, SIBISIETCS
9KCIUTyaTalst YSI3BUMOCTEH B pamkKax pabOThl COBPEMEHHBIX —3aIIUTHBIX
MEXaHH3MOB YPOBHS ONEPAlMOHHON cHUCTeMBl. B KadecTBe TakMX 3alUT MOXHO
Betennte DEP m ASLR. [nsgd oskcmolyaTanuu yS3BEMOCTEH TP BKIFOYEHHBIX

3auTax ClemyeT ucnonb3oBath ROP- koMmuismmio, KoTopas omucaHa B pabore
[14].
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Abstract. The method for exploitability estimation of program bugs is presented. Using this
technique allows to prioritize software bugs that were found. Thus, it gives an opportunity for
a developer to fix bugs, which are most security critical at first. The method is based on
combining preliminary classification of program bugs and automatic exploit generation.
Preliminary classification is used to filter non-exploitable software defects. For potentially
exploitable bugs corresponding exploit generation algorithm is chosen. In case of a successful
exploit generation the operability of exploit is checked in program emulator. There are various
ways that used for finding software bugs. Fuzzing and dynamic symbolic execution are often
used for this purpose. The main requirement for the use of the proposed method is an
opportunity to get input data, which cause program to crash. The technique could be applied to
program binaries and does not require debug information. Implementation of the method is a
set of software tools, which are interconnected with control scripts. The preliminary
classification method and automatic exploit generation method are implemented as stand-alone
tools, and could be used separately. The technique was used to analyze 274 program crashes,
which were obtained by fuzzing. The analysis managed to detect 13 exploitable bugs, for which
successfully workable exploits were generated.
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