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AnHoTanms. Omubku mpu pabote ¢ OndIMOTCYHBIMU QYHKIMAMHA 00PaOOTKH CTPOK B SI3BIKE
Cu SBIAIOTCS YacTON NpHYMHOW TepernonHeHus Oydepa, 4To B CBOIO ouepenb HEPEIKO
NPUBOJUT K OTKa3y B OOCIY)KHBAaHHUM, HEKOPPEKTHOH paboTe MPOrpaMMbl WM IOSBICHHUIO
9KCIUTyaTHpyeMoH ys3BUMOCTH. OIHUM H3 CHOCOOOB YCTPAaHEHUs Pa3IMYHBIX OIIMOOK Ha
cTaguu pa3pabOTKH HPOTpaMMEl SBISETCs crarudeckuii aHann3. CyIecTBYIOIIHE METOMBI
CTaTHYECKOTr0 aHaIn3a, OPUEHTHPOBaHHbIE Ha paboTy CO CTpOKaMH, JIMOO He 00eCIeYHBAIOT
JOJDKHBI YpOBEHb HMCTHHHBIX cpabaThlBaHWif, JMO0 HPOMYCKAIOT OOJBIIOE KOIUYECTBO
omuboK, 1100 HEPUMEHMMBI K MPOMBIIUICHHBIM IIpOrpaMMaM OONBLIOTO pasmepa, Jrudo
peaylM30BaHbl B PAaMKaxX 3aKpbITBIX HMHCTPYMEHTOB. [ HanOojee MHOJHOIO IMOKPBITUS
IeeKTOB B pealbHBIX MPOrpaMMax HEOOXOIUMO OOHApPyKHBATh OMIMOKH, MPOHUCXOISIINE
JMIIb HAa HEKOTOPBIX MyTSAX BBIINOJHEHUS M HE ONpENessieMble EIMHCTBEHHON TOUYKOIt
IIpOrpaMMBI, ¥, KpPOME TOrO, HaXOJWTh OIIMOKH, CBSI3aHHBIE C HEKOPPEKTHBIM
HCTIONF30BAaHNEM HE TOJBKO OHMOIMOTEYHBIX, HO M MOJIB30BaTeNbekux (ynkimil. Llensio
JAHHOTO HCCIIEIOBaHUS SIBIISIETCSl OCTPOCHHE AITrOpUTMa MOKMCKA OMMOOK Ipu padore co
CTPOKaMH, yJOBJICTBOPSIOLIEIO ITUM CBOMCTBAaM, OIPaHUYCHUIO HAa KOJHWYECTBO JIOXKHBIX
cpabaTeiBanuii (He Oonee 40%), MpuUMeHMMOro K JOOBIM HporpamMmam Ha sizeike Cu H
MacIITaOMPYIOLIETrocst Ha MPOEKThl M3 HECKOJIIBKMX MHJUIMOHOB CTpOK. J[iisi pelieHust 3toi
3a7auyd  OBbLI HCIIONB30BaH paHee pa3pabOTaHHBIA IOJXOJ CHMBOJBHOTO HCIIOIHEHUS
¢ 00BeOMHEHHEM COCTOSHMI, KOTOPBIH OBbLI aJaNTHpPOBaH I MOAICPKKH CTPOKOBBIX
orepanuii. Ha ocHOBe anroputMma OTCIEKHBAHUS OIEpaluil ¢ LENBIMH YHCIAMU OBLI
MIPEUIOKEeH AITOPUTM OTCIJICKUBAHUS JUIMH CTPOK. Pa3paGoTaHHBII alrOpUTM peaan3oBaH B
Ka4yecTBE OJHOr0 M3 JIETEKTOPOB CEMEHCTBAa JETEKTOPOB IHeperoiHeHus Oydepa B pamkax
HMHCTPYMEHTA CTaTHUYECKOro aHanu3a Svace. B pe3ynbrare Ha TecToBoM Habope Juliet test suite
Ha TeCTax, CBS3aHHBIX C IIEPEIOJHEHHEM mpaBoil rpaHuusl Oydepa, HOKpbITHE
cpabaTbIBaHMAMH yBenuumioch ¢ 15,4% no 41,5%, npu 3ToM He OBIIO BBIJAHO HU OJHOTO
JIOKHOTO TpenynpexaeHus. 1o cpaBHEHMIO ¢ M3BECTHBIM aHanu3zaropoM Infer Ha HabGope
Juliet mHCTpyMeHT Svace 0e3 MOJAEPKKH CTPOK MOKA3bIBACT NPUOIM3UTENBHO TE IKE
pe3yibTaThl, 3a HMCKJIIOYCHHEM CIIy4as CIOXHBIX LIMKIOB, a CBS3aHHBIE CO CTPOKaMH
niepenoHeHus Infer, kak mpaBmiIO, HE HAXOMUT.
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1. BeedeHue

BaxHpIM citydaeM omMOKH InepernoiHeHus: Oydepa sBISETCS NEPeroNHeHHe IpH
pabote co crpokamu. Ctpoka B si3bike CH mpencTaBisieT co00i MacCUB CHMBOJIOB,
KOHIIOM CTPOKH CYHTAeTCs MO3WLMS OJMKaiIIero X Hayaly HYJIEBOTO DJIEMEHTA.
OCOOCHHOCTBIO TaKHX JAC(PEKTOB MMEPEIOJHEHHUS SIBISCTCS TOT (akKT, 9To paboTa co
CTpokaMH B s3blke CH IPEeHMYIIECTBEHHO OCYIIECTBISETCS C IOMOLIBIO
crienuabHbIX OuOnoreunbix (yHkumit. Ilpum 3TOM, Kak mpaBmiIO, MPOHCXOAUT
JIOCTYII K DJIEMEHTaM MacCHBa 110 Pa3In4HbIM UHIEKCaM, HAUOOJBIINHA U3 KOTOPHIX
MOXeET OBITh pPaBeH JUIMHE CTPOKH. DTO IMOBEJEHHE caMo 1o cebe HeGe30ImacHo
TOr/1a, KOT/Ia HEBO3MOXKHO I'apaHTHPOBATh, YTO [UIMHA CTPOKH 3aBEIOMO MEHBILE
pasMepa OTBeIEHHOrO 10X HeE MaccuBa. B Takux cCilyyasx HCIOJIB3YIOT
«Oe3onacHbe» BepcuH (YHKIMH, IONOJHUTENBHO IPUHUMAIOIINE B KayeCTBE
rapaMerpa 4icio, ¢ IIOMOLIBI0 KOTOPOTO OTPaHUYMBACTCS MAKCUMAIIBHBIA MHIIEKC
JOCTyIia K CTPOKE, HO JaXXe TaKoil MOAXOJ He MOXKET rapaHTUPOBATh OTCYTCTBUS
OIIHOOK.

OmHrM w3 crocoOOB YCTpaHEHWS pa3iIW4yHBIX Ae(PEeKTOB Ha cTagud pa3paboOTKH
NPOrPaMMBI SBIISIETCS CTATHYECKUIT aHann3. CyLIeCTBYIOINE METOABI CTATHIECKOTO
aHamM3a, OPHUEHTHUPOBAaHHBIE Ha pPabOTy CO CTpOKamu, JHUOO HE OOECIeYHBAIOT
JOJDKHBIM YPOBEHb HWCTHHHBIX cpabOaThIBaHMHA, JMOO TPOITyCKAaoT OoIbIIoe
KOJIMYECTBO OIIMOOK, OO HENPUMEHHUMBI K IPOMBIIUICHHBIM IporpaMMaM
OoubIIOro pasmepa, MO0 pealu30BaHbl B PaMKax 3aKpBITHIX MHCTPYMEHTOB. Jliis
HauOosiee MOJHOrO TOKPHITUS Je(EeKTOB B pealbHBbIX MporpaMMax HEOoO0XOJHMO
O6Hapy)KI/IBaTI) OIJlI/l6KI/I, MPOUCXOAAIINE JIMIb Ha HEKOTOPBIX IMYTAX BBIIOJHCHUSA
U HE OIpeJiesisieMble eMHCTBEHHON TOYKOM IpOrpaMMBl, U, KpOME TOTO, HaXOAUTh
OLIMOKH, CBS3aHHbBIE C HEKOPPEKTHBIM HCIIOJIB30BaHUEM HE TOJIBKO OMOJIMOTEYHBIX,
HO W TOJb30BATENbCKUX (QYHKUMH. J[Is1 BBINOJIHEHHS 3THUX TPEeOOBAaHWH aHaM3
JOJDKEH OBITh MEXKIIPOLIEAYPHBIM U YYBCTBUTEIIBHBIM K ITYTSIM.

B nannoili pabote mpemaraercs MojxoJ K aHaIU3y CTPOK B si3bike CH Ha OCHOBE
CHMBOJIBHOTO HMCIIOJIHEHHS C 00BbEAMHEHNEM COCTOSIHMI. PaccmarpuBaeMblii MeTox
ObUT peann3oBaH B paMKaX HMHCTPYMEHTa CTaTHYecKoro aHamm3a Svace [10].
JanmpHeimee W3JI0KEHWE OPraHW30BaHO CIEAyIOmMM oOpazom. B pasm. 2
MIPUBOJAUTCSL KPAaTKOE OIMCaHHe 0a30BOr0 alIropuTMa, BKIIOYAOIIEE OIMCAHUE
BHYTPHUIPOLICAYPHOTO  AQHAJIW3a  METOJAOM  CHMBOJBHOTO  HCIIOJNHEHUS,
MEXIIPOLELYPHOTO aHAM3a C MOMOILBI0O METOJAa PEe3foMe M OOIIero Mnoaxoma K
MOUCKY TmepenoyiHeHus Oydepa. Pa3n. 3 MOCBAMIEH paCIIUPEHHUIO aIrOpUTMa
CUMBOJILHOTO HCIIOJIHCHHMsI M aJfOpUTMa IOMCKa Oydepa [uis aHanmmM3a CTPOK
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B s3pike Cu. Pazn. 4 comepkuT pe3ysbTaThl TECTHPOBAHMS — peaslU3aluyd
paccMorpeHHoro Meroxa. OIMcaHHe CYIIECTBYIOLIMX METOJIOB CTaTHYECKOTO
aHAJIM3a 1L IOMCKA OIIMOOK IpU paboTe Co CTPOKAaMU NPUBOAUTCS B pasa. 5. Pas.
6 3aBepIIaeT CTaThio.

2. O6uwuli no0xo0 K noucky de¢hekmoe nepenosiHeHuUs!

2.1. CumBoOnbHOE NncnofHeHne c oobLeanHeHUeM COCTOSAHUN

ANTopuTM BHYTPUIIPOLEAYPHOTO AaHAJIN3a OCHOBAaH HA IIOAXOAE CHUMBOJIBHOTO
UCIIOJIHEHUS ¢ OOBbEANHEHNEM COCTOSIHUH. AHAIN3 MPOU3BOANTCS HaJ Pa3BEPTKOM
rpadga TMOTOKa YNpaBJCHUS HAa HECKOJIBKO HUTepanuid. AOCTPAKTHOE COCTOSIHUE
B KQ)XJIOW TOYKE MPOrPaMMbI BKJIFOUACT B c€0sI IPEAMKAT TOCTHKUMOCTHU STOU TOUKH
THu a6CTpaKTHI)Ie 3HAUYCHUA NICPEMEHHBIX U AYCCK MMaMATH.
A6CTpaKTH])le 3HAQYCHUA IporpaMMmbl MMPEACTABIIAIOTCA CHMBOJIBHBIMH
BBIPKCHUSIMH, MHOXKECTBO KOTOPBIX 0003Ha4MM Kak SE. K TakoBbIM OTHOCATCSI:

1) KoHCTaHTHBIE OMTOBBIC BEKTOPa (PUKCHPOBAHHOTO pa3Mepa;

2) CcUMBOJIBHBIE ITEpeMEHHbIE (MX MHOXXECTBO 0003HaunM S C SE);

3) apudmernyecKkue onepau HaJ CUMBOJIbHBIMH BBIPAKCHUSIMH.
Ecin MHOXeECTBO NEPEMECHHBIX O603Ha‘ll/ITb KakK V, TO COOTBETCTBUC IMCPEMCHHBIX
X a0CTpakTHBIM 3Ha4YeHWsIM 3anaércs oTtoOpaxenueM o :V — SE. llpenukar
JOCTHKMMOCTH, B CBOIO Ouepe/b, 3alUCHIBAETCSI KaK CBOOOAHAS OT KBaHTOPOB
(dopMysia B TEOpUM OHUTOBBIX BEKTOPOB, I'Jie B Ka4eCTBE NEPEMEHHBIX BBICTYIAIOT
CHMBOJIbHBIE IEPEMEHHBIX U3 MHOXKECTBA S.
B HayanbHOM COCTOSIHUM Ha BXOIC B (byHKLII/I}O npeauKaT AOCTUKMUMOCTU
TOXICCTBEHHO DPaBEH HMCTHHE; 3HAUYCHHSM (POPMAIBHBIX ITAPaMETPOB U sYEHKaM
B IIaMSTH COIOCTABJICHBI PA3IMYHBIC HOBHIE CHMBOJIbHBIE NEpEeMEHHBIE. AHAIM3
OCYILIECTBIIICTCS ITyTEM TPOABIKEHUS aOCTPAKTHOTO COCTOSHESA Mo pédpam rpada
Ppa3BEPTKHU.
[Ipy npoxoXKaeHNH MHCTPYKINMHU, U3MEHSIONIEH 3HaYeHHUEe HEKOTOPOil IepeMeHHOM
WIN STYEHKU TaMATH, €€ CHMBOJIBHOE BBIDAKECHHE B OTOOPaKCHHH G OOHOBISIETCS
B COOTBETCTBHM C CEMaHTHUKON MHCTPYKUMH. [Ipy MpoxoskaeHnn depe3 HHCTPYKINT
BETBJICHHSI OOHOBISIETCSl TNMPEIMKAT OCTHXMMOCTH: HPOUCXOIUT KOHBIOHKIIUS
IIPEAMKaTa T C yCIOBUEM BBIOPAHHOHN BETKH, KOTOPOE BBIUUCISIETCS] C IOMOIIBIO G.
Eciin B HEKOTOpOW HMHCTPYKIMIO BXOIUT Ooinbine oxHoro pebpa Ha rpade, TO
MIPOUCXOAUT CIIUSIHUE COOTBETCTBYIOIIMX a0CTPAKTHBIX COCTOSHUH Ha Bxozxe. Ilpu
OTOM MPCAUKAT JOCTUKUMOCTH BbIYHUCIIACTCA KaK JU3bIOHKI N yCHOBI/Iﬁ C BXOJHBIX
pEbep, Kaka0e U3 KOTOPBIX MPEACTABISET CO00I KOHBIOHKIMIO COOTBETCTBYIOLIETO
npeaukara AJOCTUKMUMOCTU U yCHOBl/Iﬁ PpaBCHCTBA 3HAYCHUA I10CJIC OG'beZ[I/IHeHI/IH
3HA4YCHUIO Ha paCCManI/IBaeMOﬁ BCTKE U1 BCEX MEPEMECHHBIX U AYCCK MTaMATH.
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2.2. MNMowuck nepenonHeHus bydepa B pamkax ogHon pyHKLUN

3amadell aHamm3a SABISAETCA OOHAPYKCHHWE TaKWX IIyTed Ha rpade pa3BEpPTKH
(Ha30BEM ITH MyTH 0UUOOUHBIMU), KOTOPBIE, BO-TIEPBBIX, SBIISIOTCS BHIITOJTHUMBIMH
1, BO-BTOPBIX, IPOXOXK/ICHUE KOTOPBIX Beeraa (IpH JIHOObIX BO3MOXKHBIX 3HAUSHUSIX
BXOJHBIX IEPEMEHHBIX ) IPUBOAUT K OIIKOKe mepenonHerns oydepa. Takoit moaxon
BBIOpaH C 1I€JIbl0, C OJHOW CTOPOHBI, OOHApYX MBaTh NE(EKTHI, Uil KOTOPHIX HE
CYIIECTBYET €MHCTBEHHOH OMIMOOYHOM TOYKH MPOrPaMMbl, U B TO K& BPEMs HE
BblJlaBaTh 60.]'[])11106 KOJIMYECTBO JIOKHBIX npe,uynpe)Kz[eHI/lf/i, CBA3aHHBIX
C HEU3BECTHBIMHU BO3MOXKHBIMU KOHTPAKTaMH aHATH3UPYEMBIX QyHKIwHiA [7].

st perieHuns 3T10it 3a1a4un B aOCTPAKTHOE COCTOSHHE IPOTrPaMMBI OBLIO JOOaBICHO
yacTHyHOoe oroOpaxenue VS :SE — Summary, KOTOpoe Ui HEKOTOPBIX
HCJIOYUCICHHBIX 3HAYCHHI IporpaMmablI, MpEACTAaBJICHHBIX CHMBOJIBHBIMH
BBIP)KECHUSIMH, OIIPEJIEIIIeT COOTBETCTBYIOIIUM JIEMEHT U3 MHOXKECTBA Summary.

DreMeHThl MHOXeECTBa Summary 00001al0T HHPOPMAIHMIO 0 HEKOTOPOM 3HAYCHUH
B JaHHOM TOYKE IIPOrPaMMBbl, KOTOpast MOKET OBITh CIIOIb30BaHa Il 00HAPYKEHHS
OLINOKHU MEPETIONHEHUS, ecnu 3TO 3Ha4YEHNE UCTIONB3YEeTCS
B Ka4yecTBE MHJIEKCa [UIsl A0ocTyma K Oydepy. B npou3BosbpHON TOUKE ITPOrpamMmel ¢,
€CM Ul HEKOTOpOro  CHMBOJIBHOTO — BBIpaKeHHM X €ESE  H3BECTHO
VS(x) =s € Summary, TO nnsd 3HAYEHHWS § W TIPOU3BOIBHOTO CHMBOJEHOTO
BeIpaXKeHUs! 1 € SE, HE 3aBHUCAIIET0 OT BXOJHBIX MApaMETPOB, MOYKHO MOCTPOUTH
tdopmynsl NotLess(q, s, h) m NotGreater(q, s, h) B Teopun OHTOBBIX BEKTOPOB,
YZIOBIIETBOPSIIONINE CIEAYIOMIEMY YCIOBHIO: JUIA JIHOOOTO0 KOHKPETHOTO ITyTH
BBINIOJHEHHS (DPyHKIUM OT Havana (QYHKIUH 70 TOUKH ¢, €CIIH BBIMOJIHEHA (hopMyJia
NotLess(q, s, h) (NotGreater(q, s, h)), To maas npoinenHoro mytd mno I'TTY mpu
TrOOBIX BO3MOXHBIX AJISI 3TOTO MyTH 3HAYECHUSIX BXOJIHBIX MapaMeTPOB BCerza
B TOYKE ¢ BBIMOJIHEHO X >/ (x </). Takum o0pa3om, eCiid B TOYKE ac JOCTyHa
K Oydepy pasmepom S CHMBOJIBHOE BBIPKEHHMS ISl MHJEKCA B JAHHOW TOYKE PaBHO
i € SE, mpeaukat myTH paBeH T M BhIMONHHMa (popmyna m A NotLess(ac, i, S), TO
CyILLECTBYET 1y Th Ha Iy, MIPOXOASAIIMI yepes TOUYKY ac
Y TaKOM, 4TO:

1. OH sBIseTCA BBINOJIHUMBIM (TaK Kak JJII HEKOTOPOro Habopa BXOMHBIX
HepeMEHHBIX HCTHHHA (opMyJia T);

2. BCerja Ha 3TOM MYTH B TOYKE dC BBIMOJIHEHO 1> S (Tak Kak BbIMOJHEHA
¢dopmyna NotLess(ac, i, S)), ToO €CTh IPOUCXOTUT TiepenoaHenue oydepa.

3aMeTuM, YTO HAWJCHHBIA MYTh YJOBICTBOPSIET OMPEICICHUIO OIIMOOYHOTO MYTH,
a, 3HAYUT, BBIMIOJHUMOCTH (opMyJbl T A NotLess(ac, i, S) SABISETCS NTOCTaTOYHBIM
ycinoBueM OImuOKu. JlaHHBIA (akT MO3BOJSET CBECTH 3ajadyy MOUCKA OMIMOOK
K 3aJ/1a4e€ MOCTPOCHUS KaK MOXKHO 0oJiee cIa0bIX M yJOBICTBOPSIONUINX YKa3aHHBIM
BhIIIe TpeOoBaHUAM ycnoBuit NotLess(q, s, h) u NotGreater(q, s, h).

Ioapo6HOE paccMOTPEHKE IIEMEHTOB MHOXKECTBA Summary v oCTPOCHUSI HCKOMBIX
YCIIOBUIT JIJIsl HUX BBIMIOJIHEHO B cTaThe [8]. 3/ech B KauecTBe MpuMepa OTMETHM, YTO
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OJTHUM W3 THUIIOB 3JICMCHTOB STOr0 MHOYKECTBA SIBIITIOTCS KOHCTAHTBI, KOTOPBIC
orobpaxkeHneMm VS Bcerna nepeBojsTcss B ceds. JIisi MPOU3BOIBHON KOHCTAHTBI
¢ ESE  uckoMbIM  yciioBHeM  siBiisietcst  dopmyia  Notless(q, ¢, h) = c>h.
JIeiicTBUTENBHO, TaK KaK 3HAYCHHS ¢ U /1 HE 3aBUCST OT BXOIHBIX IIEPEMEHHBIX, TO
1utst mro6oro myTtu I'TTY yenoBue ¢ > & BBIMOTHUMO 00 TS BCeX HAOOpOB 3HAUEHUI
BXOIHBIX [IAPAMETPOB, JINOO HU JJISI OAHOTO.

2.3. MexnpoueAaypHbIN aHanus3

MeXnpouenypHblii aHaJIM3 TMPOM3BOAMTCS C TOMOIIBI0 MeToxa pestome. ['pad
BBI30BOB IPOTPaMMbl NPUBOANUTCS K AlUKINYECKOMY BHIY Pa3pbIBOM OOpPATHBIX
pébep, n 3aTteM Bce (YHKIHMH IPOrPaMMBbl aHATM3UPYIOTCS EIUHOXKABI B 00paTHOM
TOMOJIOTHYECKOM TIOpsiAke. B pe3ynbTare BHYTPUIPOLEIYPHOTO aHaIN3a (QYHKINU
(opMupyeTcst M COXpaHAETCS AJIsl TOCIEAYIONIEr0 NCTIONIb30BAHMS TaK HAa3bIBAEMOE
«pE3rOMe» — KpaTKOe ONHMCaHNE MOBEACHUS (PyHKINHM B TEPMUHAX CAMOTO aHAJIN3a.
Janee mpu aHann3e WHCTPYKIMH BBI30BOB MOJIB30BATENBCKUX (DYHKLIHMI B cuiy
mopsAka aHaium3a (QYHKIUH TapaHTHpyeTcs (B OTCYTCTBHE PpEKypCHH), UTO
BbI3bIBaeMast (DYHKLMs YK€ IMPOAHAIN3UPOBaHA, 3HAUUT, JJIsI HEE yKe HMeercs
pe3toMe, KOTOpoe MPUMEHSIETCs B TOUKE BBI30BA.

Jns mpocToTl OyneM cuumTaTth, YTO B pe3toMe (DYHKIMH 3aluCHIBACTCS
00beAHEHHOE a0CTPaKTHOE COCTOSIHUE W3 COCTOSIHMM B TOYKax BO3Bpara M3
¢ynkuuu. PaccMoTpuM B 00MmIMX uyepTax, Kak NPU BbI30BE (DYHKIHMH MPOUCXOIUT
NpUMeHeHne e€ pe3roMe, T.e. C IIOMOILBI0 COXPAaHEHHOTO aOCTPAKTHOTO COCTOSIHUS
BBI3BAHHON (DYHKIHMH MOJIU(DHIUPYETCS TEKyIlee COCTOSHHE B TOYKE BBI30BA. JTO
MIPOUCXOJUT B HECKOIBKO ITAIOB!

1. CuMBOJBHBIM TE€PEMEHHBIM, COOTBETCTBYIOUIMM B pe3ioMe (OpMalbHbIM
apryMeHTaM (QYHKIHUH, CTaBsITCI B COOTBETCTBHE CHMBOJIBHBIE BBIPaXKCHUS,
COOTBETCTBYIOIIME B TOYKE BbI30BAa (DAKTMYECKUM apryMeHTaM (QyHKIWH.
[lepemenHOl, B KOTOpPYIO B TOYKE BBI30BA COXpaHSETCS pe3yibTaT (YHKIWH,
CTaBUTCA B COOTBETCTBHE CHMBOJILHOE BBIPAKEHHE, COOTBETCTBYIOIEE B pE3IOME
BO3BpAIaEMOMY 3HAUEHHIO.

2. OOHOBINAIOTCS OTOOpaKEHWE G M NPEAWKAT T B TOYKE BBHI30BAa. CHMBOJIBHEIE
BBIP2KEHUS «MUTPUPYIOT» B KOHTEKCT BBI3BIBACMOH (DYHKLMH PEKYPCHBHO, 6a30ii
PEKypCHM SIBISETCA COOTBETCTBHE CHMBOIBHBIX IIEPEMEHHBIX U CHMBOJBHBIX
BBIpa)KCHUH, OIy4eHHOE B I1. 1.

3. Ilpu conocTaB/ieHMH CHMBOJIBHBIX BBIPAKEHUH MHUTPHUPYIOT Takke 3HaueHus VS
JUTS 9TUX BBIpaskeHu# [8].

Jnst opraHM3anyM MEXIIPOLIEAYPHOTO MOWCKa nepernojiHeHus Oydepa B mepByro
oyepelnb HEOOXOOMMO MOJJIEPXKATh CiIydyail MEXIPOLEAYPHOTO BBIYMCICHUS
uHAekca. Jlng 3TOro peanu3oBaHO OTCISKUBAHHE 3aBUCUMOCTEH  MEXTY
LIEJIOYHCIIEHHBIMH ITapaMeTpamMu (pyHKINH ¥ BO3BPALIAEMOT0 M H3MEHSIEMBIX BHYTPH
(YHKIMHY 1I€JI0UMCIICHHBIX 3HAUCHHH (C YIETOM yCIOBUM My Tel).
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Kpome 3rtoro, Takxe BaKHO YYECTb BO3MOXKHOCTb MEXKIIPOLIEAYPHOTO JOCTyIIa
K Oydepy. i1 MHCTPYKIHKA JOCTYIIA, KOPPEKTHOCTD KOTOPBIX BO3MOYKHO IIPOBEPHTD
TONBKO BO BHEIMIHEM KOHTeKcTe (Oydep WWIM WHOCKC BBIYUCIAIOTCA W3
MapaMeTpoB), B pe3foMe (QYHKIMH TOOABISACTCS YCIOBHE OMIMOKH. YCIOBHE IIPHU
NPUMEHEHHUH PE3IOME MUTPHUPYET B KOHTEKCT BBI30BA, I/ie MO0 IpoBepsieTcs (ecian
UHGOPMALUK YKe [OCTaTOYHO), JMOO CHOBa 3allMCBIBAeTCA B pe3loMe, €CiH
IPOBEPHUTH €0 HO-IPEKHEMY MOXHO TOJIBKO B BHI3BIBAEMOI (DYHKIHUH.

3. AHasnu3 cmpok

[Mognepxka CTPOKOBBIX OIEpalMii OyAeT 3aKII0YaThCsl, BO-NIEPBbIX, B PACIIMPEHUN
abCTPaKTHOTO COCTOSIHUSI OTOOpaKeHHEM, 3aJalolluM JUIMHY KaXIOH CTpOKH,
1 y4ETOM €ro 3HAUCHUI IIPY IIOCTPOSHUH NPEANKATa 7. DTO MO3BOJIHUT OOHAPYKUBATH
HECOBMECTHBIC U3-3a OTPaHUYCHUI Ha JUIMHBI CTPOK ITyTH, YTO COKPATHT KOJIMIECTBO
JIOXKHBIX cpabaThIBaHWK HE TONBKO U AETEKTOopa TepernonHeHus Oydepa mpu
paboTe co cTpoKaMH (U1 KOTOPOTO aHAJIH3 BHIIOJIHUMOCTH TaKHX ITyTeH 0COOEHHO
KPUTHYEH), HO M JUIS OCTAJIbHBIX YyBCTBHUTEIBHBIX K IIyTSIM JIETEKTOPOB.
Bo-BTOpEIX, IpeanaraeTcs pacmpuTh oToOpakeHue V'S ast 00HapyKeHHs OO0k
npH paboTe co CTPOKaMH. DTO MO3BOJIUT HCIOJIB30BATh Y)K€ HMEIOIIMHCT MEXaHU3M
aHaJIN3a [eJOYNCICHHBIX 3HAYeHUH [UIS aHaIn3a JUIMH CTPOK.

3.1. PacwumpeHue abCTPaAKTHOro COCTOAHUA ANA paboTbl €O
CTpOKamu

ConepxuMoe KaxIO0W CTPOKM B aOCTPAKTHOM COCTOSHHM TIPEJCTABICHO OJHUM
CHUMBOJIGHBIM BBIPQKEHHEM, O3HAUYAIOMIEM UIMHY JaHHOW CTpoku. Breibop Takoii
abCcTpaknuu, ¢ OJHOH CTOPOHBI, TIOMOXKET HalTH OOINBINE OIMOOK W HE BBIIABAThH
JOXHBIX MPEAYNPEKACHUNH Ha HEBBIIOJHUMBIX IyTSIX, HPEAUKATBI KOTOPBIX
coziep KaT YCIOBHUS Ha JUIMHBI cTpoK. C Ipyroil cTOpoHBI, 100aBIeHHE BCETO JIMIIb
OJHOTO CHMBOJIBHOTO BBIDAXEHHUS [UI1 KaXAOW CTPOKM HE MPUBEHET
K 3HAYUTENBHOMY YBEJINYEHHIO pa3Mepa abCTPaKTHOTO COCTOSIHUSI.

Takum o00pazoMm, K aOCTPaKTHOMY COCTOSIHHIO TNPOTpaMMBI JOOABIISIETCS HOBOE
ortobpaxenue Slen : P — SE, rne P — MHOXECTBO NEPEMEHHBIX, KOTOPbIE MOTYT
yKa3blBaTh Ha CTPOKY C TOYKH 3peHHs si3bika Cu (HampuMep, MOXXHO BBIOpaTh
MHOKECTBO BCEX NEPEMEHHBIX YKa3aTCJIbHOT'O TI/IHa).

B HayampHOM COCTOSIHMH IPOTrpaMMBbl KaxJIoH mepeMeHHON u3 P comocTaBiseTcs
HOBasg CHMBOJIbHas TmiepeMeHHas. CTpPOKOBBIM JIHTEpanaM COMOCTaBISIOTCS
KOHCTAHTHI, PpaBHbIC 3HA4YCHUIO JJINH 3TUX JIMTEpAJIOB B 6633H8KOBOM
MPECTAaBICHUN.

Pacmmwmpsirorcst  mepenatounble  (pyHKUMM Ui MHCTPYKIMH — NPHCBaMBaHUA
NepeMEHHBIX 13 MHOXeCTBa P, apupMeTHUECKUX ONepanuii HaJ HAMH, HHCTPYKLIU
JIOCTyTIa K MacCUBY.

60



Jymuna U. A., Mansiues H. E. O6 o1HOM 1oaxo/ie K aHau3y cTpok B si3bike CH JULs TIOUCKa TiepernoiHeHns Oydepa.
Tpyowt UCII PAH, Tom 30, Beim. 5, 2018 r., ctp. 55-74

Tarke cpenmm MHCTPYKIME BBI30Ba (DYHKIMHM OTHEIBHO PacCMaTpUBAIOTCS
WHCTPYKIIMY BBI30Ba OMOIHOTEYHBIX (PYHKIMA paboTHl co cTpokamu. PaccMoTpum
COOTBETCTBYIOILYIO IIepeaTOYHyI0 (QyHKIHIO Ha mpuMepe GQyHKIMU strncpy.

Slen;, - src—1Ils  Slen;,, Fdst - Id obFn— wn
m >, ls Alr=1s
=\ m<,ls ANon<, ld Alr=1d

Sy s A vn >, ld A lr 2, vn
STRNCPY

Slengyt = Slenip{dst — Ir} Tou = Tin AT

JanHas (yHKIMS NpPUHUMAaeT TpU NapaMeTpa: aapec dst, Kyga KONUPYIOTCS
TaHHBIE, apec Src, OTKyIa KOMHPYETCs CTPOKa, M IENOYNCICHHOe 3HAYCHHE N,
olpeziessironiee HanoouIblIee KOJIMYeCTBO CKOMMPOBaHHKIX Oaift. [lycTs Ha pelpe,
BXO/JISIIIIEM B MHCTPYKIIMIO BBI30BA JaHHOW (DYHKIWH, 3HAYCHUS OoTOoOpaxeHus Slen
JUIst cTpoK dst M src paBHBI Id 1 Is COOTBETCTBEHHO, CUMBOJIBHBIM BBIPR)KEHHEM
JUIsl TIEpeMEeHHOM N siBisieTcst vi. Toria Ha BBIXOIHOM peOpe M3 3TOH MHCTPYKLIUHU
JUIA 3HaYeHWs IUHBI dst BbIOEpeM HOBYIO CHMBOJBHYIO IEpEeMEHHYIO [r,
a ycloBus Ha € 3Ha4eHUsl J00aBUM K IPEIUKATy TOYKH.

Jns onpeneneHust 3HaueHUs [r clielyeT pacCMOTpeTh TpU ciydas. Eciu 3HaueHue
NEepEeMEHHO# n OoJibile JUIMHBL src (va > [s), To quHa dst mocie BbI30Ba OyeT
paBHAThCA JyuHE src (Ir = [s). Ecnv 3Hauenue n He 6onbie IHbl src (va <[s),
TO CpEIH MEPBHIX N OalT CTPOKM SIrC 3aBEAOMO HET HYJIEBOTO, U 371€Ch BOZMOYKHBI
JBa ciayyasi. Ecny 3HaueHue n Takxke He npeBocXo T JuinHy dst (va < Id), To pnuna
dst ocranercs mpexsHed (/r=Id), Tak Kak TIOJOXKEHHE ONIDKAHIIEro
K HayaJly CTPOKH HYJIEBOT0 OaiiTa He U3MEHUTCS. B IPOTHBHOM e cityyae Mpo JAJIHHY
dst MOXHO cCKa3aTh JIMIIb, YTO OHAa 3aBEJOMO HE MEHbIIE n. AHaJOTHMYHbIE
MTOCTPOEHHSI MOKHO TIPOBECTHU M I APYTHX (GYHKIUI pabOTHI CO CTPOKaMHU.

CBsi3p MEXAYy 3HAYCHUSMH IEJIOYHCICHHBIX TEPEMEHHBIX M JUIMHAMH CTPOK
BO3HHMKAeT IIpU BbI30BE (YHKIMH, BBIYUCISIONMX [UIMHY CTPOKH, U pabore
C MaccHMBaMM NIOCHMBOJBHO. Tak, Hampumep, mpu o00pabOTKe HHCTPYKIHH
x = strlen(str) CHMBOJBHOE BRIpAXKCHHE IS JUIMHBI CTPOKH S t r KOIUPYeTCs
JUISl TIEPEMEHHOH X.

Slen;, - str — Is

STRLEN
Tout = Tin{x > s}

IIpu mnpucBanBaHWKM HOBOTO 3HAYEHHMS B DJJIEMEHT MaccuBa str[i] = x
BO3MOXHBI JBa Cyyasi: €clid MNpPUCBAMBAEMOE 3HAUYEHUE PABHO HYIIO U UHAEKC
MEHBIIIE TeKYIIeH IITMHBI, TO IJIMHA CTPOKH St r CTAaHET paBHA 1 MO0 HE H3MEHUTCS
B IIPOTUBHOM ClTyuae.
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Sleni, Fstr = 1ls obx=vw okbi=w
r_y (ve #0 V Is <, vi) A lr=1s
= (ve =0 A ls 2, vi) A lIr =i

Slen gyt = Slen, {str — Ir} mou = mm A7

BUFASSIGN

IMonnep:kka HOBOrO OTOOpakeHUsT TPeOyeTcs M MpH OOBCIUHCHHUU COCTOSHHIMA
B TOYKax CIMSHUSA: NPU OObEJAWHEHUM 3HAYECHUH NEpPEMEHHBIX M3 MHOXecTBa P
O0OBEMHSIOTCS HE TOJBKO MX CHUMBOJIBHBIE BBIPQKEHHS, HO M JUIMHBI UX CTPOK
O0BEAMHSIOTCS aHAIOTHYHBIM CIOCOOOM C YYETOM YCIOBHH Ha OOBEAMHIEMBIX
BETKaXx.

Jnist opraHm3aiii MeXITpOLEeAyPHOT0 aHaIu3a 00 beIMHEHHE 0ToOpaxkeHuH Slen s
TOYEK BbIXoAa M3 (QyHKIMHM nomemaercst B pestoMe (yHKuuH. [Ipy npumeHeHnn
pe3roMe B TOYKAaX BBI30OBA 3HAa4YCHUSA Slen U3 pe3loMe TPaHCIHUPYIOTCS
B KOHTEKCT BBI3BIBAIOIMIEH (YHKIHA W COIOCTABISIOTCS COOTBETCTBYIOLIMM
MEPEMEHHBIM U3 MHOXKECTBa P 110 TOMY k€ IPUHIHUITY, KaK IPOUCXOANUT TPAHCIISIIHS
OTOOpaKEHUS G.

3.2. PacwupeHue otobpaxeHna VS ana obGHapyxeHus olMOOK
npu paboTte co cTpokamm

Wnes paccMaTpruBaeMOro alropuTMa 3aKIIOYaeTcs B TOM, YTOOBI aHAIM3UPOBATh
JUTMHBI CTPOK aHAJIOTHYHO TOMY, KaK aHATM3UPYIOTCS [IEIT0YHCICHHBIE IIepeMEHHBIE,
mpu 3TOM oOecTeunBasl COBMECTHMOCTh JITHX IBYX aHAJU30B, TO €CTh YTOOBI
uHdopmanus O JUIMHAX CTPOK MoOIJIa OBITh HCIIOJIb30BaHA JUIS —aHaIM3a
[IEIT0YMCIIEHHBIX 3HaUeHUH 1 06paTHO. C 3TOH 11eNbI0 0TOOpaxkeHue V'S pacmupsieTcst
JUTSI CAMBOJIBHBIX BBIPQXKEHHH, COMTOCTABIIIEMBIX CTPOKaM OTOOpaxkeHueM Slen.

Kak yxe ObUIO CKa3aHO, Bce KOHCTaHThI OTOOpaxkeHHeM VS mepeBozsrcst B ceds,
MO3TOMY JUISI CTPOKOBBIX JIUTEPANIOB, 3HA4YCHHSA Slen I KOTOPBIX SIBISIOTCA
KOHCTaHTaMH, pacIiupeHue VS mpoucxoauT eCTECTBEHHBIM 00pa3oM.

CranpapTHBIE OTIEpalliy HAJ CTPOKaMU MOAETHPYIOTCS 10 aHAJIOTHH C ONEPaIlUsIMH
C LeNbIMA YMCIAMU: TaK, BBI30B (YHKIMH Strcpy MOJCIUPYETCS Kak
MIPUCBaWBaHUE [UIMH, strcat —Kak CIOXKEeHHe W T. . s mpoBepKH BBI30BOB
OMOIMOTEYHBIX PYHKITUI HA BO3MOYKHOE TIEPEIIOIHEHHE CTPOATCS hopMyiibl NotLess
u NotGreater, aHalOTUUHBIE TE€M, YTO HCIIOJIB3YIOTCSI TIPH aHAJIM3€ MHCTPYKLUIA
Joctyna kK 0ydepy, HoO B Ka4eCTBe MHIEKCa HCIIOIb3YeTCsl MAaKCUMaJIbHOE CMEIIEHHE,
10 KOTOPOMY B COOTBETCTBHHM C CEMAHTHUKOW WHCTPYKLHMH OyIeT HMpOWU3BOJIUTHCS
JIOCTYTI K CTPOKE.

PaccmoTpuMm ommcaHHBII B 0OmMX YepTax MOAXOA Ha mpumepe. B ¢yHKimy,
npuBeAEHHOW Ha jucTuHTe 1, myTh 2-3-4-5-6-7 sBnsercs ommO04HBIM. YTOOBI
OOHapYXuTh 3Ty OIMMOKY, HEOOXOIMMO [OKa3aTh, YTO sl HEKOTOPOTO IyTH
B TOYKE Ha CTpoke 7 Bcerna strlen(s) = 10un >10.
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1 void foo (int cond, Int n) {

strncat (dst, s, n);

2 char s[100], dst[10]="";

3 iT (cond)

4 strcpy (s, "very very long string");
5 if (n > 15)

6 /...

;

8

Jucmunz 1. [Ipumep owubku
Listing 1. Defect example

IlepBoe yciioBHE 3aBEJOMO BBINOJIHEHO, €CJIM B S ObLIa CKONIMPOBaHA CTPOKA, JTHHA
KOTOpO# Bceraa He MeHbIe 10, T.e. ecIM HCKOMBII ITyTh MIPOXOAUT Yepe3 TOUKy 4 1
strlen("very very long string")>10. as TOYKH 7 3TO MOXKHO
3anucarh Kak cond A 21>10.

Bropoe yciioBue BBINONHEHO, €CiM OBLJIO BBINOJIHEHO CpPaBHEHHE Ha CTPOKE 5
nu 15210. B Touke 7 [OCTATOYHBIM YyCIOBMeM JToro Oyzner ¢opmyna
n>15 A 15210.

C y‘{éTOM TOT'O, YTO MPEAUKAT JOCTUKUMOCTU TOYKHU 7 TOXKAECTBEHHO PaBCH UCTUHC,
HUTOTOBOE JIOCTATOYHOE YCIOBHE OIIHOKU OyIET MMETh BHI:

cond A 21>10 A n>15 A 15=10.

JanHOE yCIIOBHE MOCTPOCHO TAaKUM 00pa3oM, YTO HaIW4IWe XOTS OBl OIHOTO
YIOBJIETBOPSIOUIETO €My Ha0Opa 3HAa4eHWI BXOTHBIX NMEPEMEHHHIX n H cond
ABTOMATHYECKH O3HAYAeT HAMYKE OMMOOYHOro myTd. Jlerko momoOparh Takue
3HA4YECHHUsI: n = 16, cond = 42. TloacTaBuB 3TH KOHKPETHbIE 3HAYEHHS
B YCJIOBHS IIEPEX0A0B (PYHKIMH, MOXKHO MOJYYUTh HCKOMBIH OIIMOOYHBIH MyTh.

4. Peanusayus u pesysribmambl

4.1. Peannsauusa geteKkrtopa

3ajaueil HACTOSILEr0 UCCIIEOBAHMs OBbLIO YIy4llleHHE CTAaTHYeCKOr0 aHallu3aTopa
Svace [10] myTéMm pacuiupeHus 4YyBCTBHUTEIBHOTO K IyTSIM aHAW3a MOAAEPIKKOM
cTpok s3bika Cu. B mpenmpinymieid Bepcuu ObLT peaan30BaH HEYYBCTBHTEIBHBIA K
Iy TSM aHAJIH3 JJIUH CTPOK, OCHOBAHHBI Ha HHTEPBaJIbHOM aHanmu3e. Kak crencraue,
nHGOPMAIIHH, TIOTYICHHOU B pe3yIbTaTe JAHHOTO aHAIN3a, He OBLIO JOCTATOYHO JIIS
OpraHM3ali YyBCTBHUTEIBHOTO K MYTSAM IOMCKa IMepernoiHeHus: Oydepa mpu
obpabotke cTpok. KpoMe TOro, AMMHBI CTPOK HE YUUTHIBAIKMCH JJIsI TOCTPOCHHS
JOCTATOYHBIX YCIIOBUH TOYKM OPU CHMBOJBHOM HCIOMHEHUH. Takke HMeEIcs
HEYyBCTBHUTEJBHbII K MYTSIM IETEKTOP MepenoiHeHus oydepa npu o0paboTKe CTPOK,
HO OH BBIAaBaJl OOJIBLIOE KOJIMYECTBO JIOXKHBIX CpabaThiBaHUNI W HE 0OecredrBas
XOpollee TOKPhITHE OIIHOOYHBIX CUTYALIUH.
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st pernenust 3THX npoOiieM Obl1a pea30BaHa MoJIepKKa CTPOK TP CUMBOJIEHOM
WCIIOJIHCHUH C TOMOIIBI0 AITOPUTMA, OMUCAHHOTO B paszzene 3.1, u pacumpeH
AMEIOLIUICS JIETEKTOp TepernojiHeHus Oydepa B COOTBETCTBUH C IOIXOJIOM,
OTIMCAaHHEBIM B pazfene 3.2. PaccMoTpeHHBIE anropuT™MBI OBUTH pean30BaHbl KaK s
OOBIYHBIX CTPOK, TaK W IS CTPOK C IMMPOKMMH cuMmBojamu (wide characters —
CHMBOJIBI, XpaHsuuecs B Tune wchar t saseika Cum). Taxke ObUl pealn3oBaH
HEYYBCTBUTCIIBHBIA K MYyTSM AETEKTOP OIIMOKH, CBSI3aHHOW C HCIIOJb30BaHHEM
OOBIYHOW CTPOKU B KAYECTBE IIUPOKOI» CTPOKHU, HAIIPUMED TIPH BbI30BE (DYHKIUH
WCSCpy.

J1s orieHKH MacIITabrpyeMOoCTH HOBOH BepcHH Svace oHa Oblla IPOTECTHPOBaHA Ha
npoekte Android 5.0.2 6e3 3aMETHOrO YXYIIICHHS MPOU3BOIUTCIBLHOCTH IO
CpaBHEHUIO ¢ Oa30BoM Bepcuei. Bbl1o BBIJaHO 1IECTh HCTHHHBIX NMPEAYNPEkKICHHH,
CBSI3aHHBIX C IIepeNoIHeHneM OyQepa pu BbI30Be 00EPTKH Haa QPyHKIMEH strcpy.

B C noonepmeEon CTPoK
Be3 NoAAEp#KN CTPOK
40
30
20
10
ﬂ E

CWELZL CWEL22 CWELZE

K, %

KonAsecToo HdAOeHMbX Ownbo

Puc. 1 Cpabamvisanus ananusamopa na pasnuunvix CWE
Fig. 1. Reported warnings by CWE

4.2. TectupoBaHue ¢ nomouybio Juliet Test Suite

Juis TecTHpoBaHUS MCIONB30BaJICs HaOop cuHTeTndeckux tectoB Juliet Test Suite
C/C++, pazpabotannsiii B NSA’s Center for Assured Software [11]. s s361K0B
Cu/Cut++ B 9TOM HabOpE MPEACTABIICH PSII TECTOB, PA3MEUYCHHBIX 110 KJIacCH(UKAIHH
CWE. K omubke nepernosHenus: Oydepa cpenu Bcex Ipyri Habopa OTHOCSTCS
rpyrnnsl CWE 121 — «Stack-based Buffer Overflow» (nepenonnenue Oydepa Ha
creke npu 3anucu), CWE 122 — «Heap-based Buffer Overflow» (nepenonnenue
oydepa Ha xyue npu 3amucu), CWE 124 — «Buffer Underwrite» (3amuch 3a JieBoii
rpanuuei 0ydepa), CWE 126 — «Buffer Over-read» (ureHue 3a npaBoii rpanuueii
oydepa), CWE 127 — «Buffer Under-read» (urenue 3a neBoii rpanuneit oydepa).
Jnst 3aa4 HacTosIILEro UcciaenoBaHusl uHTepec npeacrapisuim rpynnsl CWE 121,
CWE 122, CWE 126, T.x. 1pu paboTe co CTpOKaMH HEPEoHIETCs, KaK IPaBHIIo,
paBasi rpaHKIa MaccuBa.
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Jns kaxgoro tecra U3 Habopa TakKe ykazaH HOMep T. H. gapuanma nomoxka (flow
variant), KOTOPBI COOTBETCTBYET OMNpEICICHHOMY BHIY IIOTOKA YIIPABICHUS
¥ TOTOKA JAHHBIX IS JaHHOTO Tecta. Cpenu BapHaHTOB IIOTOKA YIIPABIICHHS
paccMaTpUBalOTCSl Pa3UYHBIC CIy4Yad YCIOBHH IEpexoia, B TOM YHCJIE IPOBEpKa
r100aTbHON TEpEeMEHHOH, yCIOBHE M3 TII00aTbHON (PYHKINH, pa3INYHBIC BUIBI
omeparopa s3bika (switch, while, ...). BapuaHTbl MOTOKAa TaHHBIX OMHCHIBAIOT
pas3yIMuHBIe CIIydau MEXIPOLEIypHOH M BHYTPUIPOLEIYPHOH Nepenadl JaHHbBIX,
TaKHe Kak: IMepechlUTKka Yepe3 apryMeHThl (ZYHKIHUH (B T. 9. IO YKa3aTelNko, CCHIIKE,
KaK 2JIEMEHT MacCHBa WIH KOJUICKIMHM W IIp.), Yepe3 BO3BpallaeMoe 3HAa4YeHUE
¢$yHKIHH, Yepe3 rIodatbHyo epeMeHHY0. HekoTophie 13 BapuaHTOB CTICITU(IIHBI
i si3pika Cu++ 1 He IPIMEHUMBI K TectaM Ha CH.

CymecTByeT Takxke KiIacCH(PHUKAIUs TECTOBBIX (YHKIUN TO (DYHKYUOHATbHBIM
sapuanmam (functional variants) —c yd4€ToM 3aBHCANINX OT KOHKPETHOTO THIA
nedekra ocobeHHocTe#l TecToBoro mpumepa. B ciydae nepenonnenus Oydepa k
TaKUM KPUTEPHUSIM MOXXHO OTHECTH: MMsI OHMONMOTEUHON (DYHKIUH, BHI30B KOTOPOH
MPHUBET K TIEPETIOTHEHHIO, THIT YJIEMEHTOB MAaCCHBA, CIIOCOO BBIIACICHHUS MAMSTH O
MaccuB M T.I1. JlaHHast Kiaccu(UKaIysi, Kak IMpaBUiIo, OTPayKaeTcsl B UMEHU (aina ¢
TECTOM, HanpuMmep, char alloca ncpy.

& Fmagepenink ¢ P,

B2} DL PN A C T

SRS Bk elios,

LEXTE

'L o e B i v b e v v
123143607 & %1012 F14050607 183122 30 X8 153441 &l B2 By a4

Fipase Ba[AdnTE FOT0AS

Puc. 2. Cpabamvisanus ananuzamopa Ha pasiuiHelx 6aPUAHMAX NOMOKA
Fig. 2. Reported warnings by flow variants
W3ydenue pacnpezeicHus TECTOB B HHTEPECHBIX C TOYKH 3PCHUS JaHHOTO
HCCIICAOBaHUs TIpyIlnax IIOKa3bIBA€T, YTO TECTbl PACIPCACIICHBI MPUMEPHO
PaBHOMEPHO MEXKAY BCCMHU BapUaHTaMHU IMOTOKaA. TTouTn TPETh TCCTOB HCIIOJB3YET
CTPOKH C IIMPOKHUMH CHUMBOJAMH. Takke B3HAYHTEIEHOE KOJIMYECTBO TECTOB
MPOBEPSIFOT UCIOJIb30BaHUE OHONMOTEUHBIX (YHKIMH, TaKMX KaK memcpy—
nojo0Hble (QyHKUIUH, (QYHKIUH 0OpabOTKH CTPOK, HCHOJB3YHoIIKe (HOPMATHYIO
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CTPOKy, W T.H. Ha paccMOTpeHHBIX TIpynmax TECTOB OBbLI JABaXIbl 3aIylleH
aHanmm3aTop Svace: ¢ BKIIIOYEHHOW ITOIJIEPKKOW CTpok W 0e3. [lamee mpuBeneH
aHaJIM3 PE3yJIbTATOB TECTHPOBAHUSI.

Bo-niepBBIX, HU Ha OZHOM M3 3aITyCKOB He OBIJIO OTMEUYEHO JIOKHBIX CpabaThIBaHUI
JIETEKTOPOB OIIMOKM repernosHeHus Oydepa Ha BHIOpaHHBIX TPYIIAX TECTOB.
Bo-BroppIX, aHaNM3 pe3yabTaTOB IIOKA3aJl, YTO YWCIO CpabaThIBaHUH B
HMHTEPECYIOIINX IPyINax YBEJINIWIOCh NPUMEPHO B 2,5-3 pasa (cM. puc. 1). Obmee
4yucino OOHapyKMBaeMbIX OmMHMOOK yBenmmumiaocs ¢ 15,4 % mo 41,5 %. Taxoke
OT/IeJIbHO OBUIM paccMOTpeHbl (DyHKIMHU, UCIOJB3YIOLIME TUI wchar t; 4ucIo
cpabaThIBaHUI JETEKTOPOB HA HUX YBEJIMYMIIOCH IIPUMEPHO B IIATH pas.

B-Tperbux, ObUIO POM3BEJCHO CpPaBHEHUE pPE3YJIbTATOB BHYTPU TpYIII,
COOTBETCTBYIOIIMX BapuaHtam nortoka. Yucio cpabarsiBanuii B 40 u3 48 rpynmax
BbIpociio B 2-10 pa3 (cM. puc. 2). OcraBimmuMcs BapuaHTaM [I0TOKA B 000UX 3aIlycKax
COOTBETCTBYET HYJIEBOE KOJIMUECTBO CpadaThIBaHMH — 3TH BapHaHTHI IIOTOKa He
MOJIEPXKUBAIOTCA (K TaKOBBIM OTHOCSITCS, HAalpuMep, BHI30B (YHKUIUM 110
yKas3aTelso, BbI30B BUPTYAJILHOH (YHKIMHU, Iepegada JaHHBIX 4epe3 KOJUICKINU
s3bIka Cu++).

AHanorn4HeIM 00pa3oM paccMaTpHBAINCh TPYIIBI TECTOB, OOBEIMHEHHBIC II0
(yHKIIMOHATBHBIM BapuaHTaM. Pesynbrarer s 49 % ot obmiero yncna rpymm He
M3MEHWINCH II0CIIE pealn3alii ajIrOpuTMa —3TO B TNEPBYIO OYEpEIb TECTHI, B
KOTOPBIX TIeperoHeHne Oydepa He CBA3aHO ¢ paboToii co crpokamu. [lpu sTom mis
21 % rpymnn ObUIO BBIAAHO HYyJIEBOE KOJIMUYECTBO CpabaThHIBAHUIl; B OCHOBHOM, 3TO
TECTBl, TJ€ HCIOAB3YIOTCS (QYHKIMHM ¢ (OPMATHBIMH CTPOKaMH (HampuMmep,
snprintf). Pazbop ¢popmaTHON CTPOKH, HEOOXOIUMBIH JIJIsl HAX0XKISHHUS OIINOOK
B 3THX TECTaX, PEaJIM30BaH B NHCTPYMEHTE Svace B OTJEIbHOM JAETEKTOPE, KOTOPBIH
HE BXOJHUT B PaMKH MaHHOH paboTel. Umcio cpabaTeiBaHUil A ocTanbHBIX 51 %
rpymn ObIJIO HyJIEBBIM /10 BKJIFOUEHHS MOJIEPKKH CTPOK | cTano paBHO 30-80 % ot
yucna QyHKuuil B rpynme. Ilpu 3ToM Jydmme pe3yiabTaTbl ObUIM MOJY4YEHBI Ha
(GyHKUMAX, rae omnoOKa BO3HUKAET MPU MCHOJIB30BAaHUM OMOIMOTEUHBIX (YHKIHH
(strcat, strcpy, memcpy, memmove), a XyIIue TaM, T1Ie OIMOKa BOZHUKACT B
LMKJIE WM TIPU UCTIOJIb30BAHUH (QYHKIMH C (hOPMATHOM CTPOKOIA.

4.3. CpaBHeHMe C MHCTPYMeHTOM Infer

Jnst  onenkn 3(GGHEKTHBHOCTH MeToJa OBUIO TPOM3BEASHO CpaBHEHHE CO
cratuueckuM aHaim3aropoM Infer static analyzer [14, 15]. DT1OoT HMHCTpyMEHT
paspabatbiBacTcsi Kommanuei Facebook, mmeerT OTKPBITBIA HCXOMHBIA KOI |
HMHTCHCUBHO Ppa3BUBACTCSA B HACTOALICE BpEMA. OH aKTHBHO HCIIOJIB3YCTCA B
WHIYCTPHUH, HAIpUMEp, B Takux KpymHbIX [T-kommanmsx, kak Amazon, Spotify,
Uber, Mozilla Corporation [12].
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Fig. 3. Svace and Infer warnings by CWE

s moucka ommbok nepenonHeHus Oydepa B Infer umeercs skcreprMeHTaIbHBIHA
nerextop InferBO [13]. Ha naHHBIit MOMEHT JUIsl 3TOTO JETEKTOpa 3asiBJICHA TOJIBKO
mojiepkka s3bika Cu, TIOA3TOMY M3 TECTOBOrO0 HaOOpa, OMHCAHHOIO BBIIIC, OBLIH
UCKIIOYeHBbl (yHKIMH Ha s3pike Cut+. Ha ocraBmuxcs QyHKuusix ObutH
IIPOTECTUPOBAaHBl Bepcuu Svace ¢ M 0e3 MOJJNEpKKH CTPOK B CPaBHEHUH C
aHamu3atopom Infer (cm. puc. 3).

Tak ke, kak u Svace, Infer He UMeeT JOXHBIX CpabaThIBAHWI Ha PACCMOTPEHHOM
Habope. [IpoueHT oOHapyKHBaeMbIX omMOOK coctasiseT 15,2 % mus Infer, 19,5 %
st Svace 06e3 monuepKKu crpok u 48,7 % Ipu UCIONIb30BAaHWU OINMHMCHIBAEMOTO
Meroza. I'oBopst 00 oraensHbIX rpynmnax CWE, MoxHO oTMeTuTh, 4uto Infer sryuine
0a30Boi1 Bepcun Svace CIpaBIseTcs ¢ oIMOKaMy epenoTHeHus Oydepa Ha Kyde u
XyXKe C OIIMOKaMHU TieperoHeHns Oydepa Ha cTeke U YTeHHs 3a TpaHuleit Oydepa,
3HAYUTEIBHO yCTyNasi BEPCHH C aHAJIM30M CTPOK BO BCEX IPyMIax.

TonpKko B Tpex BapHaHTax IMOTOKA W3 37 ommOKK HE OBIIH OOHAPYKEHBI HU OJHUM
nHCTpyMeHTOM. Infer ¢ pa3nuyHBIME BapHaHTaMH IOTOKA CHPABIISETCS HPUMEPHO
onmHaKoBo, Haxons 15-20 % ommubok B 31 Bapuante u 0 % B ocraBmmxcs 7. B 15
BapuaHTax 06azoBas Bepcusa Svace nmpeBocxoaut Infer Ha 10-15 nponeHTHBIX yHKTA,
Ha |-2 myHKTa yCTynas B OCTAIbHBIX BAPHAHTAX C HEHYJIEBBIM YHCIIOM HAJICHHBIX
oumn6bok. B 23 BapuanTax Bepcusi Svace ¢ MoJyIepKKOH CTPOK HAXOIHUT 3HAYUTEIHHO
Oosbiie ommbok uyem Infer, Ha 30-60 mpolEHTHBIX MyHKTOB, BeIMTpbIBas 0-10
MPOUCHTHLIX ITYHKTOB B OCTAJIbHBIX BapuUaHTax.
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Tabn. 1. Cpasnenue pesyromamos Svace u Infer
Table 1. Warnings types detected by Svace and Infer

Yucjo Svace ¢ Svace 6e3
¢ynknmii B MOIePKKOIL MOAAEPKKH Infer, %

rpynmne CTPOK, % CTPOK, %o
Memcpy 1294 63,1 33,9 23,8
Memmove 1258 64,5 34,9 24,5
Loop 1222 22,9 16,5 23,7
Cpy/Cat/Ncat 1532 65,7 0,0 0,0
Necpy 652 56,7 15,0 17,8
Other 1350 20,1 18,4 6,7

[lpu cpaBHeHHM pe3yJBTATOB IO BapHaHTaM OMIMOKKM B LEJIOM HaOJromaercs
crenyromas KapruHa. Ilpaktuyeckd  Bce  (DyHKIMOHAJIBHBIE  BapHaHTEL,
nokpbiBaemble Infer, oOHapyxuBaer u 0a3oBas Bepcus Svace. [lpu stom Ha
OonpmMHCTBE 3THX BapuaHTOB Infer mokaspBaer Ha 10-15 MPOLEHTHBIX ITyHKTOB
Jy4lUIMA pe3yibTaT, B OCHOBHOM JUIs TeX (yHKUMI, KOTOpblE HWMEIOT
nonosnautenbHyto nomerky CWE 805 — «Buffer Access with Incorrect Length
Value» (moctyn k Oydepy ¢ HEKOPPEKTHBIM 3HAUCHHEM JUIMHBI). B TO xe Bpems
Svace oOHapyXHMBaeT HECKOJIBKO (DYHKIMOHAIBHBIX BapHaHTOB, KoTopble Infer He
00Hapy>KHBaeT BOBCE, 3a CUET YEro MMEET HEMHOT0 0oJiee BEICOKHI OOIIMIA MTPOLIEHT
oOHapykuBaeMbIX omuOOoK. Bepcus ¢ momaep:kkoit cTpok 0OHapyXuBaeT Ooliee YeM
B 2 pa3a OoJbIle pa3IuyHBIX (PYHKIIMOHAIBEHBIX BAPHAHTOB IO cpaBHEHUIO ¢ Infer.
B Tabn. 1 mnpuBeneHsl pe3ysibTaThl MHCTPYMEHTOB B YKPYNHEHHBIX TIpyIIax
(YHKUMOHAJBHBIX BapuaHTOB. JlaHHBIE TPYNIBl OBUIM  IIOJNYYSHBI IIyTeM
Oo0BeMHeHUS (YHKIMOHAIBHBIX BapHaHTOB IO IOCJIEIHEMY CIIOBY HX HMEHH.
Hanpumep, ¢yHKIMOHANBHEI BapHaHT char type overrun memcpy
MONa/IeT B TPYMITy memcpy. OT0 ObIJIO CeNaHO ISl KPaTKOCTH B CBSI3U C OYEHb
OONBIIMM KONMYECTBOM (PYyHKIIMOHAIBHBIX BapHaHTOB. B rpymme loop ommOka
MIPOSIBIISIETCS] BO BpeMsi oOpamieHuii k Oydepy 1o MHIEKCy, BEIYUCIIEMOMY B IIUKIIE
W MPEBBIIAONIEMY ero pazMmep. B rpynmax memcpy, memmove omuOKa BOSHHKACT
IpU  BBI30BE COOTBETCTBYIOIIMX OWUOIMOTEYHBIX (YHKIMH C HEKOPPEKTHBIM
napameTpoM pasmepa oydepa, B rpymme Cpy/Cat/Ncat — mnpu BeI30Be QyHKITHIA
strcpy, strcat, strncat. OrtgensHO ObUTa paccMOTPEHA rpynma ncpy c
O6ubmmoTeyHoil (yHKIMEeH strncpy, A OOHapYXXEHUs INEPEHoIHEHUS IIepPBOTO
apryMeHTa KOTOpOil He Hy»HO 3HAaTh JAJIHMHBI CTPOK-apryMeHTOB. OyHKIHOHAILHbIE
BapUAHTBI, HC IMOTIAaBIINE HU B OAHY U3 MEPCUYUCIICHHBIX I'PYIIIIL, 6bIJ'II/I O6'I)CZ[I/IHCHI)I B
rpynmny other. OHM coxmepxar HeOOJbIIOE KOJMYECTBO (QYHKUMH U
XapaKTePHU3YIOTCd OTHOCUTENIBHO HH3KHM KOJHMYECTBOM CPadaThIBAHUH KaXXIOTO
aHaIM3aTopa.

W3 Tabmmis! BUOHO, uTo Infer mydimne o6padaTeIBaeT IUKITEL M 9y Th JIyYIIE, 4eM Svace
0e3 MOANEPKKH CTPOK, HAXOOUT OMIMOKHM, CBfA3aHHBIE ¢ Strncpy, NPH 3TOM
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MoKa3biBast OoJiee cinalblif pe3yabTaT Ha (GYHKIHAX memmove W memcpy. Takke
MOYKHO 3aKIIFOUHUTb, YTO MOJAEPIKKa cTpok B Infer orcyTcTByer.

Crenyer oTMETHTh, YTO TECTOBBIA Habop Juliet He sBJSETCS peNpe3eHTATHBHOM
BBIOOPKO# TUIIOB JIehEeKTOB, BCTPEUAIOIIUXCSI B KOJIE PEANIbHBIX IPOIPaMM, IOATOMY
Ha OCHOBAaHHMHU TOJIBKO JIMIIb PE3YJLTATOB TECTUPOBAHUA HEJIB3d CACIATh
HCYEPIILIBAOMINX BBIBOAOB O KadCCTBC U CpaBHI/ITeJII)HOI;’l HpaKTH‘IeCKOﬁ I10JIB3€
paccMaTpruBaCMbIX HTHCTPYMECHTOB.

5. 0630p cywecmeyrowux peweHul

O[lHI/IM N3 NIEPBBIX CTATUYCCKUX aHAJIN3aTOPOB, OPUCHTUPOBAHHBIX Ha aHAJIN3 CTPOK
JUTsl TIOWCKa TiepernoyiHeHus, cran coznanueiii B 2000 r. mactpyment BOON [1].
AHaM3aTop MOJCTHPYET KAXKIYI0 CTPOKY Mapoil MEPEMEHHBIX, ONPEACIISIONINX
pa3Mep BBIICICHHOW MaMATH M JUIHHY CTPOKU. B mporecce 00xoma abCTpakTHOTO
CHUHTaKCHYECKOTO JepeBa UCXOTHON MTPOrPaAMMEBI CTPOUTCS CUCTEMA IEIOUUCIICHHBIX
WHTEPBAIBHBIX HepaBeHCTB. [locie pemeHus MOoMydeHHOH CHUCTEMBI U KaXKHOH
CTPOKH aHaJM3HPYeTCs YCIOBHE OE30IMacHOCTH: €CIH He JOKa3aHOo, YTO JTHHA
CTPOKH MEHBIIIe pa3Mepa Oydepa, To BBIIAeTCs MpeaynpeKIeHre. AHAINA3 ABISCTCS
MEXIPOLEAYPHBIM, HEYYBCTBUTEIBHBIM K TIOTOKY ¥ KOHTEKCTY BBI3OBA.
HccnenoBanus HE3aBUCHMBIX aBTOPOB [2, 3] OTMEUaloT XOPOIIYIO
MIPOU3BOIUTENHFHOCTD, HO TIPH 3TOM OOJIBIIOE KOJMYECTBO JIOKHBIX CpabaThIBaHUIL.
KonuyectBo 00HapyKMBAaEMbIX OLTHOOK TAKXKE CYIIIECTBEHHO HUXKE 10 CPABHEHUIO C
JPYTUMU JIETEKTOPAMH MEePEToJIHEHHS Oy(epa, 9TO OTUACTH MOXKET ObITh OOBICHEHO
Y3KOH crienuain3alnueil THCTpPYMEHTa KaK aHajau3aTopa CTPOKOBBIX ONEpaLvii.

B 2003 r. Obu1 co3man wuHCTpyMeHT CSSV [4], 1Enbi0 KOTOPOTO SIBJISETCS
oOHapy’KeHHE BCeX OIMIMOOK mepenoiHeHus 0ydepa B nporpamme Ha si3bike CoreC
(moamuoxecTBO CH) C HEOOJIBIIMM KOJUYESCTBOM JIOKHBIX CpabaThiBaHUN. AHAIIN3
OCYILIECTBIIICTCS OTHCIBHO M KaKIOH (YHKIMH, MEKIPOIETYPHBIH aHAIN3
OpraHu30BaH C MOMOUIbKO aHHOTALMN, MPEIOCTABICHHBIX Mosb3oBareneM. CSSV
mpeobpa3yeT HCXOAHYIO MpOrpaMMy B MpOrpaMMy Haj [EIOYUCICHHBIMHU
3HAYCHUSIMH ¥ KOHCEPBAaTHUBHO NPOBEPsET €€ Ha Hanmuue omnOok. Heo6xoammocTs
HATIMICAaHUS aHHOTAIIMHA MOJIh30BATEIEM CYIIECTBEHHO OTPAHUINBACT IPAMEHUMOCTh
JAHHOTO WHCTpyMeHTa. K HemoctaTkam TakXKe MOXHO OTHECTH OTCYTCTBUE
MacITabupyeMOCTH Ha OOJIbIINE ITPOTPAaMMBI.

Honxoxn, npenmoxkeHHbIii B padore [5], kak 1 CSSV, rapantupyer oOHapykXeHHE
BCeX OIMMOOK mepenoHeHus mpu padbote co crpokamu. OH OCHOBAaH Ha aOCTPaKTHOM
MHTEPIIPETAllMK C KCIOJIb30BAaHUEM IOJHMIIPOB B KauecTBE aOCTPakKiUH st
MOJIEITUPOBAHU BO3MOYKHBIX 3HAYCHUH pa3mepoB MacCHBOB
U JUIUH CTpoK. B pabote [6] mpemiaraercs B kauecTBe 00Jice TOUHOW aOCTpaKIMU
UCTIOJIB30BaTh  Mponuieckue  TOMUIJPbl — aHAJIOT  BBIMYKIBIX  MOJIU3IPOB
B Tponuyeckod aireOpe. TakoW MNOAXOJ MO3BOJSIET BBIYHCIATH OOJiee TOUYHbIE
WHBAapHUAHTHl HAJX JUIMHAMH CTPOK B pe3yJbTaTe CTPOKOBBIX IPeoOpa3oBaHUIL.
JlaHHBIE METOABI TO3BOJIIOT TapaHTHUPOBATh OOHAPYKCHHE BCEX OMIMOOK
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paccMaTpuBaeMoOro THIA, OJHAKO IIOXO MAacIITaOUpYyIOTCS Ha IPOrpaMMBbI
6outbIIIOro pazmepa.

Psin coBpeMeHHBIX NPOMBINIICHHBIX aHaIM3aTopoB, Takux kak Coverity Prevent,
Klocwork, HP Fortify, Bkimtouator B ceOst JeTEeKTOpHI nepenoineHus Oydepa npu
paboTe CO CTPOKaMH, OJHAKO HCIONB3yeMble HMH alrOPUTMBI 3aKPBITBHI, YTO
3aTPYAHSET CYXKICHUS O Ka4eCTBE STHX ACTEKTOPOB.

[lepcnekTMBHBIMM B KOHTEKCTE€ aHalW3a CTPOK Ui IiepernosiHeHus: Oydepa
MIPEICTABIAIOTCS pelIaTeNn ¢ MOAAEPKKOoH cTpok [9]. B Hacrosimee BpeMs oHH
MOJTYYHJIH IINPOKOE PUMEHEHHE IS aHAIN3a 3HAYSHHI CTPOK B BEO-IPHIIOKSHUX,
rlie OHU IO3BOJIIOT OOHAPYKUBATh M aBTOMATHYECKH aHAIM3HPOBATH MPOLIEIYPEI
IPOBEPKY BXOAHBIX IAHHBIX («CaHMTAH3epb») U yCTPaHEHUS HOTEHLIUAJIbHBIX
ys3BuMocTel. CrocoOHOCTh IaHHBIX HHCTPYMEHTOB aHAJIM3UPOBATh HE TOJBKO
pasMep, HO M COJEPKHMOE CTPOK MOXKET OBITh TaKXKe IOJe3Ha WM IPH aHalIHu3e
nepernoyiHeHus: Oy¢depa, 0HaAKO YUCIIO PeaibHO BCTPETHBLIMXCS HaM Ha MPaKTHKE
NPUMEPOB, Ul KOTOPBIX TPeOyeTcs BBIHOCUTH CYXKICHHUS O COIEPKHMOM CTpOK,
OTHOCUTENBHO HEBEJIHKO.

6. 3aknrodeHue

B crarhe mpencTaBiieH METO] MOKMCKA TEPEIONHEHUHE Oydepa, MPOUCXOIAIIMNX MTPH
pabote co crpokamu sizbika Cu. MeToJ OCHOBaH Ha CHMBOJIBHOM HCIIOJHCHUH
C OOBCOUHEHHUEM  COCTOSHHI,  SBISCTCS  MEKIPOIEAYPHBIM,  00JamaeT
YYBCTBUTEIHLHOCTHIO K ITyTSIM BBIOJHEHUS W KOHTEKCTaM BBI30BOB. Mmes merona
3aKJIIOYACTCS B PACHIMPEHUH JUIS OIepaluid CO CTPOKaMHU MPEIIIOKCHHOTO
B MpenpIaynnx padorax moaxoza [7, 8], KOTOpPBIA 3aKIIFOYAaeTCss B OTCICKUBAHUH
oreparyii ¢ I[EJIOYUCICHHBIMH 3HAYCHUSIMH M TOCTPOCHUIO HA 3TOW OCHOBE
JIOCTATOYHBIX YCIOBUI BO3HUKHOBEHHS OLIHOKH.

Pa3paboTaHHBII METO pear30BaH B CTATHYECKOM aHAIM3aTope Svace U o0lamaeT
TEMH KE MMOKA3aTeNIIMA MACIITAOUPYEMOCTH M TOYHOCTH aHAJIN3a, YTO U OCHOBHBIE
JIETEKTOphI OMMOKK TepenonHeHus Oydepa. B gacTHOCTH, I TECTOB M3 IMakeTa
Juliet mouck mepenosHEeHUH CTPOK MO3BOJMI PE3KO YBEIUYUTH IOKPHITHE (YHCIIO
HaXOJWMBIX OINMOOK) B YacTH, OTHOCSIIEHCS K IepernoiHeHnto Oydepa,— poct
COCTaBWJI OKOJIO TPEX pa3. OcTaBIIasCs HE HAWICHHOW Y4acTh OIIMOOK B OCHOBHOM
CBsI3aHA C HEJAOCTATKAMHU HE MPEJIOKEHHOTO METOJla KaK TaKOBOTO, a OCHOBHOM
qacTu (sapa) aHanu3aTopa Svace — 9TO aHalu3 CJIOXKHBIX IUKIOB M KOJUIEKIIHI
si3pika Cu-++. PaboThI Hall yIIyqIICHHEM aHAIM3aTopa B 3THX HANIPABICHUSAX BEIYTCS
B HACTOSIIIECE BPEMSI.

CpaBHEHHE peE3yJIbTATOB TECTUpOBaHMS Ha makere Juliet ¢ pesynbpratamu
cTatmyeckoro aHanusatopa Infer mosBonmn cienarts BEIBOJ, uTo B Infer mommepikka
CTPOK TpHU TOHWCKE IEpernoHeHuH Oydepa HE peann3oBaHa, a OOBIYHEIC
MIEPETIOTHCHHS UITYTCSI IPUMEPHO C TEM K€ KauyeCTBOM, YTO U B 0a30BOI BepcUU
Svace. Infer mydre o6pabaTeIBaeT TECTOBBIN HCXOIHBIN KO CO CIIOKHBIMH IIUKIIAMH,
YTO TOATBEP)KIACT HAIl BBIBOJ O HEOOXOAWMOCTH JOpabOTKH Svace B 3TOM
HAIPaBICHUH.
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C Toukm 3peHHS JOpaOOTKH TPEHIONKECHHOTO METOJa IEePCIEKTUBHBIM
HaIpaBlICHUEM aBTOpam BUJIATCS HHTErpanus peuiareneit
C IO IePKKOit cTpok (Z3str2, Z3str3, CVC4 1 T.11.), 9TO MO3BOIUT HAXOAUTH OITHOKH
MEPEMOIHEHUSI, JJIs1 KOTOPBIX HYXKHO BBIHOCHUTD CYXKICHHUS O COJEPIKUMOM CTPOK.
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Abstract. Many buffer overrun errors in C programs are caused by erroneous string
manipulations. These can lead to denial of service, incorrect computations or even exploitable
vulnerabilities. One approach to eliminate such defects in the course of program development
is static analysis. Existing static analysis methods for analyzing strings either produce many
false positives, miss too many errors, scale poorly, or are implemented as a part of
a proprietary software. To cover a significant amount of the real program defects it is necessary
to detect errors that could happen only on a particular program path and cannot be defined by
a single erroneous point. Also, it is essential to find misusage of library functions and user
functions. The aim of this study is to develop a detection algorithm that will cover such cases,
will produce at most 40% false warnings, will be applicable to any C programs without any
additional restrictions, and will scale up to millions of lines of code.
We have extended our approach of symbolic execution with state merging to support string
manipulations. Also we have developed a string overflow detector based on our buffer overflow
approach with integer indices. The new algorithm was implemented in the Svace static
analyzer. As a result, the coverage of the buffer-overflow related testcases from
the Juliet test suite has increased from 15.4% to 41.5% with zero false positives. Also we have
compared our Juliet results to those of the Infer static analyzer. The basic Svace version
(without string support) is on par with Infer except for the flow variant of complex loops,
whereas string-related buffer overflows are not detected by Infer.
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