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1. BeedeHue

ObGecmieuenue 0€30MaCHOCTH KOMITBIOTEPHBIX TPOTPaMM CTaHOBHUTCS Bce Ooliee
350001HeBHBIM BompocoM. Hacnencteennoe I10, paspaboranHoe 0e3 yuera
COBPEMCHHBIX TpeOOBaHMN 0E30MACHOCTH, MPOJODKACT SKCIUTYaTHPOBATHCS,
JIOBOJILCTBYSCh  (pparMEHTApHBIMU  HCOpaBICHUAMHU. Jla U  COBPECMCHHBIC
TEXHOJIOTHH pa3paboTku Oe3zomacHoro I10 He pemraroT mpoOIeMbl 0E30MACHOCTH B
MOJTHOW Mepe. B wacTHOCTH, HECMOTPS Ha pa3BUTHE IpadUUCCKUX UHTEPQEHCOB,
MPOrPaMMBI MPOJIOIDKAIOT MOJIE30BaThCs (DYHKIMSAMHU (POPMATHOTO BBIBOJIA.

®dopMaTHBIA BBIBOJI HCIIONB3YEeTCS ISl BEJCHUS CHCTCMHBIX O KYPHAJIOB, B
coobmieHusax 06 ommbkax u T.1. Eme B paborax 90-x romor [1] Obuto mokasaHo,
YTO HENpaBWIbHAs paboTa ¢ POPMATHON CTPOKOW MOXKET MPHUBECTH K CEPhE3HBIM
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ys3BUMOCTSAM B Oe3zomacHocT [10, TakuM Kak BBIITOJHEHHWE HMPOHW3BOJIBHOTO KOJA,
MOBBIIICHUC TPUBUIICTHH, & TAKIKE YTCUYKAa YyBCTBUTCIBHBIX NAHHBIX. YSI3BUMOCTh
(dbopmaTHOI CTPOKH MO3BOJISCT 3II0YMBINIUICHHUKY L[eJICHATIPABICHHO
MePEe3anuChiBaTh ONPEICICHHBIC YYaCTKH ONepaTUBHON mamsatu. OJIHUM U3 TaKUX
YYaCTKOB MOKET OBITh siuciika IMaMsTH Ha CTEKE, KOTOpask COACPIKUT aipec BO3BpaTa
u3 (ysknun. Ilepezanmuce agpeca Bo3BpaTa NPUBOJUT K IEPEXBATy MOTOKA
VIpaBJICHUS ¥ BBIMOJHCHUIO IPOU3BOJIBHOIO KOJAA, PAa3MEUIEHHOTO B ITaMSTH.
Pasmemenne B cTeke Iepex agpecoM BO3BpaTa CHEHUANBHOTO 3HAYCHUS
«KaHApPEWKW», MPU3BAaHHOTO BBIABITH OIIMOKH IeperoHeHne Oydepa Ha cTeke, He
3aIUIIaeT OT YSA3BUMOCTH (POpPMAaTHOH CTPOKH, TaK KaK IIepe3alHChIBACTCS HE
JMaria3oH aJpecoB MaMsATH, a TOJIBKO aJpec BO3BpaTa.

IMomck ommOOK M yA3BUMOCTEH MOXKHO TPOBOAWTH KaK HAa YPOBHE HCXOIHBIX
TeKkcToB [2], Tak u B OmHapHOM koje [3]. Tlonck ommbOOK Ha ypoBHE OMHAPHOTO
KOJ[a IMeeT NMPEUMYIIECTBa He TOIBKO, KOTJa HCXOAHbIE TeKCTHI ucciemayemoro I10
HepocTynHbl. Hanbomnee BakHasI IPHYMHA — HCIIONHASMBIN KO TI03BOJIIET TOPA3I0
TOYHEH OIICHUTh KPUTHYHOCTH OIIMOKHU, MOKET JIM OHA SKCIUTYaTHPOBATHCS MM HET
[4], T.k. HA ypOBHE HCXOJHOTO KOJa €Ule HEe H3BECTHO TOYHOE pa3MelleHue
MEPEMCHHBIX B IIAMSTH.

CyIeCTBYIOT pa3IMYHbIC METOMABI MOMCKA OIMMOOK M YS3BHMOCTCH B OWHApHOM
KoZie. AKTHBHO W3y4YacMBIM IIOJXOJOM SBJISETCS CHMBOJIGHOC BBIMOJIHCHHE [5],
MOJTYYUBIIIEE «BTOPOE POXKICHUEY B TIOCIICTHHIE TOMBI [6].

Bo BpeMs CHMBOJBHOTO BBINOJIHCHHUS KOHKPETHBIC 3HAYCHUS IEPEMEHHBIX
3aMEHCHBI CUMBOJIBHBIMH 3HAUCHHSMU, OMCPALMU HAJl IEPEMEHHBIMH TOPOXKIAIOT
dbopMynbpl HAI CHMBOJNBHBIMH 3HAYCHHWSIMH M KOHCTaHTamu. Ha mpakTuke
CUMBOJIBHBIC 3HAYCHHS 3aJal0TCS HAa OCHOBE BXOJHBIX JAHHBIX MPOTPAMMEL,
MOJTyYaeMbIX M3 Pa3IMYHBIX HCTOYHUKOB: CETh, (hailyibl, apryMEHTHl KOMaHIHOM
CTPOKH, TIEPEMCHHBIC OKPYXCHHUS U T.1. Kaxxoe ycIoBHOE BETBIICHHE, HA KOTOPOE
BIMAIOT  BXOJAHBIE  JaHHBIC, TOPOXIAeT  JOIOJHHTENFHOE  ypaBHEHHE,
XapaKTepu3yIolee IPOXOXKIEHHE MOTOKa YIPABICHUS IO OIPENeNEHHON BETKeE.
COBOKYITHOCTh TaKUX ypaBHEHHH, OMHCHIBAIONINX HMPOXOXKICHNE HEKOTOPOTO IyTH
BBITTOJTHEHHS, HAa3bIBACTCSA MPEIUKATOM IMyTH. JDTOT HaOOp ypaBHEHHH mojaércs Ha
Bxox SMT-pemaTento, rae CHMBOJBHBIC II€PEMEHHBIC BBICTYNAIOT B KadecTBE
HCU3BCCTHBIX BEJIMYWH. Pe3ynpTar pemieHUss — HAOOp BXOIHBIX IaHHBIX, MPH
00paboTKE KOTOPOTO MOTOK YIPABICHHUS IPOTPAMMBI TOUAET IO 33JaHHOMY ITyTH.
s BEISBIEHUS YA3BHUMOCTH K IPEAMKATY IyTH IOOABISIOTCS TOIOJHUTEIHHEIC
YpaBHCHHS, ONKCHIBAONINE cpabaThIBaHuE YsI3BUMOCTH. Eciii moiay4yeHHas cuctemMa
YpaBHCHHI COBMECTHA, TO PE3YJIbTaTOM €€ PEHICHHUs SBISCTCS IKCIUIOUT — HAOOP
BXOJHBIX JAaHHBIX, OSKCIUTYaTHPYIOUIWH VSI3BUMOCTh. M3-3a morpemrHocreid B
MOJICTUPOBAHUHM  YSA3BHUMOCTH  HEOOXOJWUMO  JIOTOJNHUTEIBHO  MPOBEPUTH
PpaboTOCIOCOOHOCTD MOMYYSCHHOTO IKCIUIONTA, 3aIyCTHB C HUM MPOTPaMMY.
CymectByeT psig uUHCTpyMeHTOB, Hanpumep, AEG [7], MAYHEM [§],
pa3spabotanHbIXx B Beaymux yHuBepcutTerax CIIA, koTopble perrarmT 3amady
MmoucKa ysa3BUMOCTH (opMaTHOH cTpoku. K coxaneHHIO, 3TH HWHCTPYMCHTEI
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HepocTynHbI. CyIIECTBYIONIHE CHCTEMBI CHMBOJBHOTO BBIITOJHEHHS, HAXOISIIHAECS
B OTKpPBITOM jocTyne, Hampumep, S2E [9], mnpenocraBisioT  TOJBKO
HH}pacTPyKTypy Hepedopa cOCTOSHHH, MHCTPYMEHTHI IOUCKA YSI3BUMOCTEH B 9TOM
cilydae MPUXOIUTCS PEaT30BBIBATh CAMOCTOSTEIBHO.

Pa6oter, mposomumbie B MCII PAH, wucmons3yrT ApPYrod MOIXOA: BMECTO
nepebopa COCTOSHMH JETAIBHO MCCIENYeTCsl OTpaHMYEHHOE YHCIIO Tpacc, Kak
MIPaBWJIO, 3TO OJHA Tpacca, o0ecrieunBaroLias NPUEMIIEMOE MOKPBITHE Koja. Bbin
MPEUI0KEH METOJI CUMBOJIBHOM MHTEPIPETAIIMU TPACCHI, HAI[CIICHHBIN HA TIOUCK U
OLICHKY KPHUTHYHOCTH cpabOTaBIIMX OIMMOOK paboTel ¢ mamsATblo. B cBoeM
Pa3sBUTHH METOJA MONYYMJI BO3MOXKHOCTH aHAJTU3UPOBATH IOJICEMENHCTBO Tpacc,
a0CTpakTHO WHTEpHpeTupys auHbl OydepoB mamsatu [10]. OcHOBBIBasChL Ha
pe3ysbTaTax IpeablIynux padboT, ObLT pa3paboTaH METO MOUCKA W DKCIUTyaTaI[ui
BaYXKHOTO THIIA YSI3BUMOCTEH, @ IMEHHO — ySI3BHUMOCTH ()OPMATHOM CTPOKH.

CraTtpst opraHm3oBaHa cienyommMm oOpasoM. Bo BTopoM pasgene ommcaH
MEXaHN3M OJKCIUTyaTallill YS3BUMOCTH (OpMaTHOW CTpoKH. B Tperpem pasmene
OTIMCaH TpeIaraeMbIi METOA U cXeMa pabOThl HHCTPYMEHTA, PEaTH3YIOMIETO ero.
PesynbpTaThl mIpakTUYECKOTO TMPUMEHEHMsI MPUBEIECHBI B 4eTBEPTOM pazzene. B
MOoCIeNHEM, IIATOM pa3fiene OOCYKHAloTCs TOJy4eHHBIE pEe3ynbTaThl |
paccMaTpHUBAIOTCS MEPCIICKTUBHBIC HAIPABIICHUSI UCCIICAOBAHHUIA.

2. kcnnyamauyus ysi3euMocmu ¢hopMamHoLl CmpoKu

Oyukiun GHOpMaTHOTO BBIBOJA, TakWe Kak printf, fprintf, vfprintf, syslog,
WCHOJB3YIOTCS s BBIBOJA 3HAYCHWI pa3HBIX THIOB, OT(HOPMATHPOBAHHBIX
COTJIACHO 3aJjaHHOMY Ia0yIoHy (hopmatHOU cTpoke). [11abiioH nmpeacTaBiseT co0oi
CTPOKY, COIEPKaIlyl0 VIPAaBISMIONNE ITOCIECIOBATEILHOCTH (Crenu(UKaTophl).
VYsa3BuMocTh (hOpMATHOH CTPOKM BO3HHMKAET B CIydasx, KOraa pa3paboTdmk
nmporpaMMbl B KadecTBe (opmaTHOH CTpoku mepemaér Oydep, 3aBUCIIIANA OT

BXOJHBIX JaHHBIX.

dopmaTHas cTpoka

A

Cnuncok
aprymeHToB

YkasaTenb Ha
hopMaTHy CTPOKY

agpec Bo3Bpara

HanpaeneHue pocma adpecos

cTapoe 3HayeHue
ebp

Puc. 1. Cocmosanue cmeka 6 Momenm 6130684 QyHKYuUY POPMAMHO20 8b1800A.
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Ha puc. 1 mokazan kaap creka ¢pyHkuuu (opmatHoro BwiBoma printf. Ilepen
BBI30BOM (YHKIIMM B CTeKe pasMemniaercs (B 0OpaTHOM TIOPSAKE) CITHCOK
JIONIOJIHUTENBHBIX apryMEHTOB M yKaszaTeldb Ha (OpMaTHyI CTpoky. Bo Bpems
BbI30BA Ha CTEKE pPa3MEIIaeTCs aJpec BO3BPATa B BhI3BIBAIOLIYIO (YHKIIHIO, TOCIE
4ero BbI3biBacMasi (QYHKIHSI MOXKET COXPAHSATh HEKOTOPBIE PETHCTPBI M BBIICISATH
MAMSTh JUIS JIOKAIBHBIX IEPEMCHHBIX.

MHOECTBO MCIOJIb3YEMBIX JOMOJHUTEIBHBIX aPTYMEHTOB (DYHKIUH OTPEIeIsieTCst
crenudukaropamu ¢GopmatHoil cTpoku. I[Ipum oOpabGoTke QopMaTHOH CTPOKH
ApryMEHTBI CUMTHIBAIOTCS II0 OYEPEIH, HAYMHAS C apryMCHTa, CICAYIOIIEro
HEIOCPEJCTBCHHO 3a yKasaTeleM Ha (opMmaTHyr cTpoky. Ecimm B dopmaTHO#
CTPOKE KOJHMYECTBO CICHU(PUKATOPOB MPEBOCXOIUT KOJUYECTBO (DaKTHUYEeCKH
MEPEJAHHBIX JIOTIOJIHUTEIBHBIX apryMCHTOB, TO BBIIICICKAIIUE SUYCHKH CTeKa
OyIyT WHTEpHPETHPOBAaHbl KaK MOTCHIMAJbHBIE apryMeHThl (yHKuuu printf.
Hexoroprie ¢yHkimu ¢opmaTHOro BBIBOJAa (Hampumep, vfprintf) B kadectBe
CIKCKa apryMEHTOB NPUHHMAIOT CTPYKTYypy va_list. B 3toM cmywae axapeca
MOTCHI[MANBHBIX aPTYMCHTOB BBIYHCISIIOTCSI C IOMOIIBIO COJCPKHMOTO JTOH
CTPYKTYPBI.

IMomumo cnennpuKaTOpOB, MO3BOJSIOIINX BHIBECTH 3HAUCHHS B MOTOK BHIBOJA, B
dyHKIIMAX GOpPMATHOTO BHIBOJAA TOIICPKUBACTCS CHEHMUPHUKATOP %h, KOTOPBIi
MO3BOJISICT 3aMUCHIBATh B MAMSATH IO AJIpeCy, MEPEJaHHOMY B Ka4eCTBE apryMEHTa,
3HAYCHHE, PABHOE BHIBEICHHOMY B IMOTOK KOJIMYECTBY CUMBOIIOB. [TocKkoNBKY aapec
Mepe3anuchiBaeMON SIYCHKU MaMATH NepefaéTcs B KayecTBE apryMeHTa (PyHKIUH
(hopMaTHOTO BBIBOJA, A3TOT CHCIM(UKATOP IO3BOJIACT 3alUCHIBATH [AHHBIC B
MaMsTh IO KOHTpOJIUpyeMoMy anpecy. Mcmons3ys cnenu@ukaTop HECKOIBKO pas
MOJKHO IMepe3anucaTh MPOU3BOIBHOE KOJMYECTBO sSUYEeK HMaMsTH. S4eiKu mamsTy,
coJiepiKallie KOHTPOJIHMPYEMbIe ajpeca, JOJDKHbI HAXOJUTBCS HAa CTEKe Cpeiu
MOTEHLUAIBHBIX apryMeHToB. Kak npaBuiio, 3TH apryMeHThI Pa3MEIaloTCsi BHYTPH
(dopmarHoit ctpoku. B aToMm ciydae, popMaTHas CTpOKa J0JDKHA PacIoyiaraTbesi Ha
CTeKe.

C momomiplo crienudukaropa %n 3JO0YMBIIUICHHUK MOXKET IIepe3amucaTh anpec
BO3BpaTa W3 (YHKIUU YyKa3aTelieM Ha MPOW3BOJBHBIA KO, YTO TPHUBEHET K
BBITIOJTHEHHUIO 3TOTO KOJa W HApYLICHUIO 0€30MacHOCTH. DTOT KOJ TAKKE MOXKET
ObITh pa3MeméH BHyTpu (opmaTHOH cTpoku. TakuMm 00pa3oM, MOXKHO
chopmupoBaTh Takyto (OpPMATHYIO CTPOKY, OOpabOTKa KOTOpPOW NPHBENET K
BBITIOJTHEHHIO KOJI2, 33/IaHHOTO 3JI0YMBIIIJICHHHUKOM.

I[Ipr wucnonp30BaHUM CHEIUPHUKATOpa %n B MaMIATh IO 33aJaHHOMY aJpecy
3aMUCBHIBACTCS  YCTHIPEXOAWTHOE 3HAYEHUE, pABHOC KOJIMYECTBY CHMBOJIOB,
BBIBEJICHHBIX B TIOTOK BBIBOJIA. DTO 3HAYCHHE MOKHO KOHTPOJIHPOBATH C MOMOIIBIO
(dbopmatHEIX crnienmupUKATOPOB, TaKUX Kak: %x, %d. CnemudukaTtopsl HopmaTHOM
CTPOKH MOJXHO HCIIONIb30BaTh C MapaMETPOM INUPUHBL. 3HAYCHHWE Tapamerpa
IIMPUHB HEMOCPEICTBCHHO BIUSICT HAa 3HAYCHHE, 3alACHIBAEMOC B TAMSATH IMPH
obpaboTke cnienudukaTopa %n. Takum 0OpazoM, MOKHO yKa3aTh TaKOoe 3HAYCHHUE
IIMPUHBI, YTOOBI B MAMATh 10 3aJaHHOMY aJpecy 3aluChIBAOCh TpeOyemoe
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3HaYeHHe. B HEKOTOphIX (yHKIHMAX (OpMaTHOTO BEIBOJA MOXKET NPHUMEHSATHCS
OTpaHMYCHUEC HA BEIMYMHY IIapaMeTpa IIMPHHBL B 3TOM ciiyyac BO3MOXKHO
KCIOJIb30BaHUE HECKOJBKUX CHECIH(UKATOPOB C YMCHBIICHHBIM 0 JOIYCTHMOTO
3HAYCHHS MAPaMETPOM IIUPUHBL. [[OMHUMO TOrO, MOXHO YMEHBIIUTH BCIUYHHY
3aMMCHIBACMBIX 3HAYCHHM, €CJIHM MCPE3alUChiBaTh 3aJaHHYIO SUCHKY MaMSTH IO
gacTssM. Hampumep, criemuduxaTop %hn MO3BONSET Mepe3alichBaTh TONBKO IBa
OaiiTa BMECTO UYCTHIPEX. YMCHBIICHHE 3aMUCHIBACMBIX 3HAYCHHU MO3BOJISICT
COKpaTHTh 00BEM BBIBOJUMBIX TEKCTOBBIX JTaHHBIX, H KaK CIICJACTBUE — COKPATHThH
pasMep GopMaTHO# CTPOKH.

Aqpeca Tmepe3anuChIBAEMBIX SYCCK IMaMSATH PACIONOXKEHBI BBIINIC IO CTEKY
OTHOCHUTEIILHO KaJpa cTeKa (PYHKIUU (OPMATHOTO BBIBOJA U PACIIOJIOKEHBI CPEIH
aApryMEHTOB 3TOH QYHKIUU. APryMEHThI ()YHKIIMU CUUATHIBAIOTCS MOCIEI0BATECIHLHO
Mo Mepe 00paboTKU crel(MUKaTOPOB (POPMATHON CTPOKH, OAITOMY JUIS TOCTYIA K
HY)KHOMY apryMeHTy Tmepex o0paboTkoil crnemudukaTopa %n HEOOXOIUMO
MPeIBApUTEILHO 00paboTaTh HEKOTOPOE KOJUYECTBO IPYTUX CHEIM(pHKATOPOB
BBIBOZIA. Tak Kak Ha CTEKE MOTYT pAacHojiaraTbCsl MPOU3BOJIGHBIC 3HAYCHHUS
apryMEHTOB, CIICAYCT KCIIOJNB30BaTh CICHU(HUKATOPHl BBIBOJA C IApaMETPOM
LIMPUHBI, MO3BOJSIOIIAM BBIBOIUTH (DUKCUPOBAHHOEC KOJMYCCTBO CHUMBOJIOB BHE
3aBHCHUMOCTH OT 3HAYCHHI apryMeHTOB. B kauecTBe Takoro creludukatopa MOKHO
HCIOJB30BaTh crenudukarop %8x. B omepanmoHHBIX cuctemMax Linux B
cnenudukaTopax (GopMaTHON CTPOKH MOAJNCPIKUBACTCS BO3MOKHOCTH AOCTYIHA K
MPOU3BOJILHOMY apryMEHTY IO €ro MOPSIKOBOMY HOMEpY (MCIOJBb3YeTCs CUMBOJ
'$") [11]. OTO 3HAUMTENHHO yMpOINAET 3a7ady IOCTyINa K HY)KHOMY apryMEHTy W
OIIyTUMO COKpAIaeT pa3Mepsl (POPMATHON CTPOKH.

Vsa3BuMocTh (POpMATHOHW CTPOKH paccMaTpHBaeTCs KaKk 00O0COOJEHHBIN, KpaiHe
Ba)XHBI TUN ys3BUMocTeil. [IpakThyeckoe NPUMEHEHHE STOW YA3BHMOCTH —
BBIOOpOYHAS IEPE3aluch OJHOTO MAIIMHHOTO CJOBa, cojaepikamiero aupec. Kak
MPaBHJIO, 3TO aJipec BO3Bpara U3 (PyHKIUH, ero U3MCHEHUE TIO3BOJISICT IEPEXBATUTH
MOTOK ynpasieHus. OTHOCUTEIHHO HEAABHO OBLIO MOKa3aHO [12], 4TO ysI3BUMOCTh
(dbopMaTHO# CcTpoKHM ymoOHA Uil peaju3alud APYyroro aBTOMAaTU3UPYEMOIO THIIA
aTaku — T[epexBaTa IMOTOKAa JAaHHBIX. B  pe3ynpTare YCHCIIHOW —aTaku
3MIOYMBIIJICHHWK ~TOJTy49aeT JOCTYyll K YyBCTBHUTCIBHOHW WH(pOpMAIMU, Kak
TMOJIb30BaTeNLCKON, Tak W ciuyxeOHoi (GOT, azgpeca creka, "kaHapeWku',
yKazaTenu U jap.). JocTyn K ciaykeOHBIM JaHHBIM ITO3BOJISET IOJYYUTHh 3HAUCHUS
PaHIOMHU3MPOBAHHBIX aJpPEecOB, YTO OTKPHIBACT MalbHEHINE BO3MOXKHOCTH IIO
KOHCTPYHPOBAaHUIO PabOTOCHOCOOHBIX 3KCIUIONTOB I JAHHOTO SK3EMIUIIpa
MPOTPAMMBI, COJICPIKAIICH YI3BUMOCTb.

BaxxHO OTMETHTB, HYTO CYIIECTBYIOIIHE MEXaHM3MBI 3aIIWTHl («KaHapeuKay,
HeucnosHseMbIi cTek, ASLR, «be3omacHbie» GYHKIIMK (HOPMATHOTO BHIBOJA U Jp.)
HE CIIOCOOHKI MPOTHBOJICHCTBOBATH IEPEXBATy MOTOKA TAHHBIX.
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3. Cxema pabomsi

[IpencraBneHHble B TaHHOH CTaThe HMCCIECIOBAHMS OMHPAIOTCS HAa BO3MOXKHOCTH
cpenbl aHanm3a OuHapHOTO KozAa [13]. OCHOBHBEIM IpPEAMETOM aHaIW3a SBJISIOTCS
TpacCchl ~MalIMHHBIX  HMHCTPYKIUH, TIIONyYeHHbIE B  pe3yibTare  paboTHI
MOJIHOCUCTEMHOTO amyJsitopa [14, 15]. Tpaccel comep aT COCTOSIHUSL PETUCTPOB,
nHpOpMAUMIO O TpEphIBaHUAX U B3aUMOJCHCTBHUM C  TepUEpUIHBIMU
YCTPONCTBAMH, UYTO MO3BOJSIET BOCCTAaHABIMBATH  CTATUKO-JUHAMUYECKOE
npezacraBiaenue [16] mis Bcex paboTaBIIMX B cUCTEME HporpamMm U 3(PQEKTUBHO
HCCIIeZoBaTh €ro cBoifcTBa. OCHOBHBIM Ha3HAYEHHMEM CpEIbl aHaIH3a SBIISETCS
aBTOMATH3alUs METO/a BBIACICHUS aJITOPUTMOB M3 OMHAPHOTO KOJa ¥ MOBBINICHUE
YPOBHSI IIPEICTABICHHUS ATHX BBIACICHHBIX alTOPUTMOB.

[ouck ys3BUMOCTEH (OPMATHOM CTPOKM IMPOBOJMUTCS IO TPacce BHIMOJHEHUS
aHAIM3UPYEMOH MPOrpaMMBI ISl KaXKJ0Tro BbI3oBa (yHKUMI (hopMaTHOTO BHIBOJA.
ITomck BBI3OBOB 3THMX (YHKIWH B Tpacce BHIMONHACTCS aBTOMATHYCCKH,
paccMaTpUBAIOTCS TOJBKO T€ BBI3OBBEI, Ha (POPMATHYIO CTPOKY KOTOPBIX MOTYT
BO3ACHUCTBOBATh BXONHBIE JMJaHHBIC. [l Kakaoro aHaIM3UPYEMOTO BEI30Ba
GyHKIIMA W3 Tpacchl  OTOMpAIOTCS  HMHCTPYKIIHH, obpabarkIBaroiye
COOTBETCTBYIOIINE BXOAHBIC NaHHBIC. J[Is oTOOpa HMHCTPYKIHH HMCIONIB3yeTcs
aJITOPUTM JTMHAMHUYECKOTO ClIalicMHTa Tpacchl [17], MOMOMHEHHBIH aHaIHM30M
IIOMEYEHHBIX [JaHHBIX. B KayecTBe BXOAHBIX JaHHBIX BBICTYNAIOT Oydepsl,
HCIIONIB3yeMble ISl YTEHHs (aiiioB, NONIYYCHMs [AHHBIX W3 CETH, a TaKxKe
cojiepKallye napaMeTpsl KOMaHJHON CTPOKH.

Jdns  aHanu3a  MalIMHHBIX ~ MHCTPYKIMH — HCIIONB3YeTCS  HPOMEXYTOYHOE
npeacraBaenne  Pivot  [18], mo3Bomsiomee  yHHUUIMPOBAHO  ONKCHIBATH
ONEPALMOHHYI0 CEMAaHTHKY MHCTPYKIMH pa3lMYHBIX MPOLECCOPHBIX APXUTEKTYP.
[IpomexyrouHoe mpencTaBieHne oTBe4aeT TpeboBaHueM SSA-GOpPMEI, 4YTO
MO3BOJISIET 3HAUUTENBHO YIPOCTUTH aHAJIU3.

[Mounck ys3BuMocTH OPMATHOM CTPOKM M I'eHepalys IKCIUIOHTa pa3/iesieHa Ha IS Th
TIOCIIEI0BATENILHBIX ITAMOB (pHC.2).

MoctpoeHune
Mowck Co3zpaHue .
BbigeneHuve MoctpoeHne “ o 3KCMN/I0MTa No
NOTeHLMaNbHOM dopmatHom
noaTpaccobl npeauKaTa nytm cucteme
YA3BMMOCTHU CTPOKM
dopmyn

Puc. 2. [lexomnosuyusa memooa Ha nsamv 3manos.

Tak Kkak aHaJIM3UPYIOTCS Tpacchl BBHIIOJHEHUS NPOrpaMM, COCTOSLIMX U3
MOCIICIOBATEIBHOTO HA0OPa MAIIMHHBIX KOMAH]I, TO JIJIsl Hayasia paboThl alrOpUTMa
HEOoOXOMMO 3a/IaTh IIar TPACChl, HAYHWHAs C KOTOPOrO B IIPOTpaMMe YxKe
COZIepPKaThbCs BXOAHBIC NaHHBIE, IMOJYYCHHbIE W3 BHEIIHETO0 HCTOYHMKA. Takxke
He00X0aUMO 3a11aTh Oy(dep MaMsATH, B KOTOPOM COACPIKATHCS STH BXOTHBIC TaHHBIC.
Jus momcka Oydepa ¢ BXOTHBIMH TaHHBIMH M HY)KHOTO IIIara TPacChl, aHAJTUTHK
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MOXXET BOCIHOJB30BATHCS BO3MOXHOCTAMH Cpedbl aHaim3a OWHApHOTO Kojaa, a
MMEHHO — HaBWramued mno Bbi3oBaM ¢QyHkumid. Kak npaBwio, mporpammel
HCIIONB3YIOT JUIA TIOJIyYEHMS BXOJHBIX JIaHHBIX HW3BECTHBbIE OHOIMOTEUHBIE
¢byHknuu. 3apaHee 3HAs, KaKOM HCTOYHHMK BXOJHBIX JaHHBIX (CeTh, (hailibl,
apryMEHTBl KOMAH/HOW CTPOKHM M T.I.) OBUT WCHOJIB30BaH, aHAIUTHK BBHIOMpACT
BBI30BBI COOTBETCTBYIOLINX OMOINOTEUHBIX (QYHKIHMH.

B pesymbrare paboThl anroputMma ciaiicuHra (opMHpyeTcs IoxaTpacca,
coJieprKaliasi MHCTPYKLMH, KOTOpPbIE y4acTBYIOT B 00pabOTKE BXOAHBIX JaHHBIX.
TouHoe BBIJENCHUE TOATPACCH MO3BOJSIET PACCMATPUBATh OTPAHMYEHHOE YHCIIO
MaIlIMHHBIX KOMaHJ, KOTOPHIE BITOCIEICTBUH OYOYyT OTTpaHCIUpOBaHBI B SMT-
(hopMyTIBI, UTO B CBOIO OYEpENb IMO3BOJSAET YCKOPUTH PEUICHHWE Pe3yIbTHPYIOUICH
cUCTeMBl ypaBHeHHH. HauanpHOMY mary paboThl aaropuTMa COOTBETCTBYET TOUKA
MONTyYeHUs BXOIHBIX MHAaHHBIX, a KOHEYHOMY — IIar TpPacchl, Ha KOTOPOM
TIPOUCXOIUT BEI30B (DYHKINH PabOTHI ¢ (hOPMATHOH CTPOKOH.

IIpeaukaT MyTH CTPOMTCS IO MOATPACCE M MPEACTABISAET CO00M HAOOP ypaBHEHHI
Ha si3p1ke SMT [19]. [Ipenukat myTH UCTIONB3YIOTCS AJIsI OTIMCAHUS OTPaHUYSHUH Ha
BXOJHBIEC JaHHBIC, IPU MPOXOKICHUH ITOTOKA YIPABICHUS OT TOYKH MOIYICHUS 10O
BBI30Ba (YHKITMH padOThI ¢ (OpMaTHOM cTpokoi. Kaxmas MammmHHass HHCTPYKIIHS
MOJTPACCHl MOCIIEOBATEILHO TPAHCIUPYETCS B MPOMEXKYTOUHOE IPEACTABICHUE
Pivot [18]. 3aTtem 1o mpoMexxyToYyHOMY HpeAcTaBieHuto cTpositcs SMT-hopmyisl,
ONMCHIBalOIIME pPa0OTy MAIIMHHOW MHCTPYKIMH B 1IeJIOM. B  pesynbrate
TPaHCISIIMY BCEX MHCTPYKIMH MOATpAcchl OyleT MojlydyeH npenuxar mytd. bosee
MoJPOOHO HPUMEHSIOIIMHCS CIOoco0 TpaHCHsuuu UHCTpYKunMid B SMT-dopmyssl
omucas B pabore [4].

Jns moucka MOTEHIMANBHOW YS3BHMOCTH HPOBEpSETCS HaJUYUe IMOMEUEHHBIX
JaHHBIX B Oydepe, nepenaBaeMoM B KauecTBe (opmarHoW cTpoku. Ecmu sToT
Oydep conepxuT nmoMedeHHbIe AaHHbIe, KOHCTPYHPYETCs! Colep)KuMoe (POpMaTHOM
CTpOKH, 00pabOTKa KOTOPOH HMPUBEAET K BEHIIOJHEHHUIO 33JaHHOTO miejur-kona. Ha
puc. 3 mpencraBieHa CTPYKTypa reHepupyemol (opmaTHO#W cTpoku. B Hauame
co3maBaeMoil (pOPMATHONW CTPOKH pa3MemIaeTcsl IIEeIUI-KOA, 3aTeM pa3MemaroTcs
cnenn(uKaTopsl (POPMATHOTO BEIBOJA, & B CAMOM KOHIIE CTPOKH PACTIONIOKEH anpec
Tepe3anuchiBaeMOi TYEHKH MaMsITH.

Wenn-kog, %8X%8X . . %8X | %{Nn}x | %n Anpec

Puc. 3. Cmpyxkmypa ¢popmammnoii cmpoxu, ucnonb3yemou 8 IKcniotme.

dopmarHas CTpoOKa MPEICTaBIsAeT CO0OW HYJIb-TCPMUHHUPOBAHHYIO CTpPOKY,
CJIeZIOBATEIILHO, Pa3MEICHHUE HYJICBBIX 0AliTOB BHYTPH CTPOKU HEAOMYCTHMO. Eciu
ajZipec Tepe3aruchiBaeMO TYCHKN MaMATH B cTapiieM OalTe COIACPKUT HOJb, TO
€ro MOXXKHO COBMECTHTH C TEPMHHATOPOM CTPOKH IIPH YCIOBHH, YTO HCIIONIB3YeTCS
TOPSAAOK 0AMTOB «OT MIIAMIIETO K cTapumemMy». Hanmnane nqpyrux HyleBeIX OaWTOB B
ajzipece He IOITyCKaeTcs.
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[ocnenoBarenbHOCTD CHEMU(PHUKATOPOB %8X TOTOBHUT JOCTYIl K alpecy BO BpeMs
obpabotku crenudukaropa %n. Cneunduxarop %{n}x ¢ mapameTpoM MIHUPUHBI N
HCIIONIB3YETCSL JUISl JIOCTIDKEHUSI TPeOyeMOro 3Ha4yeHWs CyMMapHOH IIMPHHBI.
Crenmudukarop %n OCYIIECTBIISIET 3alMCh CYMMAapHOH IIMPHUHBI IO anapecy,
3allICaHHOMY B KOHIIE CTpoku. B mponecce 00paboTku (OpMaTHOH CTPOKH
GyHKIMS —TONJEPKUBAET yKa3aTelb Ha TEKYIIUH apryMeHT B  CIIUCKE
MOTEHLMANILHBIX apryMEHTOB, B TaKXe yKaszaTelb Ha TEKyLIMi oOpabaTbiBaeMblit
cumBoJI (hopmatHOU cTpoku. Ilpm 00paboTke crenudukaropa %n ykazareiab Ha
TEKYIIMH apryMeHT JOJDKEH YKa3blBaTh Ha sf4elKy, CoOJepKallylo ajpec
Nepe3anucbBacMon STUeHKY namsTu. [ I3MEHEeHHUs 3TOr0 yKasaTelsl He00XO0I1MMO
00paboTaTh HEKOTOPOE KOJMWYECTBO CrenudpukatopoB %8x. Kaxmas oOpaboTka
crierdurkaTopa %8x CIBUracT yka3arelb Ha TEKyLIIMH apryMeHT Ha 4 OaiiTa BBepX
10 CTEKY, a yKa3aTelb Ha TeKYIIHid 00pabaThiBaeMblii CHMBOJ OPMATHON CTPOKH —
Ha 3 Oaiita (KOJMYECTBO CHMBOJIOB, 3aHMMAeMbIX CHelHpuKaTopoM (GopmaTHOit
ctpokn). TpeGyemoe KOJIMUECTBO CIELU(PHUKATOPOB %8X MOAOHPAETCS, MCXOMIS W3
cnenyommx coobpaxenuit. I[lycte mepen 00pabOTKOM MOCIEIOBATEIBHOCTH
crieQrKaTOpOB %8X 3HAUCHUE yKa3aTellsl Ha TEKyLIUH apryMeHT paBHO ArgStart, a
3HAYeHHE yKaszaTelsl Ha TeKylmMid oOpabarbiBaeMblii cMMBOJ (pOpMaTHON CTpPOKH
paBHo FmtStart. COOTBETCTBEHHO, B MOMEHT 00pabOTKM crnenudukaTopa %nh
3HAUYEHHE YKasaTelsd Ha TeKyIIUd aprymMeHT paBHO ArgEnd, a Ha TeKkymui
oOpabaTbiBaeMblii cuMBONl — FmtEnd. CrTpyKTypa CHHCKa apryMeHTOB H
pasMelieHe ykazatelneid H300pakeHbl Ha puc. 4.

Cnucok I'IOTEHLLMafbeIX aprymeHToB

len _nx
[
YKasaTenb Ha
dopmaTHyto CTpOKy

Wenn-kog %8x%8X. . .%8x | %{n}x | %n | Aapec

A

ArgStart FmitStart FmtEnd ArgEnd
Puc. 4. Cmpykmypa cnucka apeymenmos.

Ilycte ¢opmatHas ctpoka comepxkur k cremmduraropo %8x. B pesymbrate
00paboTkn GopMaTHBIX CHEeNU(PHUKATOPOB yKA3aTeNH JOJDKHBI COOTHOCHTHCS
CJIEIYIOIINM 00pa3oM:
ArgEnd = ArgStart + (k+1)*4,
FmtEnd = FmtStart + k*3 + len_nx,
ArgEnd = FmtEnd + 2.

[lepBoe ypaBHEHHE OIMCHIBAE€T CIOBUI yKa3zaTelsl Ha TEKYIIUH apryMeHT NpH
obpabotke  crmenm¢ukaropoB. Tak  Kak  MOCIE  IOCJIEIOBATEIbHOCTH
crnemdrKaTopoB  %8x  pacmomaraercs cneuuduxkarop %{n}x, KOJINYECTBO
o0paboTaHHbIX crierdukaTopoB paBHo (k+/). Bropoe ypaBHeHHE OTpaskaeT CABUT
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yKazarens Ha TEKyIIMid oOpabaThiBaeMbIii CUMBOJ ()OPMATHON CTPOKU C YIETOM
obpaboTkn cnenmdukaTopa %{n}x, UIMHA 3allMCH KOTOPOro o0O3HAUYECHA Kak
len_nx. Tperbe ypaBHEHHE OIMCHIBaeT TpeOyeMOe COCTOSHHME yKa3aresieil Ha
MOMCHT BBIMOJIHCHHS CIEIUPHUKATOpPa %n. B 3TOT MOMEHT yKas3aTelH IOJKHEI
pasnmyatbcs Ha 2 Oalita — muuHY crnenudukaropa %n. C y4éToM JaHHBIX
COOTHOIICHHH, TpeOyeMoe KOJHYECTBO CIEHU(DUKATOPOB %8X BBIUYUCISLETCS IO
hopmyie:
k = FmtStart — ArgStart — 2 + len_nx.

Ipu pasmemennu creruduraropa %{n}x 3Ha4CHUE IIUPUHBI N TOIOUPACTCSA TAKUM
o0pa3om, 4TOOBI B COBOKYITHOCTH C HIMPHWHOW OCTaJbHBIX CIENU(HUKATOPOB, a
TaKKe UIMHOW MIEJUI-KOJa IONYyYHTh TpeOyeMoe cyMMapHOEe 3HaueHHE MIMPHUHEI,
KOTOpOE B JajbHEeHIeM OyIeT 3aucano B maMsTh Mpu 00paboTke crienudukaTopa
%n. 3aBepiiaercs: reHepanys popMaTHON CTPOKU Pa3MELICHUEM CIiCIU(UKaTopa %n,
BCJIE]] 32 KOTOPHIM Pa3MEIIAcTCsl aipec Mepe3anuchiBacMOi sYeiiku namstu. Eciu
pacCTOSIHHE MEXAY STUCHKOW MaMsITH, B KOTOPOU OyIET JeKaTh aapec, U SUeHKoi
TAMSATH TIEPBOTO AJIEMEHTa W3 CIMCKa MOTEHIHAIBHBIX apryMEHTOB, HE KPaTHO 4,
TO B ()OPMATHYIO CTPOKY TOCJIE IIeUI-KOAa T00aBIsIETCs HEOOX0IMMOE KOJTUIECTBO
TIPOU3BOJILHBIX OAWTOB.
I[Ipy reHepammy SKCIUIOWTA, IIEPE3aNMCBHIBAIONIETO  agpec  BO3BpaTa, B
omepaimoHHoit cucteme Windows anpec Tepe3anuchiBaeMO SIIEHKH YacTo
CONICPXHUT HYJIEBOW OalT B CTapmieM pas3psie, HO3TOMY €ro MOXHO pa3MemaTh
TOJIEKO B KOHIIE (hopmaTHOH CTpoku. B omeparmmonHoit cucreme Linux ampeca
AYeeK CTeKa He COJIepkaT HYJIEBOW OaiT B CTapmieM paspsae, HMOITOMY aapec
Mepe3anuchiBaeMON STYCHKU, €CIM OH HE COJCPXKHUT HYJICBBIX OaiTOB, MOXKHO
pasMeriath B JOOOM Mecte (OPMATHOW CTPOKH. TakkKe HCIOJIh30BAHUE TAKHX
a/IpecoB IO3BOJIIET pa3Mellath Oojee OJHOro ajapeca B (POpMAaTHOM CTPOKE H
Mepe3anuchiBaTh MaMATh IO dYacTsaM. llepe3amuch sYeeK NaMATH 0 YacTsIM
MMO3BOJISICT UCIOJIB30BaTh MCHBIINEC 3HAUCHUS CyMMAapHOM MIMPUHEI, YTO, B CBOIO
ouepenb, MO3BOJSIET  HCIONB30BaTh  MCHBINIME  3HAYCHHWS  INHPUHBI B
cnenupukatopax %{n}x. Tak kak B QyHkuusx Oubmmoreku libc OC Linux
MOIICP)KUBACTCSI  BO3MOXKHOCTh OOpallleHHs K TPOW3BOJBHOMY apryMEHTY B
cnermudurkaTtope (GopMaTHOH CTPOKH, LEIECOO0pa3HO  HCIOJB30BAaTh  JTY
BO3MOKHOCTH BMECTO T€HEPAIIH MOCIEI0BATEIEHOCTH CIIEHHU(UKATOPOB %8X.
ITocne reneparu GOpMATHONW CTPOKU MPOU3BOIUTCS IPOBEPKA TOTO, UTO pazMep
CTeHEpUpOBaHHOW (OpMATHOH CTPOKHM HE TMPEBOCXOAUT pa3mep Oydepa,
KOHTPOJIUPYEMOT0o  ToJjib3oBaTeneM. Pasmep ostoro Oydepa ompenpensercs c
MMOMOIIIBI0 BBIYHCIICHUS pa3Mepa HENPEPHIBHONW 007acTH MOMEUYCHHBIX IaHHBIX,
repeaBaeMbIX B QYHKIIUIO (JOPMATHOT'O BBIBOJIA KAYeCTBE (JOPMATHOU CTPOKH.
Ecnmn mpoBepka BBINIOJIHEHA YCIEUIHO, BBITIONHSAETCS IMOCTPOCHHUE YPaBHEHUM,
OMKCHIBAIONINX Tepefadyy CreHEPUPOBAHHON (HOPMATHOW CTPOKU B (DYHKIIHIO
(opMaTHOTO BBIBOJIA. OJTH YpaBHECHUS OOBCIUHSIOTCS C TPCAUKATOM IYyTH H
OMKCHIBAIOT COCTOSIHHE TMPOTPaMMBI, B KOTOPOM aKTHBHUPYETCS YA3BHMOCTH
¢dopmarnoit crpoku. IloxyueHnas cucrema ypaBHeHMH monaércs Ha Bxox SMT-
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pemarenio. Ecnu cucrema ypaBHEHWI COBMECTHA, €€ peIIeHUeM SIBIISIeTCS Habop
BXOJHBIX JTAHHBIX, 00pabOTKa KOTOPOrO MPHUBOAMUT K CPAOATHIBAHUIO YSI3BUMOCTH.
BrimojHeHHe mporpaMMbl  Ha  MOJIYYCHHOM  HaOope  BXOAHBIX  JIaHHBIX
HETOCPEJCTBEHHO MOJATBEPXKIAET HATUUKE YSI3BUMOCTH.

4. Peanuszayuss mMemoda u pe3ynbmambl MAPaKMuU4YeCcKo20
npumeHeHus

IpemnoskeHHbIH METO OBUT pean30BaH U WHTCTPUPOBAH B YXKE CYIICCTBYHOIIUI
MOJIyJIb-PACIIUPEHUE CPe/bl aHanu3a OWHApHOro kojaa [4]. Jlist pemieHus cuctem
YpaBHEHHI HCIIONB3yeTcs permarensb Z3 [20], Tak kak OH 00ecreunBaeT BHICOKYIO
CKOpPOCTh PabOTHI IO CPABHEHHIO C APYTUMH perratessiMu. [l IpuitoskeHuH 1mox
ynpasineaueM OC Linux nmpuMeHseTcss BO3MOXKHOCTh TIEPE3auCh SYSHKH TaMsITH
10 YacTsIM C IMOMOIIIBI0 crenudukaTopa %hn.

Pa3paboTaHHBIN HHCTPYMEHT OBLT OIPOOOBAH HAa HECKOJIBKUX MIPUMEPAX M3BECTHBIX
ys3BUMocTel. J{is 3amycka NpUIIOKEHUI MCIOh30Balachk OINEPAIMOHHAS CHCTEMA
Arch Linux. B ta6n. 1 npuBeneHbl OCHOBHBIC PE3yJIbTaThl PabOTHI PEaTu30BAHHOTO
anropuTMa: pazMmep cliaiica 00pabOTKH BXOJHBIX JaHHBIX, pa3Mep OJoKa BXOIHBIX
JIAHHBIX, 00IIee BpeMs paboThl anroputMa. CienyeT OTMETHTh, 9TO BpeMs paboThI
SMT-permrarenst He PEBBIMIAIO OJHONW CEKYHIIBI Ha BceX mpuMepax. Kpome toro, B
TabIUIle TPUBEACHBI HAa3BaHUA ¥ BEPCHH aHANM3HPYEMBIX MPHIOKEHUH,
ncnoip3yemMas GpyHKus (GOpMaTHOTO BEIBOJA, a TaKXKe THII MCTOYHHKA BXOTHBIX
JAHHBIX (apTyMEHTH KOMaHIHOM CTPOKH MIIN CETEBOM COKET).

Tabn.1. Pesynomamosi pabomsl anzopumma 2eHepayuu IKCHAouma 0Jis ysA36UmMocmu
popmamnoil cmpoxu.

IIpunoxenne | @ynknusa | Pasmep Pasmep O6mee Bpems | Tun
craiica JaHHBIX, | paboTHI, C BXOJIHBIX
Oair TAHHBIX
socat-1.4 syslog 2847 254 25 Apr.
orzhttpd-r140 | fprintf 7006 254 49 Cetb
sharutils-4.2.1 | vfprintf 1970 255 52 Apr.
gpsd-2.7 syslog 320 255 1 Cetb

JIJis yCTIenIHOM IKCIUTyaTalliy YSA3BUMOCTH OBUTH OTKITFOYCHBI MEXaHU3MBI 3aIUTHI,
KOTOpbIE TMPEMSTCTBYIOT BBINOJHEHUIO BHEApEeHHoro koja. Hccienyemble
MPWIOKECHAUS KOMIIUIUPOBAINCH C (uaraMm KOMIWIATOpa -z execstack
-D_FORTIFY_SOURCE=@. ®uar -z execstack na€T BO3MOXHOCTb BBINIOJIHATH KOJI,
pacrnionaramomuiics Ha cteke. JupextuBa -D_FORTIFY_SOURCE=0 OTKIIOYAET
HCTOJBb30BaHue Oe3omacHeIX (yHKumiA. Tarkke B omepanuoHHON cucrteme Arch
Linux OBLT OTKJIFOUEH MEXaHU3M PaHIOMH3AIMU aapecHOro npoctpancTea (ASLR).
CTOUT OTMETHTBH, YTO OTKIIOYCHUC «KaHApEHKU» HE MOTpeOoBaliach, TaK Kak
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Iepe3anuch ajapeca BO3BpaTa W3 (YHKIWM MPOMCXOTUT, HE 3aTparuBas
«KaHAPEUKy».

IIpenosxkeHHBI METONl O0JaaeT CIEAYIONIUMH OTpaHWYCHHUSAMH. | eHepupyemast
(dbopmarHast cTpoka He JOJDKHA OBITh OOJbIICH IIMHBI, YeM (opMaTHas CTpOKa,
00paboTKa KOTOpOW 3auKcHpoBaHa B Tpacce. Kpome Toro, pa3menaeMelii BHyTpH
(hopMaTHO CTPOKH IISIUI-KOJ HE JOJDKCH colepx,aTh CUuMBOJIOB "%". Takxke, mpu
3anycu OONBIINX 3HAYCHHUU B MAMITh MOTYT UCIOJIB30BATHCS OOJBIINE 3HAYCHUS
MoaudukaTopa MmHpHHEL. [Ipu 00pabOTKe TaKWX CICHUPUKATOPOB HA MOTOK
BBIBOJIA OYJICT BBIBEICHO OOJBIIOE KOJIMYCCTBO JTaHHBIX. B HEKOTOPHIX CITydasx 3TO
MOXXET TPHBECTH K CpabaTHIBAHUIO 3AIIUTHBIX IPOBEPOK, OIMUOKAM BBIICICHUS
maMaTd, omuOkaM (HaiIoBOH CHCTEMBI W JIPYTUM aBapUHHBIM CUTYaIUsM, 4TO, B
CBOI0O OdYepenb, NIPUBOMUT K MPEXKACBPEMEHHOMY 3aBEpUICHHI0 00paboTKH
(hopMaTHOI1 CTPOKH.

WNuorma Ha MOMEHT BBI30Ba (YHKIHMK (OPMATHOTO BBIBOJA IIPEAWKAT IYTH
HAaKJIaJBIBaeT CYIIECTBEHHBIC OTPAaHWYCHUS HAa COAEPKUMOe popMaTHON cTpoku. B
MPWIOKECHUAX TOJ] YIpPaBICHHEM oOleparoHHol cucteMbl Windows azapec
Tepe3anuchiBaeMON SIYEHKH TaMSATH COACPKHUT HYJIEBOH OalWT. DTO TPHUBOIUT K
HEOOXOIMMOCTH pa3MEIIeHHsT ajapeca B KOHIE (opMaTHON CTpoKH, dYTO B
COBOKYITHOCTH C OTpPaHMYCHHSMHU Ha TOCIeqHHe OalThl (HOpMaTHON CTpPOKH
MPUBOJUT K HECOBMECTHOCTHU CHCTEMBI OrpaHMYEeHUN. B CBSI3W C 3TUM [aHHBII
aJIrOPUTM HE MO3BOJWJI MPOBECTH IKCIUTYaTAI[MI0 HECKOJBKUX MPHIOXKEHUN TOJ
ynpasinenueM OC Windows.

5. 3aknroyeHue

B cratbe mpeicTaBiICH METOJA MOWCKA YSI3BUMOCTH (hOpMATHOM CTpoku. MeTox
OCHOBAaH HAa CHUMBOJBHOM BBITIOJIHCHUM OWHApPHBIX TpPacc MOJYYCHHBIX C
MMOJTHOCUCTEMHOTO 3MYJIATOpa. MeTo ObUT peann30BaH B paMKaX CpEIbl aHAIH3a
OMHApPHOTO KOJAa ¥ TIO3BOJSIET TCHEPUPOBATH OSKCIUIOWTHI JUISL  yS3BUMOCTH
¢opmaTtHO#t cTpokm. [lpm mToOMONIIM MJaHHOTO METOJa YCHEIHO YJaloch
CTeHEepUpPOBaTh pabodre OSKCIUIONTHI ISl YETHIPEX MPWIOKEHUH, B KOTOPHIX
COJIEPKAIIICh N3BECTHBIE YSI3BUMOCTH (POPMATHOH CTPOKH.

Hanbonee ONM3KUMHU  SBISIOTCS  pa0OThl  KOJJICKTHBA W3  YHHBEPCHUTETA
Kapueru-Memton. B pabore AEG [7] ¢ mHOMOIIBpIO aHaJM3a HMCXOJHOTO KOja
MpPOTpaMMBI  NTPOM3BOAUTCS TOWUCK JBYX BHIOB YSI3BUMOCTEH: YSI3BUMOCTH
nepenioaHeHuss Oydepa W yA3BUMOCTh (OpMATHOH CTpOKH. 3areM YyKe 10
OMHapHOMY KOJY TpPOTPaMMBI TEHEPUPYETCs OKCIUIOWT I HaWAeHHOU
ys3BuMocTi. Pabora MAYHEM [8] sBnsercs mpomopkenuem padotel AEG u
OIMKCHIBACT METOJ TCHEepAIH 3KCIUIONTOB HA OCHOBE aHAJN3a TOJHKO OWHAPHOTO
koma. [Ipemnmaraembrii MHCTPYMEHT HUMEET BO3MOXKHOCTH TepeOUpaTh pa3inmdHBIC
TPAEKTOPUU BEITIOIHCHUS BO BpEeMsl TUHAMHUICCKOTO CHMBOJILHOTO BBIMOJMHEHUS. K
COXKAIICHUIO, pa3pabOTaHHBIC STHM KOJUIGKTUBOM HWHCTPYMCHTHI HEIOCTYITHBL.
CTOHUT OTMETHTH, YTO B 3TUX paboTax Ui YCIHEIIHOW IKCIUTyaTalliH ySI3BUMOCTCH
TaKXkKe TPeOOBAIOCH OTKIIOYCHHUE PA3TUIHBIX MEXaHU3MOB 3aIUTHI.
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HNuctpyment CRAX [21] ucnonb3yeT HHPPACTPYKTYPY CHMBOJIBHOTO BBITIOTHEHHS
S2E [8] u mo3BonsieT 0OHApY>KMBATh M SKCIUIyaTHPOBATh YSI3BUMOCTH (OPMATHOM
crpoku. B pabore [22] Taxke MpeuIoKeH METOJ| IOMCKa YSI3BUMOCTH (POpPMaTHOM
CTPOKH, HO DKCILTyaTalysi HaliAeHHO! yS3BUMOCTHU HE MIPOU3BOIUTCSL.

Cpeau nanpbHEHIIUX HANpPaBICHUN UCCIIEIOBAHUI MOKHO BBIICIHUTD SKCILTyaTalUIO
yS3BUMOCTEH C MCIOJB30BaHUEM IlepexBaTa MOTOKa HaHHbIX [12], a He moTOKa
ynpaBieHus. B HacTosimee BpeMs IOBCEMECTHO NPUMEHSIOTCS MEXaHHU3MBbI
3allMThl, NPEMATCTBYIONIME MEepexBaTy NOToKa ympaBieHus. Cpeam Takux
MexaHU3MOB MOXHO oTMeTHTh DEP, ASLR, a Taxke mcrnonb3oBaHue 6e30macHBIX
¢dbyHkuii. B coBpeMeHHBIX ONEpalmOHHBIX CUCTeMaX, kKak mpaBwio, DEP u ASLR
BKIIIOYEHBI [0 YMONYAHHWIO, a COBPEMEHHBIC KOMMMISATOPHl HCIOJIB3YIOT
Oe3omacHble (GyHKIMH Tpu cOopke mporpamMm. Takum oOpazoMm, OoJbIas 9acTh
COBPEMEHHBIX MpPOTPaMM JOCTaTOYHO 3alWIleHa OT TIepexBaTa IOTOKa
ynpaBieHus. OJHAKO B HEKOTOPBIX CIydasx 3alliTa HAMEPEHHO OTKIIOYAeTCs
pa3paboTYNKOM, a TTIaBHOE, YKa3aHHBIE MEXaHM3MBI HE 3aIIUINAIOT IPOTPaMMy OT
nepexBara IMOTOKa AaHHbIX. [locpelncTBOM mepexBaTa MOTOKAa JAaHHBIX MOXKHO
peaM30BaTh TaKUE AaTaKW, KaK yTEYKa YYBCTBUTCILHBIX JAHHBIX, MOBBIIICHUE
npuBwiernd u T.J. Ha JaHHBIE MOMEHT 3allMThl, KOTOPbIE MPEMSTCTBYIOT
W3MCHEHHMIO IIOTOKAa JaHHBIX, BHOCST 3HAYUTEIbHOE 3aMe/UIeHHe B paboty
Iporpamm, IO3TOMY UX IPUMEHEHHUE HE BCETa 11e1eco00pasHo.

Emé ogHuM nepcreKTUBHBIM HAIPAaBJICHUEM SIBJISIETCS alalTalus CyUIECTBYIOIIUX
anroputMoB Kk apxutekrypam ARM u MIPS. Dro mno3BONUT pacuMpurh Kpyr
YCTPOMCTB, i1 KOTOPBIX MOXHO MPOBOAUTH aHaiu3. [IoOMUMO HACTOIBHBIX
KOMIIBIOTEPOB, aHalN3 CMOXET TPUMCHATHCS K MOOWIBHBIM YCTPOWCTBaM,
IDTAaHIIETaM ¥ CETEBBIM MapIIpyTH3aTopaM. AnamnTaisi pa3paOOTaHHBIX paHee
AITOPUTMOB TIOTPEOYET OMpEeNICHHBIX YCHINHA M3-32 OCOOCHHOCTEH YIMOMSHYTBIX
BhINIIe apxuTekTyp. Hampumep, B apxutektype ARM HekoTOpbie (YHKIIUH MOTYT
COXpaHATh aJpec BO3BpaTa Ha pETHCTpPE, a HE Ha CTEKe, YTO CYyNIECTBEHHO
OCJIOXKHSET TIePeXBaT MOTOKA YIIPaBICHHUS.

Cnucok nutepatypbl

[1]. B.P. Miller; L. Fredriksen; B So. An Empirical Study of the Reliability of UNIX Utilities.
// Commun. ACM. — 1990. — No 33.

[2]. B.II. lBannukoB, A.A. beneBannes, A.E. boponun, B.H. Urnarses, .M. Kypuxun,
AU. Aserucsin, M.U. JleonoB. CraTiueckuii aHam3aTop Svace JJsl oucka JedexkToB B
nucxoxHoM kxoze nporpamm. // Tpyner MHctHTyTa crcteMHOro mporpamMupoBanus PAH
Tom 26. Beimyck 1. 2014 r. Ctp. 231-250. DOI: DOI: 10.15514/ISPRAS-2014-26(1)-7

[3]. 1.K. Ucaes, J.B. Cunopos, A.1O. I'epacumos, M.K. Epmakos. Avalanche: [Ipumenenue
JMHAMUYECKOTO aHalu3a Ui aBTOMAaTHYECKOTo OOHApyXKeHHs OMIMOOK B MpPOrpaMMax,
HCHOJIB3YIOLINX ceTeBble COKeThl. // Tpynpl HCTUTYTa CHCTEMHOTO NPOrpPaMMHPOBAHUS
PAH, Tom 21, 2011, ctp. 55-70.

[4]. Manapsu B.A., Kayman B.B., ®enotoB A.H. ABTOMaTH3UpOBaHHBIA METOJ MOCTPOCHUS
9KCIUTOWTOB JUISl YSI3BEMOCTH IieperoniHeHust Oydepa nHa creke. // Tpymsl Mucturyra

34



H.A. Baxpyues, B.B. Kayman, B.A. ITagapsu, A.H. ®enoroB. Mero/1 oucka ys3BUMOCTH GOpMaTHON CTPOKH. Tpy/Ibl
UCII PAH, tom 27, Beim. 4, 2015 1., ¢. 23-38

[10].

[11].

[12].

[13].

[15].

[18].
[19].

[20].

cucreMHoro nporpammupoBanus PAH, tom 26, Beimyck 3, 2014, crp. 127-144. DOI:
10.15514/ISPRAS-2014-26(3)-7.

. King J.C. Symbolic execution and program testing. / Commun. ACM. — 1976. — No 19.
. C. Cadar, K. Sen. Symbolic Execution for Software Testing: Three Decades Later. //

Commun. ACM. —2013. — No 56.

. T. Avgerinos, S. K. Cha, Alexandre Rebert, Edard J. Schwartz, Maverick Woo, and D.

Brumley. AEG: Automatic exploit generation / Commun. ACM. —2014.— Ne2.

. Sang Kil Cha, Thanassis Avgerinos, Alexandre Rebert and David Brumley. Unleashing

MAYHEM on Binary Code // IEEE Symposium on Security and Privacy. — 2012.

. G. C. Vitaly Chipounov, Volodymyr Kuznetsov. S2E: A platform for in-vivo multi-path

analysis of software systems. // In Proc. of the International Conference on Architectural
Support for Programming Languages and Operating Systems, 2011, pp. 265-278.

Kayman B.B., MamonrtoB A.lO., Ilamapsu B.A., ®enoroB A.H. Merton BbIsiBICHUS
HEKOTOPBIX THUIIOB OMIMOOK paboThI ¢ MaMsIThi0 B OMHapHOM Koje nporpamm. // Tpymst
WuctutyTa cucremuoro nporpammupoBanus PAH, Tom 27, Beimyck 2, 2015, ctp. 105-126.
DOI: 10.15514/ISPRAS-2015-27(2)-7

Ericson J. Hacking: The Art of Exploitation. 2nd Edition. / No Starch Press, 2008,
pp.167-183.

Hong Hu, Zheng Leong Chua, Sendroiu Adrian, Prateek Saxena, Zhenkai Liang.
Automatic Generation of Data-Oriented Exploits. // 24th USENIX Security Symposium
2015

A.JO. Tuxonos, A.U. ABetucsH. KoMOMHMPOBAaHHBIA (CTATUUECKUH M THHAMHYECKHN)
ananu3 OuHapHoro koxa. / Tpyast UucTHTYTaA cuctemMHoro mporpammupoBanus PAH, Tom
22,2012, ctp. 131-152. DOI: 10.15514/ISPRAS-2012-22-9

. ILM. [osramokx, H.M. ®ypcoma, [I.C. JmurpueB. IlepcnekTuBbl NpUMEHEHUS

JIETepMUHHPOBAHHOTO BOCHPOU3BECHHUS PA0OTHl BUPTYaJbHON MAIIWUHBI IPH pELICHHN
3ama4 KOMIIbIOTepHOIT Oe3omacHoctH. // Matepuansl koHpepenmuu PycKpunro’2013.
Mocksa, 27 — 30 mapra 2013.

Hosramok I1.M., Makapos B.A., Ilagapsu B.A., Pomaneer M.C., ®dypcosa H.U.
IIpuMeHeHHe MPOrpaMMHBIX IMYJIATOPOB B 33jladax aHaiaM3a OMHapHOro kozaa. // Tpymsl
WuctutyTa cucremuoro nporpammupoBanus PAH, Tom 26, Beimyck 1, 2014, ctp. 277-296.
DOI: 10.15514/ISPRAS-2014-26(1)-9.

. B.A. Ilagapsn, A.U. T'ereman, M.A. ConoBeeB, M.I'. bakynun, A.W. bop3unos, B.B.

Kayman, M.H. Jleposckux, F0.B. Mapkun, C.C. Ilanacenko. MeToabl U IporpamMMHbIe
CpeACTBa, INOJIEPKUBAIOIINE KOMOMHUPOBAHHBIN aHamu3 OuHapHOTO Koma. // Tpymbl
HuctutyTa cucremuoro nporpammuposanus PAH, Tom 26, Beinyck 1, 2014, ctp. 251-276.
DOI: 10.15514/ISPRAS-2014-26(1)-8.

. Anppeii Tuxonos, Bapran Ilagapsu. IlpumeHeHue nporpaMMHOro CclaliCHHIa Ui

aHann3a OMHAPHOTO KOJa, MPECTaBICHHOTO TpaccaMu BeinonHeHus. // Marepuanst X VIII
OO0uepoccHiicko  Hay4HO-TEXHHYECKOH KoH(epeHuun «MeToapl U TeXHHYECKUe
cpenctBa obecrnieueHus 6ezonacHoctu nHpopmarum». 2009. ctp. 131

[Magapsu B. A., ConoBbeB M. A., KononoB A. U. MoaenupoBanue onepalnuoHHOMN
CEeMaHTHKH MAIlIMHHBIX MHCTPYKIHMH. // [IporpammupoBanue, Ne 3, 2011 r. Ctp. 50-64.
Silvio Ranise and Cesare Tinelli. The SMT-LIB Format: An Initial Proposal. Proceedings
of PDPAR'03, July 2003

Nikolaj Bjerner, Leonardo de Moura. Z3: Applications, Enablers, Challenges and
Directions // Sixth International Workshop on Constraints in Formal Verification
Grenoble, 2009.

35

I.A. Vakhrushev, V.V. Kaushan, V.A. Padaryan, A.N. Fedotov. Search Method for Format String Vulnerabilities. Trudy
ISP RAN /Proc. ISP RAS, vol. 27, issue 4, 2015, pp. 23-38

[21]. Huang S. K. et al. Software Crash Analysis for Automatic Exploit Generation on Binary

Programs // Reliability, IEEE Transactions on. —2014. — T. 63. — Ne. 1. — C. 270-289.

[22]. Wu B. et al. Directed symbolic execution for binary vulnerability mining // Electronics,

Computer and Applications, 2014 IEEE Workshop on. — IEEE, 2014. — C. 614-617.

Search Method for Format String
Vulnerabilities

'IA. Vakhrushev <ilia.vahrushev@jispras.ru>
'v.v. Kaushan <korpse@ispras.ru>
L2y A. Padaryan <vartan@jispras.ru>
'4.N. Fedotov <fedotoff@ispras.ru>
! Institute for System Programming of the Russian Academy of Sciences,
25, Alexander Solzhenitsyn st., 109004, Moscow, Russia
’Lomonosov Moscow State University, 2nd Education Building, Faculty CMC,
GSP-1, Leninskie Gory, Moscow, 119991, Russian Federation

Abstract. In this paper search method for format string vulnerabilities is presented. Format
string vulnerabilities can cause serious security problems providing ability to write an
arbitrary value to an arbitrary location. Using this opportunity an attacker may hijack the
control flow of a program and execute a malicious code. Besides, it is possible to bypass
some protection mechanisms such as the stack canary due to exact overwriting of function
return address. The method is based on dynamic analysis and symbolic execution. It is
applied to program binaries without requiring debug information. We use dynamic analysis to
find possible unsafe usage of format string function. If user controls data in a format string
parameter, we consider that it is an unsafe usage of format string. Then a path predicate is
build. The starting point of path predicate is a place where input data was received, the
ending point is an unsafe format string function call. After building the path predicate we
need to generate a special format string that provides a control flow hijack and a payload
execution. By asserting such constraints on the format string parameter we are able to
determine whether unsafe function usage is vulnerable or not. If the generated constraints are
solvable, the method produces an exploit. We present a tool implementing this method. We
used this tool to detect known vulnerabilities in Linux programs.

Keywords: format string vulnerability; binary code; vulnerability exploitation; dynamic
analysis; symbolic execution.
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