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DPN Verifier: UHcTpymMeHTapun ansa yckopeHHoW Bepudmkaumm m
ucnpaBneHnsa aedeKTHbIX Moaenen NpoueccoB ¢ AaHHbIMU

H.M. Cysopos, ORCID: 0000-0003-2871-9757 <nmsuvorov@hse.ru>

Hayuonanvhwiii uccredosamensckuil yrugepcumem « Bolcuidas wiKona 3KOHOMUKUY,
Poccus, 101000, e. Mockea, yn. Macnuykas, o. 20.

AnHoranus. Ceru Ilerpu ¢ pannsiMu (DPN) sBisitorcs pacmmpeHueM Kiaccuyeckux cerei Ilerpu,
MO3BOJLIIOIIMM MOJICIIMPOBATh MHPONECCHL, TA€ JaHHBIC BIMSIOT HAa MHOTOK YIpaBIeHHS, oOecrednBas
KOMIIIEKCHOE MPEJICTABICHNE O MOBEACHHN CHCTEMBI M BO3MOXKHOCTh OOHAPYKEHHs TOUEK OTKa3a, KOTOPhIE B
HPOTUBHOM cityyae Obu1H Obl CKPBITHL. OHUM U3 KPUTEPHEB KOPPEKTHOCTH JUIsl MOZEJIEH IIPOLIECCOB SABIISETCS
6e3nedexTHOCTE. Mozens mporecca Ha3bBaeTCs Oe34e(eKTHOM, eclii OHa Beeria KOPPEeKTHO 3aBepIIaeTcs U
Ka)k7loe JIeiCTBHE MOJENHM NPEACTaBIeHO XOTsA Obl B OJHOM MCIONHEHHM Iponecca. B naHHOH crathe
Hpe/CcTaBlIeH HOBbIM MeTox nposepku Oe3nedextnoct DPN, koTopslii TpeOyeT He Goiiee ABYX MOCTPOSHUIH
MPOCTPAHCTBA COCTOSHUM, YTO CYIIECTBEHHO HIDKE [0 CPABHEHHUIO C IIPE/UIOKCHHBIMU U PeaIn30BaHHBIMU
paHee aIropUTMaMH. OTO YCOBEpPIICHCTBOBAaHHE JelaeT HPOBEPKY Oe34e(eKTHOCTH M HCIIpaBICHHE
neheKTHBIX MoJenel NPUMEHMMBIM K MOJEISM JOCTAaTOYHO OONBIIMX pa3MepoB. Ml peaan3oBaiu
IrOPUTMBI BepU(HUKALUK U HCIPABICHUs, HCTIONB3YoIHe 9ToT MeTox, B DPN Verifier — yHusepcansaoM
HHCTPYMEHTe, MOJICPKUBAIOIEM aHalW3 MOJeNeil IIOCPEICTBOM pa3IMYHBIX CTPYKTYP IIPOCTPAHCTB
COCTOSIHUH U ypoBHeil abcTpakuuu. MHCTpyMeHTapuii MO3BOISET MMIIOPTUPOBATH M HKCIOPTHPOBATH KaK
DPN, Tak u CTpyKTypbl IPOCTPAHCTB COCTOSHUM C MUCIIOIb30BAHUEM CIIELUAIBHBIX ()OPMATOB, MPEUIOKEHHBIX
B JIAHHOH CTaTbe, W IIOCTABIAETCS B BHUJE HACTOJIBHOIO IPUIIOKEHUS, KOHCOJIBHOTO IPUIIOKEHUS U
OHMONHOTeKN KIAcCOB, YTO JelaeT HHCTPYMEHT NPHMEHHMBIM KaK UL aKageMHYecKoro, Tak M ULt
MPOMBIIUICHHOTO HCIOIb30BaHMsA. Pe3yIbTaThl SKCIIEPUMEHTOB J€MOHCTPUPYIOT Goliee BBICOKYIO CKOPOCTh
Hauleil peanu3aldy IrOPUTMOB Bepu(HKALMH W HCTpaBieHUs yisi OonbuimHcTBa DPN, onmcaHHbIX B
JIUTEPAType, M0 CPABHEHHIO C CYIIECTBYIOUIMMH PEIICHUSMH, YTO MOJATBEPXKAAET INPAKTHYECKYIO LIEHHOCTh
MPEII0KEHHOTO HAMH PEIICHUS ISl PealbHBIX MPHIOKEHHUH].

KiloueBble €JI0Ba: MOJEIM MPOLECCOB; MPOLECCHI, OOOTrallleHHbIE AAHHBIMH; ceTd IleTpu ¢ JaHHBIMH;
Bepudukanus 6e31eQpEeKTHOCTH; UCTIPaBICHUE AePEKTHBIX MOJIEICH.

Jns uutupoBanmsi: CysopoB H. M. DPN Verifier: VHcTpymMeHTapuii Uit YCKOPEHHOW Bepu(pHKalUH U
ucnpasieHus aeeKTHbIX Mozenei npoueccos ¢ ganubiMu. Tpyast UCIT PAH, tom 38, Bbin. 3, yacts 2, 2026
r., cTp. 49—66 (Ha anrauiickom s3eike). DOI: 10.15514/ISPRAS-2026-38(3)-21.

BaaroaapHocTu. BeinonHeHnue ucciaenoBanuii noanepixkano IIporpaMmoii GyHIaMeHTaNbHBIX UCCIIEI0BAHMIT
HarmoHansHOTO HCCIeI0BaTeNbCKOro yHuBepeuteTa «Bricmas IlIkoma Sxonomuxn», Poccus.

1. Introduction

Distributed processes often rely on data. The data can be manipulated by process activities and
referenced at various decision points. This critical aspect is addressed by several data-aware
modeling formalisms, such as workflow nets with data (WFD-nets) [1], workflow nets with tables
(WFT-nets) [2], and Data Petri nets (DPNs) [3], and frameworks, the most well-known of which is
BPMN 2.0 [4]. The usage of Petri net extensions is common for formal process model analysis due
to the simplicity and unambiguity of these formalisms. In this work, we focus on models represented
as DPNss, a Petri net extension that represents the interplay of data and control flows by transition
constraints that define input and output conditions on global variables.

Despite the approach used to model a process, a constructed model may contain errors. Since some
errors are domain-specific, it is important to verify a model at least for common domain-agnostic
flaws, namely for deadlocks, livelocks, the presence of activities that are never executed, and
unbounded resource growth or consumption. Soundness is a correctness property that captures all
these types of errors. Specifically, a model is called sound if it always properly terminates and each
process model activity occurs in at least one process instance [5]. Soundness verification is an
important step before the process implementation that helps to detect failure points in a process.
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Elimination of the errors detected at the verification stage is called soundness repair. Conducting
soundness verification and repair right after the model design can help to avoid potential problems
in the process to be implemented. This also works for models represented as DPNs. Consider
Fig. 1, which represents a visit to a casino. The model has a deadlock when there is a token in p,
and age is not more than 18: a visitor registers but does not receive a pass. It is reasonable to omit
such a deadlock in a process. A straightforward repair approach here is to restrict the constraint of
Register and forbid its execution if age < 18.

A significant body of research has been dedicated to soundness verification and repair of
DPNs [6][12]. At the current state, there exist two research prototypes, namely [10] and [12], that
implement verification and repair algorithms. However, both the prototypes have several limitations.
First, the inner structure of used verification algorithms requires multiple state space constructions
for checking model soundness, which narrows the application scope of verification and repair
methods to models of moderate sizes. Second, each of the tools was developed as a proof-of-concept.
Thus, as an example, if a model has a large state space and the visualization library cannot properly
handle it, the user would never receive a result regarding model soundness. There are also other
problems related to the proof-of-concept versions, including the impossibility to export
verification/repair results and the necessity to use the proposed desktop/web interfaces, which makes
it difficult to include the verification and repair techniques into model designing pipelines.

age” > 0 A
(hasPass” = T Vv
hasPass" = 1)

'

Receive Pass

(age” > 18 A hasPass” = T)

Fig. 1. A DPN representing a visit to a casino. The initial marking is [i]. The final marking is [0]. Variable
hasPass is of a boolean type, the age is of a real type.

In this paper, we introduce a soundness verification toolkit, DPN Verifier. The toolkit is delivered
in three forms: as a desktop application, as a console application, and as a class library, and is
available for download on https://github.com/ConferenceParticipant/DPNVerifier. Compared to the
previous implementations, it provides more extensive interoperability means, includes wider
opportunities for model analysis, and allows for greater interaction opportunities, for instance,
making the visualization optional when providing a soundness verification result. Last but not least,
the tool implements a new verification algorithm, proposed in this paper, that does not construct the
state space more than twice, which extends the scope of its use to process models of larger sizes.
The main research contributions of this work are as follows:

e A soundness verification and repair algorithms for DPNs based on a new refinement
procedure that requires a single state space construction.
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e The definitions of the PNMLX format used for the DPN import/export and of the ASML
format used for the state space import/export.

e The DPN Verifier tool delivered in three different forms allowing the analysis of a DPN at
different abstraction levels, the verification of different versions of soundness (classical and
relaxed lazy [13]), and the repair of DPN soundness.

e Experimental evaluation that justifies the practical applicability of the DPN Verifier and
the shorter verification and repair execution times compared to the existing solutions.

2. Related Work

Manually crafted process models are often prone to errors. Different papers, such as [14]-[16],
investigate the sources of such errors and the reasons why they are made. Studies analyzing
industrial and reference models have found significant error rates, ranging from 5.6% in the SAP
reference model [17] to over 72% in practical industrial settings [16]. A substantial portion of errors
can be detected and corrected through formal soundness verification and repair procedures.

For subtle and accurate analysis of processes, where data influences the process execution, the
process model formalism should be able to capture the interplay of control and data flows. One of
such formalisms is a DPN. Significant research has been conducted to make DPNs viable in practice,
including techniques for model discovery from event logs [3], conformance checking [18][19], and
soundness verification [6]-[9]. However, the proposed soundness verification algorithms are either
applicable to models of moderate sizes, as algorithms [7][9], or to models with rather simple
conditions, as algorithm [6]. We consider the setting when variables may be compared to constants
or other variables; thus, we are interested in algorithms [7][9]. The verification technique from [7]
performs a single state space construction, but constructs it as granular as possible, considering all
possible combinations of markings and formulas. Algorithms [8][9] require multiple constructions
of the state space; for instance, algorithm [8] constructs a state space for each reachable DPN
marking. All the existing repair algorithms, namely [10][12], use one of the mentioned verification
algorithms for verifying a model at each repair iteration, which entails a rather narrow scope of use
for these algorithms due to the high execution times of the corresponding verification procedures.
Apart from the limitations of the verification and repair algorithms, a significant tooling gap also
persists. Existing implementations of DPN algorithms are fragmented across different platforms,
each with limitations. The process mining [3] and conformance checking [18] algorithms are
implemented as plugins for ProM [20], an open-source framework for process mining algorithms.
Although ProM is a powerful tool for process mining, it is widely often criticized for a confusing
and outdated user interface, and therefore its use is gradually declining. Modern process mining
algorithms are now mainly implemented as plugins for PM4Py [21], a Python-based library, which
by its nature integrates well with the broader ecosystem of machine learning and data science tools.
Interestingly, none of the existing algorithms for DPNs are implemented in PM4Py. Some authors
strive to use Python but develop their own separate applications independent of the mentioned above
library: CoCoMoT [19] for conformance checking and the Ada tool [12] for model verification and
repair are examples of such implementations. The latter was one of the two implemented tools for
model verification and repair, but maintenance has recently been discontinued. Another tool for
verifying and repairing a model was implemented as a desktop application in C# [10], but as a
research prototype, which is why its functionality and interoperability are very limited: for example,
it is impossible to export the repaired model. Both the implementations used the verification
algorithms that require multiple state space constructions.

Considering the limitations of the existing tools for soundness verification and repair, we decided to
devise a new soundness verification method that requires not more than two constructions of the
state space. The proposed method forms a basis in a new toolkit for soundness verification and repair
of DPNSs, introduced in this paper.
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3. Data Petri Nets
A Data Petri net is a place/transition net that includes transition constraints that define input and
output conditions over the data variables.
Each constraint ¢ over a set X of variables is an expression of the form
p:=TIxOy|xOc|=¢ |pi1A @2

where: (i) T is the logical “true”; (i) x,y € X; (iii) ¢ € R; (iv) © € {<,=,>}, (V) ¢', ¢4, @, are
constraints.
We make use of the following standard equivalences: (i) =T = L; (ii) @1 V @, = (=@l A =¢2);
(i) x<y==(@x>y); vy x=2y==(x<y);and (v) x # ¥y = =(x = y). By &(X), we
denote the language of constraints. For example, for X = {y, z}, expressions z >y, y < 0 and (y >
2)V((z<4)A(z = 1))arein @(X). The satisfaction of a constraint is defined in a standard way.
We refer a reader for details to [9]. In this paper, we consider real-typed variables and constants. For
representing transition guards, we use language @ (V" U V"), where V" and V" represent read and
written variables, respectively.
Definition 1 (Data Petri net) [6]. A data Petri net (DPN) is a tuple N = (P, T, F,V, guard), where:

e P and T are disjoint sets of places and transitions, respectively;

e F:(PXT)U(T xP)— N is a flow relation;

e V is a finite set of variables;

e guard:T - ®V"UVY) is a guard assignment function that labels transitions with

constraints.

Given t € T, we also define read(t) and write(t) to denote, respectively, all the variables from V"
and V" that occur in guard(t).
A state of a DPN WV is a pair (M, a), where M: P — N is a marking function that assigns a number
of tokens to each place p € Py, and a:V — R is a variable valuation function that assigns a value

to each variable in V. A DPN moves between states by firing (enabled) transitions. After a transition
fires, a new state is reached, with a new corresponding marking and valuation.

Given a DPN V' and a state (M, a), we say that transition t € T may fire at (M, a) yielding a new
state (M', "), denoted as (M, @)[t)(M', &), if and only if:

e M(p) = F(p,t) and M'(p) = M(p) — F(p,t) + F(t,p), forall p € P;

e 3 &= guard(t), where B: V" U V" = R and, for every v € V, it holds that S(v") = a(v)
and B(v*) = a'(v);

e a(v) = a'(v), for every v € V such that v # write(t).

This is naturally extended to finite sequences of transition firings 0 = t; - t,,, called traces, while
each trace induces a run denoted as (Mg, ay)[ty)...[tn)(My, a,) (or, equivalently, as
(My, ag)[0)(M,, ay,)). Given two states (M, @) and (M',@"), we write (M, a)[*)(M', @") to denote
zero or more transition firings leading from (M, @) to (M', a"). We fix one state (M;, a;) as initial.
By Mg, we denote the final marking. We call state (M, ) final if M = M. In what follows, we use
M) to denote all the markings in the DPN NV. Given two markings M’ and M"' of a DPN V', we
write M"' = M'if and only if for all p € Py, we have M" (p) = M'(p), and we write M"' > M'if and
only if M"" 3= M’ and there exists p € Py s.t. M"'(p) > M'(p).

Definition 2 (Reachability set). Let N be a DPN with an initial state (M;, «;). The reachability set
of V', denoted by Reach,y, is the smallest set of states, which is inductively defined as follows:

e (M, a;) € Reachy;
o if (M,a)[t)(M',a") fort € T and (M, @) € Reachy, then (M',@") € Reachy.
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In the following, we will be interested in the boundedness property of DPNs. We say that a DPN V°
is bounded if there exists a bound k € N such that M(p) < k, for all p € P and (M, @) € Reachy,.

Using the reachability set, we can provide a definition to soundness:

Definition 3 (Soundness) [6]. Let IV be a DPN with initial state (M}, ;) and final marking Mp. '
is sound if and only if the following properties hold:

e foreach (M, a) € Reachy,, there exists a’ s.t. (M, @)[*)(Mg, a).
e foreach (M,a) € Reachy, M > My = M = M.
e foreacht €T, there exist (Mq, a;), (M, ;) € Reachy: (My, a1)[t)(M;, a).

As an example, the DPN from Fig. 1 is unsound, since the property that ensures the reachability of
the final state is violated. One of the executions that lead to a deadlock is the following:
([i], {age = 0, hasPass = 1}) [Enter Casino) ([p,], {age = 14, hasPass = 1})[Register) ([p.], {age =
14, hasPass = 1}).

The number of states in Reach, can be infinite even if the DPN is bounded, especially for models
with real-typed variables. Thus, a classical reachability graph can barely be used for soundness
verification in practice. In the following sections, we introduce the abstract state space structures
that can be used for analyzing the behavioral properties of DPNs, including model soundness, and
that could be constructed in the DPN Verifier.

3.1 PNMLX format

The classical PNML format [22] does not allow for defining variables or transition constraints. Thus,
we extended this format to make it sufficient for DPN representation. First, the net now includes a
set of variables with variableType defined in listing 1.

<xs:complexType name="variableType">
<Xs:sequence>
<xs:element name="name" type="xXs:string"/>
</xs:sequence>
<xs:attribute name="type" use="required"s>
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:enumeration value="Real"/>
<xs:enumeration Value:“Integer"/>
<xs:enumeration value="Boolean"/>
</xs:restriction>
</Xs:simpleType>
</xs:attribute>
</xs:complexType>

Listing 1. Type ‘variableType’ definition.

Second, a transition now includes an optional string attribute guard that defines a transition
constraint. The constraint is an expression that uses logical connectives && (and) and || (or) to
combine atomic variable-operator-constant and/or variable-operator-variable conditions. Read
variables have a subscript _r, write variables have a subscript _w. String "hasPass_w == True &&
age_r > 18" is an example of an admissible value for the guard. A simplified Backus-Naur Form for
admissible expressions is shown in Listing 2. The described format is used both for DPN import and
export.

4. Means for Data Petri Net Analysis

Analysis of DPN behavioral properties requires the state space structures that are finite despite the
finiteness of the domains of variables. In what follows, we define some of them, show how they are
implemented in the DPN Verifier, and describe how they can be used for soundness verification.
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<expression> ::= <or_ expressions>

<or_expression> ::= <and expression> ( "||" <and expression> )*
<and_expression> ::= <atomic expr> ( "&&" <atomic expr> )*
<atomic_expr> ::= <comparison> | ("!")? " (" <expression> ")"
<comparison> ::= <real_var> <num_op> <real_val> |

<int var> <num op> <int vals |
<bool var> <bool op> <bool vals>

<num_op> ce= MM | ne_mn | nen | Nemn | [T} | mp=n
<bool op> ti= "==" | M=t

<real vals> ::= <real var> | <real constant>
<int_vals> ::= <int var> | <int constants>
<bool vals> ::= <bool var> | <bool constants>
<real var> ::= <name> " " <access_suffix>
<int_vars> ::= <name> " " <access_suffixs>
<bool_var> ::= <name> "_" <access_suffix>
<name> ::= [a-zA-Z_] [a-2zA-Z0-9_]*
<access_suffixs> ti= "rt | tw"

<real constant> te= ("-")2 [0-9]+ ("." [0-9]+)7
<int constants> ri= ("-")? [0-9]+

<bool constants> ::= "True" | "False"

Listing 2. Admissible expressions definition.

4.1 Classical State Space Abstractions

A straightforward way to tame the infiniteness of variable valuations is to use a generalization of a
state space, where each node would represent not a single state, but a set of states, which have the
same marking but different variable valuations. Since sets of variable valuations may still be infinite,
we can use formulas of @ (V) to describe them (if language @ is expressive enough [9]).

First, we need a procedure to compute a formula for the next state in a state space generalization.
Let ¢ € @(V) be a formula of the current state, t be some transition, and I/, be a set of variables that
are simultaneously read and written by t. To compute the formula of the state resulting from
executing t on the state with ¢, we need to eliminate the existential quantifier from 3V, (¢[v/v"] A
guard(t)) and substitute v", v" in the resulting formula for v. We denote this operation as ¢ @
guard(t). In our tool, results of quantifier eliminations are computed using the SMT-solver Z3
[23]. Using this operation, we can now define an abstract reachability graph (ARG):

Definition 4 (Abstract Reachability Graph). Let V' = (P, T, F,V, guard) be a DPN with initial state
(M;, ;). Let @(V) be the language of constraints, as in Section 3. Abstract Reachability Graph
ARGy of V is a tuple (S, E, sy), where:

e 50 = (M;,¢;) €S is the initial node with ¢; = A,ep{v = a;(v)};
o S C M, x@(V) is the least set that contains s, and is closed under the transition relation.

e E C ST XS isa set of arcs labeled with transitions, s.t. (M, ¢),t, (M',¢")) € E if and
only if (i) ¢' = ¢ @ guard(t) and [[¢]] # @, (ii) for each p € P, M(p) = F(p, t), (iii)
M'(p) = M) — F(p,t) + F(t,p).
The ARG is infinite if a DPN is unbounded. If a DPN is unbounded, our tool terminates when a
strictly covering node is found and a fragment of the DPN is returned to a user. The covering and
strict covering relations are defined as follows.
Definition 5 (Coverability). Let (M, @), (M', ¢") be two nodes. We say that (M’, ¢") covers (resp.,
strictly covers) (M, @), denoted as (M, @) E (M', ") (resp., (M, p) = (M', ¢")) if and only if the
sets of all assignments that satisfy ¢ and ¢’ are equal and M < M’ (resp., M < M').

The algorithm 1 implemented in the DPN Verifier toolkit for constructing an ARG is defined below.
55

Input: ADPN NV = (P,T,F,V, guard) with initial state (M,, ;).
Result: (ARG, isFull), where ARG is an ARG for IV, isFull is a Boolean flag.
¢ < Noev{v = a;(v)}
So < (M, ¢p)
S {sohE < @ N « {so}
while N # @ do
(M, @) « Pick(N) // Take a node from N
N« N\ {(M,¢)}
foreach t € T s.t. M[t)M' do
@' < ¢ @ guard(r)
if =(¢" ~ false) then
foreach state (M, ¢,), on the path from sy to (M, ¢) do
if(M' > M,) A\ (¢ ~ ¢,) then
return (G5, E, 5,0 false)
E < EU{EM, ¢),t,(M',¢)B
ifV(M, @) €S:M # M'V =(¢p' ~ @) then
SeSU{M,¢NLN « NU{M', ¢}
return (ES, E, s, true)

Algorithm 1. ConstructARG (N, (M, ai)).

Since some behavioral properties could be solved as coverability problems, it is makes sense to
propose an abstract coverability graph (ACG) for a user. To operate with unbounded nets, we use
the special symbol w, as in [24], which represents an unbounded number of tokens. For each integer
n,w>n wtn=wand w = w. ACG is defined as follows:

Definition 6 (Abstract Coverability Graph). Let V' = (P, T, F,V, guard) be a DPN with initial state
(M;, ;). Let @(V) be the language of constraints, as in Section 3. Abstract Coverability Graph
ACGy of V' is a tuple (S, E, sy), where:

o sy = (M;,¢;) €S is the initial node with ¢; = Apey{v = a;(v)};
o S C My x®(V)is the least set that contains s, and is closed under the transition relation;

o ECSXT XS isa set of arcs labeled with transitions, s.t. (M, ¢),t, (M',¢")) € E if and
only if (i) ¢' = ¢ @ guard(t) and [[¢]] # @, (ii) for each p € P, M(p) = F(p, t), (iii)
given M*(p) = M(p) — F(p,t) + F(t,p), M'(p) = w if there exists a node (M", ¢"") €
Sce along the path from sy to (M, ¢), s.t. (M",¢"") = (M*,¢"), and M*(p) > M"(p),
otherwise M'(p) = M*(p).

In some cases, it might be more convenient to investigate coverability problems on a tree structure.
For these purposes, we also propose an abstract coverability tree (ACT) for a user, whose definition
is very similar to Definition 6, and the only difference is in the graph structure. The algorithms for
constructing an ACG and an ACT are similar to Algorithm 1 but guarantee to return the full graph,
where unbounded positions are denoted by w. We skip definitions of these algorithms for brevity.
The structures shown above properly represent all the paths acceptable in a process. For instance, if
there is a transition firing (M, a)[t)(M’, a"), an ARG always contains an arc (M, ¢),t,(M', ¢"))
with @ € [[¢]] and &’ € [[¢']]. However, they may not capture the situations when a transition may
not fire due to the current variable valuation. The graphs at their current state could be used for
verifying model boundedness, absence of dead transitions, presence of paths leading to a final state,
presence of deadlocks and livelocks at the backbone level, presence of markings at which neither of
the transitions may fire due to input conditions of the transitions, etc.

4.2 Refined State Space Abstractions

When we need a more granular structure, where all the deadlocks induced by the addition of a data
flow are shown, we can transform the source net and construct the state space structures from the
previous section. The transformation is the following. For each transition ¢ with a non-trivial input
condition, we add a complementary transition (denoted as 7(t)) that does not change the marking
but has a negated input condition of t as a constraint, i.e., = (Iwrite(t): guard(t)). Fig. 2 illustrates
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this transformation for a DPN from Fig. 1. An ARG constructed for such a DPN represents all the
model deadlocks as nodes that cannot be leaved by non-tau-transitions, which is shown in Fig. 3.

(or (and (> age_w 0.0) (= hasPass_w true})

(not (= hasPass_r false)) (and (> age_w 0.0) (= hasPass_w false)))

)

T(Register

(not (= hasPass_r true))

T(Enter Gambling Room, (= hasPass_r true)

(= hasPass_r false)

(not (not (<= age_r 18.0)))

Fig. 2. A DPN from Fig. 1 with added t-transitions.

4 [o] (jor and (not (<= age_r 0.01) hasPass_s
{and (not (<= age_r 0.00) (not hasPass il

Enter Gambling Room

&2 [p1] lior [and (not <= age_r 0.0]] hasPass_r)
fand (nat (<= age_r 0.01) not hasPass_l)

d8 [o] i{and (not (<= age_r D.09) inot hasPass 1]
Quit

age_r 0.0]) hasPass TiRegister]
1 inot hasPass_rili Register
TiEnter Gambling Room)

——{Enter Gambling Room)

25 [p3) liand (nof (<= age_r 0.01) hatPass 1]
Enter Gambling Room

Gamble

e x 6 [p1] (et (411 {or (and (nat (<= sge_r 0.0]) hasPass 1
~——_Register [ {and (net (<= age_r 0.0)) (nat hasPass_riil)
[[@73 [p3] land (nat (<= age_r 0.0J) hasPass_r (not (<= age_r 1B.0)1) fand al1 hasFass Al T TiRegister
= g 5 Cit
Enter Gamibling Riom |53 [P2] (1and (ot (< = age ¥ 007 not haseass 1) [T ot <= 33 Tol TP )
Gamble - =
ceive Pass T{Receive Pass]
10 [p1] tand (not (<= age_r 0.0) hasPass_r (not (<= & ge_r 18 Oil=riRegister) [id: =
it ; e eive Pass)

d:12 fo] {iand (not [<= age_r 0.0) hasPass r (not (<= age_r 18,00}

Fig. 3. An ARG for the DPN from Fig. 2. A node with a red border denotes a deadlock. Green nodes denote
final states.

However, such an ARG may not capture the livelocks induced by the data flow. The reason is simple:
the state-space narrowing caused by firing t-transitions may be overwritten by a transition in a cycle
that updates variables. We need to conduct an extended model transformation to make an ARG
granular enough for depicting livelocks. This can be done by splitting transitions that occur in cycles.
In [9], this procedure is called DPN refinement. The proposed approach requires multiple ARG
constructions to modify a DPN. At each iteration, for each transition, we need to define a set of
transitions based on which the split is done. For this, the proposed approach traverses all the
elementary and compound cycles in the ARG. All this together makes the refinement method barely
applicable to large models for which an ARG may be of a sufficiently big size.

We introduce a new version of a DPN refinement, shown in Algorithm 2, that requires a single ARG
construction and that does not require finding all the elementary cycles in an ARG. The algorithm
constructs maximal mutually disjoint cycles exploiting information about reachability sets of each
ARG node (compared to finding all the elementary cycles), and splits transitions occurring in cycles.
A transition is split based on the input conditions of other transitions occurring in the same cycles
or allowing leaving them. The input condition is considered if it includes variables overwritten by
the current transition. In the algorithm, we use functions R and R; to denote mappings between
transitions and their refined versions (R for overall and R; for the current loop iteration).
Correspondingly, we use R™1(t) to denote the base version of transition t. For each transition t, we
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also define N(t) as a set of transitions that occur in cycles that include t (in ARG, ) or allow leaving
them. In a while loop, the algorithm splits transitions in cycles until the set of transitions stabilizes.
For each DPN transition t, we define the set Tyipiqers @S @ subset of transitions, whose base versions
are in the same cycles as the base version of transition t. Transition t' is in Tg;p;gers if t" has an input
condition on a variable that is overwritten by t. Procedure RefineTransition (Algorithm 3) splits
a transition based on Ty;p;4ers- We try to perform the refinement for each DPN transition and proceed
to the next iteration if at least one of the refinements produced multiple transitions. After the set of
transitions stabilizes, the loop is exited and the flow relation of the refined DPN is defined. Refined
transitions have the same incoming and outgoing arcs as their base versions. Compared to [9], we
may split slightly more transitions, but the growth in the resulting ARG size is compensated for by
skipping multiple ARG constructions.

Input: ADPN NV = (P,T,F,V, guard) with an abstract reachability graph ARG.
Result: NV, = (P, Ty, F, V, guard), a refined version of V.
toProceed « true, T « T
Eycles, ExitsB= GetMaxDisjointCycles(ARGy)
foreach t € T do
R(t) «t
N(t) « {t' €T | (s, t',s") € CUExits(C),(s",t,s"") € C,C € Cycles,t’ #t}
while toProceed do
toProceed « false
foreach t € T do
Taividers < {'|t' € R(t"),t" € N(RT'(t)),read(t") nwrite(t) # @}
R;(t) « RefineTransition(t, Tyivigers)
if |R;(t)| > 1 then
toProceed « true
foreach t € T do
R(t) « {t'|t' e Ri(t"),t" € R(t)}
Tp < {t|t €ER(t),t' €T}
foreach t € Ty do
foreach p € P do
Fe(p, 1) < F(p, R (D). Fa(t,p) <« F(R™'(£),p)
return (P, Ty, Fz,V, guard)

Algorithm 2. RefineDPN (N, ARGN).

(and (not (<= b_wa_r)) (<= 3.0 b_w))

(> a_w 0.0)

@) (®)

Fig. 4. DPN refinement example. (a) DPN before the refinement. (b) DPN after the refinement. Transition t1
is split into t1 — [t2] and t1 + [t2] based on the condition of t2.

Algorithm 3 defines the procedure that splits a transition based on the set of transitions-dividers. For
each transition t; in the set of transitions-dividers, we obtain its input condition, substitute the read
variables for write ones in this condition if such variables are overwritten by t, and try to split each
transition from Tr¢fineq, Which accumulates the refined transitions, based on this condition and its
negation. The example of the DPN refinement is shown in Fig. 5. Here, transition t1 is split based
on t2. The constraint of t1 is b > a” and the only transition from Ty;;;4¢,s has the guard b” < 3.
The refinement produces two transitions: one with guard b* > a” A b" < 3 and another with guard
b” >a" Ab¥ = 3.
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If t-transitions are added to the refined DPN, the ARG for the resulting model becomes sufficient
for highlighting all model livelocks and, thus, could be used for soundness verification.
Input: A transition ¢ to refine and a set of transitions Ty;pigers to conduct the refinement based on.
Result: Typfineq, a set of transitions resulted from refining t.
Trefined “ {t}
foreach t; € Tyipigers do
¢y < Awrite(ty): guard(ty)
foreach v € write(t) do
$a < Palv"\v"]
Trefinedd “
foreach t, € Trofineq do
guard(ty) « guard(t,) A g
guard(t;) < guard(t,) A ¢y
if IsSatisfiable(guard(t})) A IsSatisfiable(guard(t;)) then
Trefinedd “ refinedq U {t:' tr_}

else
Trefinedd < Trefinedd U {t}
Trefined < Trefinedd
return Trefineq

Algorithm 3. RefineTransition (t, Taividers).

4.3 Soundness Verification

The implemented soundness verification algorithm shown in Algorithm 4 transforms the model by
splitting transitions and adding t-transitions and investigates the ARG of the resulting model. The
analysis performs graph-traversing techniques to verify the soundness property from Definition 3.

Input: ADPN N = (P,T,F,V, guard) with initial state (M;, a;) and final marking M.
Result: (ARG, isSound), where ARG is an ARG for V' (if unbounded) or for V_(otherwise), isSound is a Boolean flag.
(ARG, isFull) « ConstructARG (N, (M, a;))
if misFull then
return (ARGy, false)
Ny < RefineDPN (N, ARGy)
Ng, < GetTauDPN (Ng)
ARGy, < ConstructARG (Ng,, (M, a;))
return AnalyzeARG(ARGNRT, Mg)

Algorithm 4. VerifySoundness (N, (My, a1), MF).

The examples of soundness verification results visualization are shown in Fig. 3 and Fig. 7.
Besides classical soundness verification, the tool implements an algorithm for verifying relaxed-
lazy soundness, which is applicable for checking correctness of resource-oriented models [13].
Relaxed lazy soundness requires a model to have at least some executions that terminate with one
token in o and potentially other tokens in the model and have each of the transitions present in at
least one such execution. For verifying this property, classical ACG becomes sufficient.

4.4 ASML Format

Although ARG visualization may be convenient, it may be useful to export the graph for further
analysis. This is especially reasonable if the number of ARG nodes is too high for visualizing or if
it is undesirable to reconstruct the state space again. That is why we have proposed the ASML format
for exporting and importing the graphs of abstract state space abstractions. The full xsd-schema for
this format is stored in the GitHub repository. In short, we store the information about nodes and
arcs, about the state space type (ACG, ARG, ACT, etc.), and about the DPN elements, namely
transitions, variables, and the final marking. Transition constraints follow the Backus-Naur form
from Section 3.1. State constraints have a very similar form with the only difference that variables
in formulas do not have _w and _r subscripts. The ASML format is sufficient both for analyzing
graphs in other systems and for their proper state space visualization in the DPN Verifier.
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5. Means for Data Petri Net Repair

If a model is unsound, it is often desired to slightly modify the model to make it sound. In our tool,
we follow the approach proposed in [10], repairing a model by restricting transition constraints (by
that, we forbid executions that lead to failure points in the source model). A repair can be divided
into three steps: (i) making the DPN bounded, (ii) eliminating model deadlocks and livelocks, (iii)
removing dead transitions and isolated places. The algorithm is implemented as a semi-decision
procedure: it guarantees to terminate, but the repair may not succeed. If the repair was not successful,
the tool informs the user about it and proposes to use other repair algorithms. We omit the algorithm
pseudocode for brevity since it is very similar to the code given in [10]. The difference in the
algorithm implementation is the following. First, our implementation uses an ACG to make the DPN
bounded instead of an ACT. A coverability tree is usually larger than a coverability graph and has
duplicate nodes. By using an ACG, we may omit the necessity to compute the results of the same
expressions multiple times. Second, our implementation incorporates the DPN refinement from
Algorithm 2, which requires a single ARG construction to refine a model and does not require
finding all the elementary cycles. This allows conducting the repair faster in most cases.

Fig. 5 illustrates the repair result of a DPN from Fig. 1.

{or (and (not (<= age_w 0.0)) hasPass_w)
{and {not (<= age_w 0.0)) (not hasPass_w)})

{and (or (<= age_r 0.0) (not (<= age_r 18.0))) (not hasPass_r))

true

hasPass_r

Enter Gambling Room)

[Eanictan.
Register

Fig. 5. A repaired DPN from Fig. 1 using the implemented repair algorithm.

6. Delivery Formats

The DPN Verifier toolkit is delivered as a library, as a console application, and as a desktop
application. Compared to Ada [12], DPN Verifier is fully open-source and easily deployable, which
guarantees its usefulness even after the maintenance termination. The toolkit is implemented using
the C# language, allowing for generally faster algorithm execution compared to Python.

6.1 Library

The solution consists of four main libraries: DPN.Models, DPN.Generation, DPN.Parsers, and
DPN.Soundness. DPN.Models is a core library containing classes for all the elements associated
with DPNs used by other libraries. DPN.Generation is a library for generating random DPNs for
experiments. It provides capabilities for constructing a random DPN according to the given
parameters. The library could be used for synthetic experiments of algorithms for DPNs or as an
entry-point to see how a DPN can be verified, repaired, and exported. DPN.Parsers is a library that
allows converting a DPN to the PNMLX format, an abstract state space structure to the ASML
format, and vice versa. The library also includes the internal code for proper serialization and
deserialization of formulas, both in transition and state constraints. DPN.Soundness is a library that
provides capabilities for soundness verification and repair. Verification algorithms (classical and
relaxed-lazy) implement a single method, Verify, that takes a DPN and verification settings as input
and returns the object that stores all the information regarding the DPN soundness that can be further
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shown to a user. A repair algorithm is implemented only for classical soundness. Its method Repair
takes a DPN and repair settings as an input and returns an object storing the important information
regarding the repair algorithm execution. Verification and repair settings are used to configure the
algorithms, for instance, by specifying the type of a state space structure to use in the operation.
Besides that, there are utility classes for constructing state space structures from Section 4.1 and
performing transformations from Section 4.2.

6.2 Console Application

The console application, called DPNVerifier.Console, provides capabilities for verifying and
repairing DPNs saved in the PNMLX format. If verification is called, the tool, as a result, returns
information about model soundness and about the abstract state space constructed. If the flag
SaveStateSpace is used, the state space is saved in the ASML format at the predefined location. If
the flag Verbose is used, the information about each node in the abstract state space structure is
written as an output. If a repair is called, the tool, as a result, produces the repaired DPN (if a repair
was successful) and saves it in the PNMLX format at the predefined location. The console app could
be used as a standalone application or in different pipelines. Regarding pipelines, we define two
main directions: (i) using the verify and repair operations right after automatic model discovery to
guarantee model soundness, or (ii) using the repair operation together with other DPN repair
approaches to propose different repair options to a user for an unsound DPN.

Listing 3 is the output of the DPNVerifier. Console call without any arguments, showing all possible
parameters for a tool and examples of the tool calls. Listing 4 is the repair result for the DPN example
from Fig. 1.

6.3 Desktop Application

The desktop application allows a user to import/export/generate a DPN, visualize it, conduct DPN
transformations described in Section 4.2, construct and visualize abstract state space structures,
defined in Section 4.1, import/export them, and perform soundness verification and repair.

The main application window is shown in Fig. 6. The File tab allows opening and saving a DPN and
opening an abstract state space structure. The Tranmsition Systems tab allows constructing and
visualizing an ARG, an ACG, and an ACT, both for source DPNs and the ones transformed using
techniques from Section 4.2. The Soundness tab provides capabilities for soundness verification and
repair. The Model tab provides capabilities for transforming a DPN to tau-DPN and refined DPN.

DPN Verification and Repair Console Application

Usage:
--Operation <Verify|Repair>
--DpnFile <path_to_dpn file>
--OutputDirectory <output_ directory>
--SoundnessType <Classical|RelaxedLazy>
--SaveStateSpace <true|false>
--VerificationParameters "<keyls> <valuels> <key2> <value2>..."
--RepairParameters "<keyl> <valuel> <key2> <value2>..."

--Verbose
Examples:
--Operation Verify --DpnFile model.pnmlx -OutputDirectory
./results --SoundnessType RelaxedLazy --Verbose
--Operation Repair --DpnFile model.pnmlx -OutputDirectory
./results --SoundnessType Classical

Listing 3. Admissible expressions definition.
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Processing DPN: Casino.pnmlx

Places: 5, Transitions: 6, Variables: 2

Starting repair...

Repair result: Success

Repair steps: 1

Repair time: 0.13 seconds

Repaired DPN saved to C:\workspace\Casino-repaired.pnmlx

Listing 4. Admissible expressions definition.
B o verifier

File Transition Systems  Soundness  Model

Fig. 6. Main DPN Verifier window with the visualized livelock example from Fig. 4(a).

The visualization of abstract state space structures is done in a separate window, which is also used
for illustrating soundness verification results. Fig. 7 shows this window as a result of soundness
verification for a DPN from Fig. 6. All the nodes have adjusted visualization according to their type.
For instance, final nodes are colored in green, nodes with no path to finals are not colored but have
ared border, dead nodes are colored in red, and nodes with unclean finals are colored in blue. At the
bottom, the total information regarding soundness is shown. Since the analysis of the state space
structure costs sufficiently less than its construction, the analysis is conducted on each state space
construction. This helps a user detect potential problems in a model. This window allows a user to
export the state space structure in the ASML format by pressing the button Export Graph. The
exported graph can further be opened from the main window. If the graph is too large, we only
visualize it if a user approves this action.

7. Experimental Evaluation

We tested our verification and repair algorithm implementations in the DPN Verifier toolkit on the
standard DPNs from the literature and compared their performance against two existing tools ([10]
and [12]). As shown in Table 1, our implementation is faster for almost all models. The sole
exception was the Road Fines Mined model, for which our repair algorithm generated significantly
more transition splits than the method in [10], resulting in a slightly higher execution time. Despite
this case, the experimental results demonstrate that our refinement approach generally reduces
verification and repair times for standard models from the literature and that the implemented
soundness verification and repair algorithms can be used in realistic application domains.

In the future, we also plan to evaluate the algorithms’ implementations on synthetic data using the
DPN generation feature described in the previous section.
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State Space Visualization
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Fig. 7. State Space Visualization window with results for soundness verification of the livelock example.

Table 1. Verification and repair times on models from the literature. Size is measured in the number of places
(P), transitions (T), and variables (V). The unbounded and BPMN examples were not tested on the Ada tool.
Nonetheless, the unbounded example cannot be repaired by the Ada tool due to the algorithm restriction.

Verification Repair
Model Size DPN Prototype Ada DPN Prototype Ada
Verifier [10] [12] Verifier [10] [12]

Livelock Example [9] 3P+3T+2V 77 ms 196 ms 855 ms 123 ms 205 ms 2.1s
H‘(‘}]"’““d“ Example SPHATHIV | Sms 7 ms ? 0ms | 32ms -
BPMN Example [9] 10P+10T+5V 38 ms 54 ms ? 116 ms 203 ms ?
Casino Example [10] SP+6T+2V 31 ms 40 ms 920 ms 112 ms 134 ms 2.7s
Digital Whiteboard: TPH6T+3V | 20ms | 26ms | 120ms | 68ms | 118ms | 2.1s
Transfer [25]
Package Handling [8] 16P+28T+5V 745 ms 902 ms 13s 754 ms 3.7s 6s
Road Fines Mined [25] 9P+19T+8V 296 ms 410 ms 31s 1.8s 1.6s 24s
Simple Auction [16] 4P+4T+2V 57 ms 183 ms 1.7s 130 ms 263 ms 25s
Hospital Billing [25] 17P+16T+4V 68 s 108 s 181s Already Sound
Sepsis Mined [25] 24P+35T+4V 45s 101's 103 s Already Sound

8. Conclusion

In this paper, we introduced the toolkit for soundness verification and repair for data-aware process
models represented as DPNs. The toolkit allows importing a DPN, visualizing it, verifying it for
soundness, and repairing if it is unsound. Besides that, the state space of the DPN can be visualized
at different granularity levels. The latter allows for verification of a desired behavioral property
without the need to construct the most granular state space abstraction. The state space structure
itself could be exported, which can be especially useful if a user wants to analyze the state space for
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different properties or if a user wants to save the results in order not to construct it again. The
verification and repair algorithms introduced in this paper and implemented in the tool are justified
to have lower execution times compared to the existing solutions. The toolkit is delivered in three
forms: as a library, as a console application, and as a desktop application.

The toolkit could be used in different scenarios. First, when a modeler designs a process to be
implemented. Verifying its model for soundness could help to detect failure points in a process
before its implementation, whereas repairing the model could eliminate such failure points and
guarantee that the process would always properly terminate. Second, when a process is already
implemented according to the model, and an analyst or a modeler wants to verify the already used
process for the absence of failure points or of potentially unbounded resource consumption. The
toolkit can highlight the problems in a model if they exist and propose a solution for eliminating
such problems. This information can form a basis for decision-making regarding process
improvement. Third, when a model is automatically discovered from event logs. In this case,
soundness of the discovered model is not guaranteed, but can be ensured by verifying and repairing
it with the proposed toolkit. It is important to note that the toolkit can also be used for analyzing
other behavioral properties, not limited to soundness. The tool can construct the needed state space
abstraction, which a user may export and veritfy for certain properties using other tools.

In the future, we plan to extend the tool with new means for model analysis, potentially using
temporal logics. It might also be useful to develop the DPN editor so that a user can build the DPN
right in the introduced desktop application. Another important point is to conduct a thorough
comparison with [9] and [10] on synthetic data to clarify whether the proposed algorithm
adjustments indeed help to reduce the execution time in the vast majority of cases.
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