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AHHoTanusi. B 1aHHOl cTaThe mpejcTraBieHa apxurekrypa cereBoro creka UDP/IP st onepannoHHOR
cucreMsl peanbHoro Bpemenu (OCPB) ¢ mopnepxkoit crammapra ARINC 653. LleneBoe mnpuMeHeHHE
TpaHcnopTHoro nporokona UDP/IP B cucTeMax HMHTErpUPOBAHHOIN MOJYJIBHOW aBUOHHMKU TPHBOAUT K
TpeOoBaHMI0 Ha ceprudukaumio mnporpammuoro obecneuenuss (I10) nmo KT178-C. Ilostomy mbl
paccMarpuBaeM pa3pabOTKy CETEBOIO CTeKa € HyJIs M aKLIEHTUPYEM BHUMAHUE HA €r0 COCTABHbBIX JIEMEHTaXx:
apXHUTEKType HIDKENEKAIIEro CEeTeBOTo JpaiiBepa, JUHAMHYECKOM DACIpENeleHUH IIaMsATH, CTPYKType
JIAHHBIX 111 00pabOTKM CETEeBBIX MAKETOB, OPraHM3aLUM Ouepe]ell MakeToB W ouepeaeit TaiimayToB. s
TECTUPOBAHMS HAIIETO CETEBOrO CTE€Ka M CETEBBIX JAPABEPOB MBI IIPEUIATAEM APXUTEKTYPy TECTOBOM
CHCTeMBI, a Takke HaOOp IOAXOJ0B IO MHTErpanuu cetd. PaccmarpuBaemoe I10 crocobHO mpoM3BOAUTH
(parmenTanuio u c6opky IP-nakeToB, a Takxke ynpasisaTe GopMoit Tpaduka.

KioueBble c/10Ba: OmEpalliOHHBIE CHCTEMBI peanbHOro BpeMmeHH; cereBble cTekd; ARINC 653;
TpaHcnopTHbIH mpoTokox UDP/IP.

s uurupoBanmsi: Aneiinuk B.B., ®omun JI.C., Yenmor B.IO. ApxuTekTypa AeTepMUHHPOBAHHOTO
cereBoro creka UDP/IP B onepaijoHHOM crcTeMe peabHOro BpeMeHH ¢ noaaepxkoi crannapra ARINC 653.
Tpynet UCIT PAH, Tom 38, Bbin. 5, 2026, crp. 21-36 (Ha anrauiickoM s3bike). DOIL: 10.15514/ISPRAS-2026-
38(5)-2.

BaaropapnocTu: brnarogapum Bcex COTPYAHMKOB OTAeNa TexHosnorud mporpammupoBanus MCIT PAH,
3aHUMAIOIINXCS Pa3pabOTKOH 1 BepH(HKaLHeil ONepaliOHHBIX CHCTEM, 33 HX HEOIIEHUMYIO MOJIEPHKKY.

1. Introduction

Deterministic communication is required to construct robust onboard real-time computing systems
such as integrated modular avionics and spacecraft control systems. These systems are often
constructed from several SoCs, sensors and actuators connected into a real-time network. Timed
data flows from sensors to control nodes and from control nodes to actuators form closed feedback
loops that control the system. Real-time networks incorporate a variety of technologies:
MIL-STD-1553 [1] and SpaceWire [2] networks, AFDX [3] protocol based on UDP/IP [4, 5] over
Ethernet [6] network are commonly used in aerospace industry. Besides from its application in
AFDX, UDP/IP network stack is a basis for ARINC 615A Data Loader [7] and is also used to
prototype distributed algorithms for real-time networks during early stages of system development.
For this purpose, UDP/IP either runs on emulated platforms over emulated Ethernet network or it
runs on target hardware platform connected to testbed workstation that emulates sensor or actuator
of interest. These potential applications make UDP/IP network stack a desired software.

A real-time operating system (RTOS) governs software execution: it enforces robust time and
memory partitioning [8] of different applications, provides a standardized API to system services
such as file system, error recovery, configuration management, inter-partition communication.
ARINC 653 [9] standard specifies API to those services, however its API to network services only
includes Name Service (equivalent of local DNS server) and Service Access Points (message queues
in which each message has sender and receiver UDP/IP addresses). ARINC 653 provides only basic
conceptual guidance to network stack implementers: worst case execution time (WCET) of all
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functions must be bounded and small relative to typical feedback loop period, memory footprint
must be known «on the groundy, before the system is started.

Potential application of UDP/IP network stack in airborne systems imposes a requirement for
software certification according to DO-178C [10]. To get the airworthiness certificate software
source code must be covered with requirements and tested for compliance. DO-178C prohibits dead
code and therefore the codebase functionality must be maintained close to required minimum. These
factors filter out approach of software porting as available open-source networks stacks such as
IwlIP [11] have no requirements and have too much source code to write the requirements by hand.
Use of commercial certified network stack is not possible as well.

In this paper we study problems of UDP/IP network stack design, development and verification. We
start with a review of architectural patterns found in UDP/IP network stacks both in real-time and
general-purpose operating systems. As software design builds upon the interface provided by
hardware, we take into consideration the architecture of Ethernet driver. Network stack verification
requires attention to details in terms of testbed organization and network emulation; therefore, we
study existent approaches to network integration.

We aim for UDP/IP network stack architecture in an ARINC 653 RTOS, however in this paper we
focus on its structural elements. These elements include: dynamic memory allocation for real-time
OS and packet buffer data structure, packet queue and timeout queue management. To test our
network stack and underlying network drivers we devise a test system and a set of approaches to
system integration. We hope that presented architectural approaches can be reused independently in
design, development or verification of other real-time network stacks.

Presented approaches are implemented in CLOS [12, 13], a real-time operating system developed at
ISP RAS, and tested on hardware platforms used in civil aviation and space industries.

2. State of the art

Prior work to this study involved designing network drivers for different network interface cards
(NICs) in CLOS and resulted in basic networking capabilities. To distinguish existing and suggested
approaches in this paper, we use «CLOS legacy network stack» for an existing CLOS Ethernet layer,
and «CLOS extended network stack» for the network stack presented in this paper as it loosely
builds on top of the existing driver layer.

2.1 Net driver architecture

Approaches to network stack organization are vastly different even among ARINC 653 operating
systems. What remains constant is the concept of system partition: all device drivers and network
services are placed in I/O partition, user partition communicates with it using OS services such as
SAP or Queuing Channels. System partition allows to isolate fault in one user partition leaving the
rest of the system functional and allows to interchange 1/O partitions in case software is reused with
another physical network. This approach is used in model-driven form in AIR RTOS [14], where all
system partition code is configured from XML configuration.
Control flow of NIC device driver can be organized either in interrupt mode or in poll mode. In
interrupt mode device gets an interrupt for each received packet and for each completed transmission
(to release packet resources). In poll mode driver API functions check device status flags and set
return code accordingly. VxWorks, QNX Neutrino, uOS use interrupt mode, CLOS uses poll mode.
Interrupt mode is more effective in terms of CPU cycles as driver code does not run without network
events, however uncontrolled interrupt arrivals increase WCET of other code in system partition and
require synchronization primitives to prevent data races between interrupt handler and the rest of
driver code.
Regardless of control flow organization, most Ethernet drivers have similar data flow (Fig. 1).
Ethernet driver has packet buffers and descriptors organized into ring buffers. Ring buffer is shared
between driver software and NIC hardware. For transmission driver forms packet in tx_data ring
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buffer, fills descriptor data field that points to associated packet, forms a descriptor in tx_desc ring
buffer and moves tx_tail pointer. Once informed about a new packet NIC hardware initiates a DMA
transfer. Completed TX DMA transfer is marked by hardware with updated descriptor status field
and updated tx_head pointer. Packet reception is similar to packet transmission: driver sets descriptor
data pointer to associated data buffer in tx_data ring, fills descriptor in rx_desc ring, initializes DMA
transfer by updating rx_tail. On packet reception NIC hardware updates descriptor status field and
updates rx_head pointer. Typically, net drivers fill many descriptors simultaneously — this allows to
handle transfers asynchronously and use network bandwidth eftectively.

tx data Network driver rx_data
T TX RX RX RX
packet | packet packet | packet | packet
[ 3 I 3 f [ 3 J 3
tx_desc rx_desc
data data data data data data data data
(gET BN flags | flags JRgETH flags | flags | flags | #0110}
A ' s 3 A

Network Interface Card

Fig. 1. DMA ring buffer shared between driver and NIC hardware.

In ARINC 653 systems due to static configuration descriptor ring buffers are typically configured
and allocated statically and have a rigid association with driver. In contrast, data buffers have a
dynamic association with descriptors that is presented by data field. Therefore, data buffers can
either be allocated dynamically outside of the driver and passed to the driver in API calls or they can
be statically allocated inside the driver in one-to-one correspondence with descriptors. First approach
is used in advanced network stacks like IwIP, VxWorks stack and Linux stack [15], second approach
is used in CLOS legacy network stack. We want to adopt best practices and therefore in CLOS
extended network stack packet buffers are allocated dynamically outside of NIC driver.

2.2 Network stack buffer management

Buffer management is an important part of any networking software. A good buffer management
scheme decreases the amount of copying in the data path and enables new usage scenarios.

Let’s consider a buffer management scheme of legacy CLOS stack, in which all packet buffers
belong to the network driver (Fig. 2). Let’s assume that network stack consists of protocol layers
and each layer is implemented in its own component and adds its own protocol header. Partition C
code calls API functions of upper layer component — to send packets that were forwarded from user
partition or originated in system partition.

Every transmitted packet eventually ends up in the driver DMA buffer, therefore upper layer
component first acquires pointer to TX buffer from driver. In the process driver may release buffer
after previous completed transmission. Afterwards upper layer component forms payload at a
specified offset in the buffer and prepends header to it. Then partial packet is passed to lower layer
component, where second header is formed. Afterwards lower layer component transmits packet
into network driver, where DMA transfer is initiated.

Network stack typically resides in system partition, therefore during queuing channel transition
packet is copied from user partition to kernel buffer and from kernel buffer to system partition. If
we ignore the step of packet transfer between partitions (it can be done in many different ways) this
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Fig. 2. Buffer is allocated and freed using network driver.

buffering scheme may be called zero-copy. However, this scheme is inflexible as system partition
code is unable to first prepare a bunch of packets to transmit later. This functionality is required in
ARP [16], where packets accumulate in network interface transmission queue during MAC address
resolution, and in IP fragmentation [5], where fragments accumulate in case driver TX queue is full.
Moreover, the buffering scheme presented does not support effective packet retransmission: to
retransmit a packet network stack must store it in internal buffer and copy it to driver buffer for each
retransmission event.

Let’s consider a more sophisticated buffer management scheme that is employed in VxWorks, IwIP,
uOS, Linux network stacks (Fig. 3). Packet buffer is allocated and freed by a separate buffer
allocator. Its allocation mechanism varies among the operating systems: Linux uses advanced
caching slab allocator [17], uOS uses classical first-fit allocator with hole coalescing, VxWorks and
IwIP use buffer pool allocators with preconfigured fixed buffer sizes. The selection of underlying
packet buffer allocator is important: among the mentioned allocators first-fit allocator does not
provide bouned WCET while simplistic buffer pool allocator does it.

Second buffer management scheme decouples packet buffer allocator from network driver and
separates packet metadata into a distinct data structure (Fig. 4). In Linux it is called sk buff [18]
(socket buffer), in IwIP — pbuf [11] (packet buffer). First, «pbuf» structure holds the position in the
buffer occupied by packet data and supports encapsulation in protocol headers. Headroom and
tailroom are memory ranges that are not used by packet data at the moment but can be used if
network stack decides to prepend new packet header or append new packet trailer. Second, «pbuf»
has a special field that allows to build packet queues out of it. Third, «pbuf» can hold reference
counter that allows to associate several «pbuf» structures with one data buffer. These features allow
to implement packet queuing requested by UDP/IP stack and packet retransmission functionality
required to organize reliable data transfer of any kind.

In CLOS extended network stack, we use second buffering scheme and a packet buffer data structure
that resembles «pbuf» used in IwIP.
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Fig. 4. Packet buffer data structure.

2.3 Approaches to network stack verification

Verification of networking software is non-trivial. Conventional means of software verification
require testing. In this paper we take for granted that other means of secure development lifecycle,
including, but not limited to static and dynamic software analysis, are already present and used. We
also assume formal methods are employed for critical software verification, but leave them out of
the scope of this paper.

To start with, testing of networking software requires an environment: during testing there is a
system-under-test, a second node that communicates to the first one and a network in between. A
second node and a network constitute the environment. Test system must set up the environment,
choose the test scenario, run test and decide whether scenario is successful or not. To make matters
worse, system-under-test may be represented either by software running in emulator with an
emulated network or by software running on actual hardware with real network. First scenario is
used to test protocol and distributed system implementations for functional correctness while second
one allows to test timing requirements and device driver implementations. In the industry there are
many approaches to network stack verification.

Linux network stack is tested with packetdrill [19]. Packetdrill generates traffic using OS system
calls. In addition, the tool can construct UDP/IP packets, sniff packets from the kernel and perform
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bitwise comparison between captured and generated packets. Packetdrill can run tests on a single
machine, however a two-machine setup is also frequently employed.

The AWS IoT Device Tester (Amazon) [20] provides automated testing of network stack
implementations for IoT devices. Testing is performed using an echo server: a packet sent by the
device is looped back to the same device. This approach is sufficient for simple network stacks with
minimal required functionality.

An advanced approach to network interaction is presented in the work from the Institute of Military
Science and Technology [21]. The authors describe an automated testbed that can launch an arbitrary
number of projects on both real and emulated hardware, and can also incorporate sensor devices
emulators. Network deployment is performed automatically. This approach is suitable not only for
functional testing of the network stack, but also for latency measurements, protocol prototyping, and
full-system testing.

3. UDP/IP stack architecture

3.1 Buffer pool allocator for ARINC 653

In hard real-time operating systems dynamic memory allocation is considered an anti-pattern for
two reasons. First, all hard real-time code must have a bounded and small WCET while most
allocators that implement interface of malloc (void *malloc(size_t size)) from C standard library are
optimized for average performance instead of worst-case performance. Second, most allocators
suffer from memory fragmentation: list of all prior allocations and deallocations is not sufficient to
predict whether next allocation will succeed or not, a knowledge of allocator internal structure is
required.

To make a simple allocator with bounded WCET we abandon arbitrary sized memory regions in
favor of buffer pool with preconfigured fixed buffer sizes. Buffer pool is associated with ARINC
653 partition and is allocated statically by CLOS memory subsystem [8]. Buffer pool configuration
(Fig. 5) specifies number of buffers for each size contained in buffer pool.

Buftfer allocation algorithms is as follows:

e User calls function (void* OsAllocBuffer(POOL* allocator, uint16_t size)) to request buffer
with at least size bytes.

e Allocator performs binary search over buffer sizes to find pool with at least one buffer of
conforming size.

o Allocator retrieves a buffer from free list.

<Memory>
<OsBufferPool Name="memory" EnableCache="TRUE">
<BufferType Count="32" Size="64"/>
<BufferType Count="32" Size="128"/>
<BufferType Count="16" Size="256"/>
<BufferType Count="16" Size="512"/>
</0sBufferPool>
<0OsBufferPool Name="desc" EnableCache="TRUE">
<BufferType Count="256" Size="16"/>
</0sBufferPool>
</Memorvy>

Fig. 5. Request for two buffer pools in partition XML configuration file.

Bufter deallocation algorithm is as follows:

e User calls function (void OsFreeBuffer(void* buffer)) to free previously requested buffer.

27

Aleinik V.V., Fomin D.S., Cheptsov V.Y. Architecture for deterministic UDP/IP network stack n ARINC 653 real-time operating system.
Trudy ISP RAN/Proc. ISP RAS, 2026, vol. 38, issue 5. pp. 21-36.

e Library performs binary search over memory ranges of all allocators in a partition to
determine buffer pool allocator that produced the buffer. To optimize this stage user can
pass allocator explicitly.

e Allocator performs a second binary search over all buffer sizes in a buffer pool.
e Allocator inserts buffer in free list of buffers of appropriate size.

This simplistic algorithm has low and bounded WCET for memory allocation and deallocation
and is suitable for use in hard real-time environments.

3.2 Packet queue management

To organize packet queues, we use intrusive circular doubly linked list (Fig. 6). If we want to
organize a queue of NET_PACKET structures, we insert QUEUE_ELEM into it and use CONTAINER_OF
to retrieve encapsulating object for queueElem. In contrary to classic linked list organization this
approach allows to store one object in several unrelated queues. We can also organize polymorphic
queues that contain elements of different types: each QUEUE_ELEM element stores dynamicType that
represent type of encapulation (EVENT_TYPE in the example) and is used to dispatch to corresponding
handler procedure.

Code example in Fig. 6 illustrates a simplistic event handling system: functions
AddEventGpiolmpulse and AddEventNetPacket can be used to add events to the system while function
HandleOneEvent is used to handle events. Note that organization of event flow decouples time
management and memory management from functional logic. Number of objects in the queue is
limited by corresponding buffer pools size, number of events handled in one call is determined by
WCET of longest event handler and availible processing time in the periodic schedule. Both values
are configured by system integrator.

3.3 Management of timeouts

To manage timeouts network stack needs to set a new timeout, to check whether closest active
timeout has passed and to disarm an active timeout that is no longer needed. An advanced network
stack has many timeouts of different sources and requires a specialized data structure for scalable
handling of timeouts. As timeout queue we use red-black tree with intrusive tree nodes, circular
linked list for elements with matching key and cached minimum element. As index key we use
timeout deadline time, a 64-bit value.

It has been proven [22] that worst-case running time of insertion and deletion is O(Ig(n)), where n is
the number of timeouts in the system. Red-black tree is expected to behave better then AVL tree in
terms of average running time as AVL tree rebalancing can perform up to O(lg(n)) rotations [23]
while red-black tree is isomorphic to 2-3-4 B-tree and therefore performs at most three rotations per
operation. Both CLOS and Linux OS schedulers use red-black tree to manage timeouts, making it a
reliable choice.

3.4 Address Resolution Protocol

UDP/IP network stack implies an underlying ARP implementation. During design we aimed for
address resolution implementation that would allow to use our network stack both in conventional
non-real-time environment and in deterministic network. Deterministic network requires packet
transmission procedure to have a bounded WCET. This requirement contradicts to ordinary ARP
operation scheme: to resolve an address ARP broadcasts packets that interfere with all data flows in
the network and unknown duration of address resolution procedure is included in WCET for packet
transmission. To make ARP hard-real-time-friendly one should split data exchange into two stages:
first setup stage has no real-time communication and consists only of ARP requests and replies, after
setup phase all IP-MAC pairs are marked as permanent and during second operational stage real-
time communication takes place. This scheme can be implemented more easily if network topology
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and addresses are known in advance and preconfigured as OS boot parameters or rest in persistent
storage.

typedef enum {
EVENT_IMPULSE,
EVENT_PACKET
} EVENT_TYPE;

typedef struct {
QUEUE_ELEM queueElem;
UINT8 impulseType;

} IMPULSE;

typedef struct {
QUEUE_ELEM queueElem;
UINT8* data;

} NET_PACKET;

VOID AddEventGpiolmpulse(NETQUEUE* queue, IMPULSE* impulse) {
OsNetQueueElemlInit(&packet->queueElem, EVENT_IMPULSE);
OsNetQueueAddTail(queue, &impulse->queueElem);

}

VOID AddEventNetPacket(NETQUEUE* queue, NET_PACKET* packet) {
OsNetQueueElemInit(&packet->queueElem, EVENT_PACKET);
OsNetQueueAddTail(queue, &packet->queueElem);

}

VOID HandleOneEvent(NETQUEUE* queue)

QUEUE_ELEM* elem = OsNetQueueRemoveHead(queue);
if (elem == NULL) {
return;

}

switch (OsNetQueueElemDynamicType(elem))

case EVENT_IMPULSE:
IMPULSE* impulse = CONTAINER_OF(elem, IMPULSE, queueElem);
// Transmit GPIO impulse.
break;

case EVENT_PACKET:
NET_PACKET* packet = CONTAINER_OF(elem, NET_PACKET, queueElem);
// Transmit network packet.
break;

default:
break;

}

}

Fig. 6. Example of intrusive polymorphic linked list usage.

We design our ARP implementation as set of state machines, one state machine for each IP address
in ARP table (Fig. 7). Each state represents current stage of address resolution process. ARP entry
states include:

e NOT_PRESENT — IP address is not known or long forgotten.

e PERMANENT — IP address is known and has a fixed MAC address.

e PENDING — IP address is not known, numRetries ARP request retries happened.

e FAILED — IP address resolution failed; ARP will mark host as unreachable for some time.

e REACHABLE — IP address is resolved; ARP will mark host as reachable for some time.
29

e OUTDATED — IP address has an associated MAC address, however ARP performed
numRetries request retries to validate IP-MAC correspondence.
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Fig. 7. ARP IP address state machine.

Transitions are induced by packet arrivals (Ne 4, Ne 8, Ne 10), user request for address resolution
(Ne 1), user request to add a permanent entry and timeouts (ARP entry expiration timeout (Ne 5,
Ne 9), packet retransmit timeout (Ne 2, Ne 3, Ne 6, Ne 7)). Every of these four events is implemented
with a separate C function: RecvArpMessage, Resolvelp, AddPermanentlp, HandleTimeouts. To
control WCET of HandleTimeouts system integrator has configuration parameter
max_handled_timeouts that control maximum number of timeouts handled during one function call.

3.5 Top-level UDPI/IP stack architecture

To study the UDP/IP network stack architecture let’s examine packet transmit path (Fig. 8). To
transmit a packet user first requests a buffer from network interface (an interface provided by
UDP/IP stack). As was discussed earlier, this buffer is no longer allocated in the device driver and
is taken from corresponding buffer pool. Then network user forms packet payload and passes packet
buffer through the network interface. At this stage UDP/IP packet headers are also formed. Network
stack tries to resolve MAC address as early as possible, because sometimes request to Resolvelp
function may result in ARP request traversing the network.

In order to provide delivery guarantees to the end user we perform bandwidth accounting as it is
done in AFDX [3]. On the logical level we see the network as a set of virtual links. Each virtual link
is a route from one source UDP/IP address to one destination UDP/IP address. Each virtual link has
a statically assigned worst-case bandwidth (bytes/s) governed by credit-based traffic shaper [24].
This allows to estimate and control data flow through each path in the network. Therefore, each
packet is assigned it to a virtual link and added to VL packet queue. If there is enough budget to
transmit a packet it is forwarded to fragmentation module. Transmission of packets not associated
with any virtual links is possible but discouraged in hard real-time scenarios.

Fragmentation module implements IPv4 fragmentation and packet reassembly. Its main design
challenge is that driver queue can fill during the process of fragmentation. Therefore, fragmentation
process must be interruptible and therefore must be implemented as a state machine and not as a
sequential algorithm.
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Fig. 8. UDP/IP network stack transmit path.

Eventually, network stack forms IP fragments and puts them into the device transmit queue. At that
stage address resolution should finish. Otherwise, fragments will block waiting for address
resolution and eventually will be dropped by a dedicated timeout (a sort of deadlock prevention). At
the end packets are retrieved from device transmit queue and passed to the device driver.

4. Test system architecture

The test system manages overall testing process. It automatically deploys test environment, controls
test execution, returns a verdict — either «PASS» or «FAIL». In the simplest setup, the verdict is
determined by reading the board's console port output. However, network-oriented tests introduce
the network interface as an additional I/O channel. This means the test system must either support
direct connection of network devices or deploy a network that allows multiple hardware instances
to communicate.

4.1 Test environment

Test node consists of a software component under test and hardware platform that runs it. In our
case software component is a RTOS with a network stack. Test node can either be a hardware node
or a node emulated by QEMU.

Most CLOS applications are abstracted from hardware platform and can be run both on hardware
and in emulator. However, from the test system's perspective, a hardware test node and an emulated
one are treated differently. Real hardware requires physical means of packet transmission like an
Ethernet cable, whereas emulated hardware does not. Tests that work only with emulated test nodes
run locally on the developer's computer. Real hardware, in contrast, is pooled together in a
centralized hardware-software testbed that is accessed by developers over the network. Developers
compete for exclusive access to individual hardware instances.
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Test environment can include a mock model. Mock model simulates test node behavior and
participates in the network with the same rights as a test node. Unlike test node, mock model is never
used as test subject. It provides full support for various network protocols — Ethernet, UDP, IP, ARP,
etc. — and ensures that protocol-level behavior is correct. Test developer implements a mock model
much faster than a test node. We designed three mock model types suitable for writing tests of
varying complexity.

The simplest form of a mock model is an echo server: it receives a packet from a test node and
returns it unmodified, effectively acting as a loopback. It is used for basic usability check as an
assistance during network driver development.

A more sophisticated mock model is implemented using netcat utility. Packet exchange scenario for
each test is configured as YAML file and has commands: «transmit packet X», «receive packet Y»,
«wait for M milliseconds». Test system executes this scenario and issues a verdict. This type of
mock model is used for thorough network driver or NIC hardware testing.

The ultimate mock model is a Python script. It uses a library of predefined functions to transmit and
receive packets. This approach to mock model construction uses a full range of Python language
facilities and is superior to other approaches in terms of expressiveness. It allows to implement
stateful protocol logic and perform controlled fault injection.

4.2 Test suite configurations

Our test system supports arbitrary combinations of participants. Below are some common
configurations and their typical use cases:

e One test node and one mock model. This is the most basic setup, used to test a single
node, where the mock model serves as a component of the test environment.

e Two test nodes. This configuration is necessary when capabilities provided by a mock
model are insufficient (for instance, testing of Ethernet checksumming or MAC-based
filtering).

e Multiple test nodes and mock-models. This configuration is required for system-level
testing and verification of complicated distributed algorithms.

4.3 Network organization

Test nodes and mock models communicate over an emulated or physical network. However, network
setup is non-trivial and depends on test configuration. Let’s review the approaches we use for
network organization:

e Physical Ethernet network. We have a physical LAN that connects all hardware
platforms. It is used when only hardware-based test nodes are employed.

e Hardware-to-Linux-server communication. When a hardware-based test node needs to
send packets to a mock model (or to an emulated test node), it can forward them to a Linux
server residing on the same network. The Linux server forwards packets to the mock model.
This approach does not support multiple mock models and emulated test nodes, because
Linux server is connected in LAN with only one interface. It means that packets sent to a
single MAC address need to be delivered to different network nodes.

e QEMU sockets in multicast mode. QEMU documentation [25] recommends this mode
for setting up a network of multiple QEMU instances. Several QEMU instances forward
the I/O emulated onboard devices to UDP sockets operating in multicast mode. As a result,
any packet sent by one test node is delivered to all the others. The main drawback of this
method is that multicast traffic propagates beyond the developer's machine across the wider
network. This can lead to an incident in which two machines in one LAN inadvertently
intercept each other's multicast traffic.
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¢ Python router. A Python utility emulates the behavior of an Ethernet switch. This utility
interconnects all emulated test nodes and all mock models.

e Python sniffer. A Python utility bridges the hardware and the emulators. It runs on a Linux
server located within the network of hardware test nodes. It captures packets from the
physical network and forwards them to the python-router utility. Conversely, it receives
packets from python-router and injects them into the physical network. A notable drawback
of this utility is the complexity of its configuration. For example, it must capture broadcast
packets that belong to the current test session, while filtering out other broadcast traffic.

This set of network emulation methods supports all possible combinations of test nodes and mock
models (Fig. 9). In theory, it enables full-system testing. However, this network architecture does
not provide deterministic network delays as the execution time of the Python utilities cannot be
reliably estimated.
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Fig. 9. Preferred network organization scheme.

4.4 Configuration management

A test node is associated with a set of configuration parameters, such as its own MAC address and
MAC addresses of other test nodes. The simplest way to manage these parameters is to hard-code
them in the program source code. In our case, these parameters are generated by the test system and
passed to the test node as boot parameters. This way test developer no longer needs to manually
select MAC addresses. Therefore, multiple concurrently running test scenarios no longer fail due to
misconfigured parameters.

5. Results

To demonstrate functionality of our network stack we constructed a simple test consisting of two
test nodes. For simplicity, both test nodes have only one ARINC 653 partition that contains both
user code and UDP/IP network stack. First test node transmits 100 packets with size of 4096 bytes
and with content of «Hello X», second node receives them from the network stack. Route from first
node to the second is a virtual linked and we assign maximum allowed bandwidth to it (either 4000
bytes/s or 8000 bytes/s).

Our UDP/IP network stack performs address resolution using ARP and transmits packets. As packet
size of 4096 exceeds MTU, IP fragmentation and reassembly is involved. Inter-packet gap is 1.11s
for 4000 bytes/s (Fig. 10) and 0.86s for 8000 bytes/s (Fig. 11) and therefore traffic shaping works.

6. Conclusion

In this paper we presented UDP/IP network stack architecture for an ARINC 653 RTOS. We also
suggested test system architecture to verify network stack implementation as well as underlying
network driver stack.
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Fig. 10. Traffic formed by UDP/IP network stack for 4000 bytes/s.
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Fig. 11. Traffic formed by UDP/IP network stack for 8000 bytes/s.

UDP/IP networking is more than 50 years old, yet to construct a UDP/IP stack suitable for hard real-
time applications we had to reinvent approaches for packet buffer allocation, queuing, timeout
management, and address resolution. In order to be able to test this with airborne equipment we also
had to construct our own sophisticated test system.

We hope our experience can be applied during design, implementation or testing of other real-time
network stacks.

The developed architecture is implemented in CLOS real-time operating system, developed at ISP
RAS, and tested on available hardware used in aerospace industry.
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