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Abstract. The development is described of decentralized financial systems based on distributed ledger
technologies and blockchain technologies allows creating trusted systems that are resistant to external attacks
and manipulation. In public blockchain networks, each user’s transactions are publicly available, which limits
the possibility of their use for financial settlements. The solution to this problem is to use decentralized
protocols for anonymous transactions. The disadvantage of existing protocols is that honest users do not have
the opportunity to dissociate themselves from criminal financial activities. One of the ways to solve this
problem is to use association sets, the implementation of which is discussed in this article. Zero-knowledge
proofs, association sets based on Merkle trees with Poseidon hash function. A system of anonymous
transactions in a public blockchain has been designed and implemented with the ability to prove the good faith
of the origin of funds. The system is based on the concept of association sets and uses zero-knowledge proofs
to provide cryptographic guarantees. Arithmetic circuits in the Circom 2.0 language are implemented to
generate proofs of membership in an association set, along with smart contracts in the Solidity language. A
decentralized governance system based on participant voting has been developed. A comparative analysis with
the existing solution showed that the cost of deposit transactions in the developed protocol is lower than in the
original one, which is explained by the use of a more optimal Poseidon hashing function. When making
withdrawals, the cost of transactions increases due to the additional verification of the association set root
signature and of a zero-knowledge proof covering two Merkle trees. The developed system can be used to
comply with regulatory requirements while maintaining the anonymity of users of distributed ledgers.
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Annoranus. OnuceiBaercs pa3paboTKa JELEHTPaIM30BaHHBIX (DHHAHCOBBIX CHCTEM Ha 0a3e TEXHOIOTHI
PACIIpE/ICICHHBIX PEECTPOB M OJOKYCHH-TEXHOJIOTHII MO3BOJSIET CO3JaBaTh JOBEPCHHBIC CHCTEMBbI,
YCTOIYMBBIC KO BHEIIHMM aTakaM M MaHHUITYJIALUAM. B myOmudHbIX GIOKYEHH-CETAX TPAH3aKIMH KaXIOTO
I10JIb30BaTECJIA OGU.ICE.OCTyl'lel, 4YTO OrpaHAYMBACT BO3MOXXHOCTb HMX MNPUMCHCHHUA [UIA (bl/lHaHCOBle
B3aMMOpacy€roB. PemreHneM 3Toil IPOOIEMBI SBISETCS UCIIOIB30BAHHE ICLEHTPAIN30BAHHBIX IIPOTOKOJIOB
JUIs aHOHMMHBIX TPaH3akuui. HemocTaTkoM cyImecTByONMX NPOTOKOIOB ABIAETCS TOT (AKT, YTO y YECTHBIX
OJIb30BaTeNeii HET BO3MOXKHOCTH OTMEXEBAThCS OT MPECTYNMHOH (uHaHCOBOI AesTenbHOCTH. OHUM M3
CII0CO0O0B pellieHHs] 3TOH MPOOJIEeMbl SBISETCS HCIOIb30BAHME ACCOLMATHBHBIX MHOXKECTB, PeaIn3aliys
KOTOPOTO PacCMaTpUBACTCs B JAHHOHM cTarhe. [IPHBOISATCS [OKA3aTelbCTBA C HYJEBBIM pasliIAlICHUEM,
accoLMaTHBHbIE MHOXKECTBa Ha 0ase aepeBbeB Mepkia ¢ xsm-¢pyHkumed Poseidon. CnpoekrtupoBaHa u
peann3oBaHa CHCTEMa aHOHMMHBIX TPAH3AKIUH B TyOIHYHOM OJIOKYEHHE C BOBMOXXHOCTBIO 0KA3aTE/IbCTBA
J0OPOCOBECTHOCTH IIPOHCXOXKACHHs cpencTB. CHCTeMa OCHOBAaHA Ha KOHIICHIINU aCCOHATHBHBIX MHOXECTB
1 HUCIIOJIB3YET JJOKA3aTeIbCTBA C HyJICBBIM PasIiIallleHHeM JUls 00eCIIeYeHUsT KPHITOrpauuecKuX rapaHTHil.
PeanuzoBanbl apupmeTnueckue cxemsl Ha si3bike Circom 2.0 171 reHepaly JoOKa3aTeabCTB MPUHAIEKHOCTH
ACCOLMATMBHOMY MHOXKECTBY M CMapT-KOHTpakThl Ha s3bike  Solidity. PaspaGorana cucrema
JEIIEHTPAIN30BAHHOTO YIPABJICHUS Ha OCHOBE TOJIOCOBAHUS y4YacTHUKOB. CpaBHHTENBHBIM aHAIHM3 C
CYILIECTBYIOIIMM PEIICHHEM [OKa3aJl, YTO CTOMMOCTb TPAH3aKIHMHl BHECCHMS ACMO3MTA B Pa3pabOTaHHOM
[POTOKOJIE MEHBIIE, YeM B OPHTHHAIBHOM, YTO OOBACHICTCS MPUMEHEHHEM 0ojee ONTUMAIbHOH (QYHKIHU
xommposanust Poseidon. Ilpu BbIMOJHEHHH BBIBOAA CPEICTB CTOMMOCTH TPAaH3AKLHMH YBEIUYMBACTCS H3-32
JIOTIOJIHUTEIIBHBIX HPOBEPOK: MOAIKCH KOPHS aCCOLUATHBHOIO MHOXKECTBA U JOKA3aTENbCTBA C HYJIEBHIM
pasriaimieHneM cpasy s JByX JAepeBbeB Mepkia. PaspaboraHHas CHCTEMa MOXET HPUMEHSTBCS JUIS
COOJTIO/ICHUST PETyJIATOPHBIX TPeOOBAHMI MPH COXPAHCHWH aHOHMMHOCTH IOJIB30BaTENICH PACIPECTCHHBIX
peecTpos.

KirroueBble ciioBa: OJIOKYCHH; aHOHMMM3ALMWs TPAH3AKIMil; ACCOLMATHBHBIC MHOXECTBA; AHOHHMHOCTS;
nepeBo Mepkuia; J0Ka3aTeIbCTBA C HYJIEBBIM PasriallleHHeM; CMapT-KOHTPAKT.

Js uutupoBanus: Bacunses M.JI., Crpyukos 1.B. Cucrema 11 IpoBe€HUs aHOHUMHBIX TPaH3aKLUH B
IMyOIYHOH OGI0KYeiH-CeTH ¢ JJOKa3aTeIbCTBOM OIarOHafeKHOCTH HpoHcxoxkaeHus cpexacts. Tpymsr UCIT
PAH, 2026, Tom 38, BbIm. 6, yactb 1, ctp. 299-310 (Ha anrmmiickom s3bike). DOI: 10.15514/ISPRAS-2026-
38(6)-19.

1. Introduction

In recent decades, distributed ledger technologies have become an important part of the global
financial system and represent a point of growth for digital transformation across various sectors of
the economy. Due to their fundamental properties — decentralization, immutability, and transparency
— distributed ledgers [1, 2] provide the ability to create trusted systems that are resistant to external
attacks and manipulation. This opens broad prospects for their application in financial technologies,
logistics, government services, and other industries where security and reliability are of paramount
importance.

At the same time, in public blockchain networks, the existence of a publicly available database
containing every transaction of every user creates the possibility of deanonymizing users through
transaction history analysis, violating the requirement of operational privacy, which limits the
applicability of such networks in financial settlement systems.
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These problems have led to the emergence of decentralized protocols that enhance user anonymity.
Such protocols allow users to deposit digital assets from one user address and then withdraw them
from another address that is in no way linked to the first, thereby breaking the connection between
the source and recipient of assets. Although all transactions are still public and visible to all network
participants, it becomes impossible to directly establish a link between a deposit and a withdrawal.
The most popular protocol implementing this idea is Tornado Cash [3]. Nevertheless, in addition to
honest users trying to protect their anonymity on the network, malicious actors who obtained their
funds through criminal means also began using this protocol [4]. This led to the smart contract
address of the protocol being added to the “Specially Designated Nationals and Blocked Persons
List” of the U.S. government (also known as the SDN list). Although Tornado Cash was removed
from the SDN list in March 2025, after a federal appellate court ruled that OFAC had exceeded its
statutory authority in sanctioning the protocol [5], the episode clearly demonstrated the regulatory
risks that such protocols pose to their honest users.

In essence, the critical problem of Tornado Cash was that honest users had limited ability to
dissociate themselves from the criminal activity that the protocol attracted.

There are several approaches to solving this problem. Some of them include:

1. Deposit limit. A standard approach used by many applications is to set a limit on the
amount that can be deposited in a single operation or over a given time period. This allows
restricting the flow of assets from unreliable sources. However, some amount of unverified
assets can still be deposited. Moreover, this approach significantly restricts honest users
who use the protocol as a tool for enhancing anonymity on the network.

2. Address blacklist. Companies involved in blockchain transaction analysis, such as
Chainalysis [6] and TRM Labs [7], provide tools and services that allow tracking the
movement of criminally obtained funds. These tools can help regulators, such as OFAC,
maintain blacklists of addresses from which deposits should not be accepted. However,
circumventing this precaution would not be a difficult task, as these lists are not updated in
real time. Furthermore, it is unclear what the mechanism should be for removing
erroneously blacklisted addresses.

3. View-only access for regulators. Some user anonymity enhancement protocols employ an
approach in which any network participant who has deposited and withdrawn funds from
the system can provide the regulator with a so-called view key, which allows
deanonymizing the data stored on the network (including verifying that a specific
withdrawal is linked to a specific deposit). Although this approach allows honest users to
prove to the regulator that they are not involved in illegal activity, it does not prevent the
protocol from being used by users who obtained funds through criminal means.

4. Selective deanonymization. This approach [8] is based on the idea that the regulator has
some mechanism that allows them to request a key with which they can analyze the
movement of funds within the system. The adequacy of the regulator’s actions is monitored
by a special committee, which determines through quorum-based voting whether to provide
the regulator with the requested key for a specific transaction. This approach has the same
problem — it allows deanonymizing malicious transactions but does not prevent them. In
addition, at the current stage of development of decentralized financial systems, the
practical implementation of the aforementioned committee is challenging.

5. Association sets [9]. This approach gives the regulator full control over anonymous
withdrawals from the system — in order for a user to withdraw their deposit to an arbitrary
address, it must be pre-approved by the regulator (or one of the regulators). Unlike the
approaches described above, it prevents the anonymous withdrawal of illicit funds rather
than merely enabling their post-hoc deanonymization, while the force quit mechanism
protects honest users from losing their deposits.
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In this paper, we propose an implementation of a decentralized protocol based on the use of
association sets as described by Buterin et al. [9]. Additionally, we propose an implementation of a
decentralized governance system that allows the community of protocol users to make management
decisions regarding it. The developed protocol is compared with the Tornado Cash protocol in terms
of the cost of deposit and withdrawal operations to verify its suitability for use in real-world
blockchain networks.

The source code of the developed protocol is available on GitHub [10].

2. Method for Solving the Problem Using Association Sets

This section will describe a method for increasing user anonymity, allowing users to avoid
unnecessary attention from the regulator using Association Sets.

2.1 Two Merkle trees

An association set in the context of this article is a collection of transactions whose legitimacy has
been verified by an external observer, referred to in this work as an Association Set Provider (ASP).
Only for transactions from this set can assets be withdrawn from the system to an address different
from the one from which the deposit was made. If a transaction has not been approved, the assets
can only be withdrawn back to the same address from which the transaction was initiated (this
operation is called “Force Quit”).

This approach gives the regulator full control over anonymous withdrawals from the system, while
the force quit mechanism ensures that users do not risk losing their funds in the absence of regulatory
approval.

Using zero-knowledge proofs, even given that the regulator does not know which deposit is linked
to which withdrawal, after the deposit is approved, the user gains the ability to withdraw funds to an
arbitrary address.

Fig. 1. The user proves the presence of their deposit in the commitment tree (left) and the same deposit (with
the same hash) in the tree provided by the provider (right).

To withdraw funds from the protocol, the user creates a zk-SNARK proof [11, 12] of two facts:
1. The deposit is in the set of all deposits made (the tree with root R in Figure 1).
2. The deposit is in the set of deposits approved by the provider (the tree with root R a in
Figure 1).
The smart contract deployed on the blockchain network verifies this proof, and if it is correct, allows
the user to withdraw their deposit to an arbitrary address.

As part of the security audit of the arithmetic circuit used in Tornado Cash, certain recommendations
were made regarding the hash functions used and some other technical details [13]. Specifically:

1. It is recommended to use the Poseidon hash function [14] as the hash function used in the
Merkle tree.
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2. For computing the commitment and nullifierHash, it is recommended to use the following
formulas:
Commitment = PoseidonHash(nullifier, 0)

nullifierHash = PoseidonHash(nullifier, 1, leafIndex)
In this work, these formulas are applied, and the Merkle tree [15] is built using the Poseidon hash
function.
Thus, the complete algorithm of the protocol is as follows in the next section.

2.2 Deposit algorithm
1. The user generates a random number that will serve as the nullifier. The nullifier must be
kept secret by the user, as it can be used to withdraw a previously made deposit.
2. The user computes the commitment as PoseidonHash(nullifier, 0).

3. The user calls the smart contract’s deposit function and passes the computed commitment
along with a certain amount of ether. If this deposit has not been made before, there is free
space in the Merkle tree storing commitments, and the user has sufficient ether balance, the
protocol approves the deposit and adds the next commitment to the tree. After making the
deposit, the user receives a Note — a string containing information about the deposit. The
user must keep it secret, as anyone who has it can withdraw the deposit. The Note structure
includes:

tokenSymb (deposit token identifier),

denomination (number of tokens deposited),

nullifier (the number generated in the first step),

leafIndex (the commitment’s index in the Merkle tree stored in the smart contract),

chainld (the blockchain ID where the smart contract is deployed),

™o a0 o

tornadoAddress (the smart contract address).

2.3 Withdrawal algorithm

1. The user computes the nullifierHash using the formula above. For this, they use the
leafIndex from the received Note.

2. The user computes a proof (zk-SNARK Proof) that their deposit is among all previously
made deposits (namely, that they know a nullifier from which the commitment was derived
through hashing, as well as a Merkle path starting from one of the historical Merkle tree
roots and ending at the leaf with the specified commitment), and also among deposits
approved by the ASP (Association Set Provider). More details on this step are provided
below.

3. The user calls the smart contract’s withdraw function, passing the nullifierHash, the zk-
SNARK proof, and the address to which the funds should be withdrawn.

The smart contract verifies the proof, and if it is correct and the nullifierHash is not in the list of
spent nullifiers, the funds are withdrawn to the specified address, and the nullifierHash is added to
the list of used ones.

3. Architecture of the Developed System

The developed system consists of three main components (see Fig. 2): cryptographic circuits for
generating and verifying proofs, smart contracts for managing deposits and withdrawals for ETH
and ERC-20 tokens, and smart contracts for the governance system.
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The cryptographic circuits are implemented in the Circom 2.0 language [16] and include: a deposit
circuit for generating commitments, a withdrawal circuit with proof of Merkle tree membership, and
an association set verification circuit. The Poseidon hash function [14] is used for hashing, optimized
for arithmetic circuits due to the minimal number of multiplication operations.
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arkle-tree Generate
Timeloek A i
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Vaerifyler-contract

werify proof
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Fig. 2. Architecture of the developed system.

The smart contracts are developed in the Solidity language [17] and deployed on an EVM-
compatible blockchain [18]. The main contract, AssociationSetPool, implements the logic for
deposits and withdrawals with zk-SNARK proof verification.

4. Development of the Arithmetic Circuit

The arithmetic circuits for zk-SNARK are implemented in the Circom 2.0 language. The deposit
circuit computes the commitment as the Poseidon hash of a secret nullifier value (generated by the
user immediately before making the deposit) and the number 0: commitment = Poseidon(nullifier,
0). Upon withdrawal, the user reveals nullifierHash = Poseidon(nullifier, 1, leafIndex), which
prevents reuse of the deposit. leaflndex is the leaf number in the tree.
As mentioned earlier, the protocol at the withdrawal stage must verify that the withdrawer knows
the nullifier that produces a commitment present in two Merkle trees — the deposit tree and the ASP
tree. This logic can be achieved using the following Circom template (for brevity, the listing omits
the public signals recipient, relayer, and fee, which in the actual implementation [10] are bound into
the proof statement to prevent the substitution of withdrawal parameters by third parties):

1. template Withdraw(levels) {

2. signal input root;

3 signal input nullifierHash;

4. signal input nullifier;

5. signal input pathElements[levels];

6 signal input pathIndices[levels];

7 signal input assocSetRoot;
8

. signal input pathElementsAssoc[levels];
9. signal input pathIndicesAssoc[levels];

10.

11. component leafIndexNum = Bits2Num(levels) ;

12. for (var i = 0; i < levels; i++) {

13. leafIndexNum.in[i] <== pathIndices[i];

14.

15.

16. component nullifierHasher = Poseidon(3);

17. nullifierHasher.inputs[0] <== nullifier;
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18.

nullifierHasher.inputs[1l] <== 1;
nullifierHasher.inputs[2] <== leafIndexNum.out;
nullifierHasher.out === nullifierHash;

component commitmentHasher = Poseidon(2) ;
commitmentHasher.inputs[0] < nullifier;
commitmentHasher.inputs[1] < 0;

component tree = MerkleTreeChecker (levels) ;

tree.leaf <== commitmentHasher.out;
tree.root <== root;
for (var i = 0; i < levels; i++) {

tree.pathElements [i] <== pathElements[il];
tree.pathIndices[i] <== pathIndices[i];

component treeAssoc = MerkleTreeChecker (levels) ;

treeAssoc.leaf <== commitmentHasher.out;

treeAssoc.root <== assocSetRoot;

for (var i = 0; i < levels; i++) {
treeAssoc.pathElements[i] <== pathElementsAssoc[i];
treeAssoc.pathIndices[i] <== pathIndicesAssoc[i];

}

}

component main {public [root, nullifierHash, assocSetRoot]} = Withdraw(20) ;

Justification of the correctness of this template:

1.

2.

Lines 16-20 verify the consistency of the provided nullifier, leafIndexNum, and
nullifierHash. Thus, satisfying these constraints proves that the user possesses a nullifier
that, together with the leafIndex, yields the nullifierHash.

Next, there are two Merkle proofs: lines 26-32 and 3440 for trees with roots root and
assocSetRoot, respectively. In each proof, it is verified (lines 27 and 35) that from the
nullifier possessed by the user, it is possible to recover not only the nullifierHash (as
described above), but also the commitment whose path is passed into the circuit.

The subsequent path verification (lines 29-32 and 37-40) shows that the path passed into
the circuit is indeed a correct Merkle path from the given leaf to the root.

Thus, we can conclude that if the roots root and assocSetRoot are historical roots of the
corresponding Merkle trees, then from a correct proof of the Circom component, one can
assert that the user’s commitment is indeed present in the corresponding trees, since the
user possesses a nullifier and leafIndex from which the commitment can be recovered
through hashing, and then through pairwise hashing along the Merkle path, one can reach
the publicly known root.

5. Development of the Main Protocol Smart Contract

The main operations that the protocol under development must support are the deposit and
withdrawal of a previously made deposit. This section describes how they work.

5.1 Deposit operation
The deposit function code is as follows:

1
2
3.
4
5

function deposit (bytes32 _commitment) external payable nonReentrant {
uint32 insertedIndex = _insert(_commitment) ;
_processDeposit () ;
emit Deposit (_commitment, insertedIndex, block.timestamp) ;

}
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Description of this code:
1. Line 2: The deposit is added to the Merkle tree.

2. Line 3: In the processDeposit function for the ETH contract, only a check is performed to
ensure the amount sent in the transaction matches the amount specified in the contract itself
(the deposit amount is fixed). In the ERC20 token contract, an explicit transfer of tokens
from the token smart contract to the main protocol contract address is performed, and it is
verified that no ETH was sent in the transaction itself.

3. Line 4: A deposit event is added to the blockchain. Using these events, the ASP can track
occurring deposits, and a Web3 application can obtain the leafIndex for made
commitments.

5.2 Withdrawal operation

The signature of the withdrawal function is as follows:
1 function withdraw (

2 Proof calldata proof,

3 bytes32 root,

4. bytes32 nullifierHash,

5. address payable recipient,

6 address payable relayer,

7 uint256 fee,

8 RootWithSignature calldata assocSetRootWithSignature,

9. address providerPublicKey

10. ) external payable nonReentrant

The function operates according to the following algorithm:
1. Checks are performed:
a. the fee amount is less than the withdrawal amount;

b. the nullifierHash is not in the list of spent nullifiers, meaning the deposit has not been
previously withdrawn;

c. the provided root parameter is a historical root of the Merkle tree;

d. the provider’s public key is known to the contract, i.e., it was previously added through
voting or is the primary key (set during contract deployment).

2. Verification of the signature validity of the Merkle tree root received from the ASP. The
ECDSA algorithm [19] is used for signing.

3. The zk-SNARK proof is verified using the Verifier contract, which was automatically
generated from the arithmetic circuit using the Circom library.

The nullifierHash is added to the list of spent nullifiers.

5. The transfer of funds from the contract address to the recipient address is executed, and the
fee is transferred to the relayer address.

6. A Withdrawal event is emitted containing the recipient, nullifierHash, relayer, and fee.

5.3 Deposit and Withdrawal for ERC20 Tokens

A separate smart contract was developed to support ERC-20 tokens. It overrides the internal
functions for directly executing token transfers from one address to another (processDeposit() and
processWithdraw(...)). The core logic for deposits and withdrawals remained unchanged.

6. Development of the Decentralized Governance System

It is necessary to provide logic for adding new ASPs. For this purpose, a smart contract for
decentralized governance (a so-called Governance contract) was developed, the essence of which is
as follows: a user who has sufficient Governance tokens in their account can initiate a vote on calling
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a certain function of the main protocol smart contract. If the number of “for” votes exceeds a certain
minimum threshold, a decision is made to call the corresponding function with the corresponding
arguments through an intermediary smart contract called Timelock — it serves to impose a delay
before executing the voting decision.

The OpenZeppelin library [20] was chosen to implement the described functionality, as the current
industry standard. Three base contracts were implemented: GovernanceToken, MyGovernor, and
MyTimelock.

The process of adding new ASPs proceeds as follows:

1. A user (referred to as the Proposer), who has enough Governance tokens in their balance,
forms a proposal (a pair consisting of a method of the main protocol contract and its input
data) and submits this proposal to the blockchain by calling the propose function of the
Governor contract. Immediately after this, the proposal will be in the Pending state.

2. After a predetermined number of blocks, the voting process begins. After this, the proposal
transitions to the Active state.

3. Participants delegate votes to each other (or to themselves) in accordance with how many
Governance tokens they held at the time voting began (it is not possible to first delegate
votes, then transfer tokens to another address and delegate them again — the OpenZeppelin
library provides protection against this).

4. After a specified number of blocks allocated for voting, a verdict is reached — to accept or
reject the proposal. If the number of “for” votes exceeds the threshold value set in the
Governance contract, the verdict is “Accept” and the proposal transitions to the Succeeded
state; otherwise, the verdict is “Reject” and the proposal transitions to the Defeated state.

5. If the proposal was accepted, then immediately afterward (or after some time), any user can
add the proposal to the queue by calling its queue function. After this, the proposal
transitions to the Queued state.

6. After a specified number of blocks (determined in the Timelock contract), any user can call
the execute function of the Governance contract and pass the approved proposal. After this,
the proposal transitions to the Executed state and is immediately executed. The actual call
to the function of the main protocol contract will be made through the Timelock contract.

7. Transaction Cost Measurements

As part of this work, an experimental study of the implemented system was conducted on the
Ethereum Sepolia test network. The developed protocol should not only allow users to increase their
anonymity when using the blockchain but should also have comparable features to similar protocols
(and to Tornado Cash as the main functional equivalent). Therefore, we conducted a comparison of
the amount of gas used for deposit and withdrawal transactions between the developed protocol
based on Association Sets and the Tornado Cash protocol.

The comparison was conducted for both ETH and ERC20 tokens. In addition, Tornado Cash was
considered in two implementations: the original one and the one using the Poseidon hash function.

Table 1. Comparison of gas consumption for deposit and withdrawal functions of ETH and ERC20 tokens in
the Tornado Cash contract and the contract developed in this work, based on association sets.

ETH ETH ERC20 ERC20

deposit withdraw deposit withdraw
Tornado Cash 1088.8K 301.2K 1128.1K 311.4K
Tornado Cash Poseidon 859.6K 271.7K 900.0K 283.7K
Association Set approach 859.6K 356.6K 900.0K 366.1K
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8. Discussion

Analyzing Table 1, it can be seen that the transaction cost in the developed protocol is lower than in
the original Tornado Cash (this is due to the use of a more optimal hash function) and coincides with
the result for Tornado Cash using the Poseidon hash function (the code for making a deposit is
absolutely identical for these two implementations — differences exist only for the withdrawal
function).

At the same time, when performing withdrawals, the gas consumption, despite the more optimal
hashing function, has increased. This is explained by the additional on-chain checks introduced by
the association set mechanism: verification of the ASP’s ECDSA signature over the association set
root and verification of a zk-SNARK proof over a larger statement covering membership in two
Merkle trees.

The developed system has broad capabilities for integration into the decentralized finance sector as
one of the methods for ensuring anonymity of users whose anonymity was previously compromised
(or there are suspicions that it may have been compromised). Furthermore, the global trend of
moving away from the traditional financial and economic relations system in favor of decentralized
services makes such solutions increasingly in demand.

9. Conclusion

In this work, a system of anonymous transactions in a public blockchain has been designed and
implemented with the ability to prove the good faith of the origin of funds. The system is based on
the concept of association sets and uses zk-SNARK zero-knowledge proofs to provide cryptographic
guarantees.

The main results of the work include arithmetic circuits implemented in the Circom 2.0 language
for generating zk-SNARK proofs of association set membership; smart contracts developed in the
Solidity language encapsulating the core protocol logic; a decentralized governance system; and a
comparative analysis with the existing solution.

The practical significance of this work lies in the possibility of using the developed system to comply
with regulatory requirements while maintaining the anonymity of users of distributed ledgers.
Directions for further research include optimization of arithmetic circuits to reduce computational
complexity, integration with existing decentralized finance protocols, and development of
mechanisms for automatic generation of prohibited address lists based on blockchain analytics data.
Additionally, the developed protocol can be applied in decentralized platforms for the circulation of
Digital Financial Assets to enhance user anonymity without drawing undue attention from regulatory
authorities, which constitutes one of the primary objectives in the development of such systems at
present.
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